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35 REREERENES A& EIKEE I
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3.7 IPSecBEBRII N INE WS REE

3.1 SRR |

XEXSIPSecHIEAMBISREIHITAVIE, IRIBRAVEISEITHEE, BIRSIEK, WF
3'1 ﬁﬁZI_T o

3-1 IPSec A E]
{ IPSec Tunnel 0

I:lj ® Internet l _!I-
?c ; 1UG1EEI1U:24 E0/D/2 GEOQ/02 GEOIOM
e 101119024 2.1.1.1/24 5510.1.2.1/24
10.1.1.2/24 Routert Router? 10.1.2.2/24

WNE3-1F7~, ERouter1FRouter2 L3 5li{Tar< display ipsec saBEEISARZ .
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& 3-1 HRLIEERS %
RIS =0 LS =]

Router1 HISERRIEE., IPSechiEzE | 3.2 kfit&IKEHRE
KW, Rt TaR<display ipsec
statistics, &ZIoutbound ok#0, i
ARG KEMESIRM B AL, RBA
1hEsIPSech%iE o

Router1 FIKE SASHEE 7, IPSech¥i& | 3.3 IKE SAThEIEEK
B, ErthiTan<display ipsec
statistics, &Moutbound okA90,
RBBIKEIRX EE AT .

Router1_EIPSec SASBEL, IPSech¥iE | 3.4 IPSec SAHEEM

BT
Router1 ESAZEIZEIN, Router2 ESAEE | 3.5 I8E R EERRNEHLAICIKER
hVE- S¢S thRkIh

Router1#1Router2 - &EEFZFIIPSec SARY | 3.6 IPSecfiFEZE N IR SESFiE
158, IPSech¥E @ INMERFEN
iajeR:

o DM ZEHIRHIAFR T2 REEE
Blal,

o PR ERFIRAYHE B mEIGaE
¥, RATE, flin, SE5BEPELL
B 2RSSR, PXAPAREAE
SERIRSSEE

o DT ERFIRAIAFIHIEERS MR
FE, SoFRE,

o ERFIZEMEHIARIRFEED
FPipaSSfEE, BRESZARZ
B35 EAIE

o TEIPSecEFEMHMNATMERIIA=HIE
AR E REEPRNATEIRAIX
HxE, SERSEHAVPNAEIRT,

Router1#Router2_ E&EZIIPSec SARY | 3.7 IPSecBEE NI EHEEE
=B, IPSechHiBE @ IR INEBERFEN
iajeR:
o WISSiAHaNERERE,
o SZiFaIATHIATEE, talRERIESp

B o
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3.2.1 HigfEak

SNE3-2F7x, Router[@#B&EIPSecfs, PCZEEILGAE,

3-2 IPSec AN E]

K

PC1 10.1.1.1/245; 4-1.1.1.1/24

10.1.

GEO/D1

1.2/24

(

Routert

IPSec Tunnel 0
Internet I -!I-
E0/D/2 GEOD/0r2 GEOfOM T
2111724 53510.1.2.1/24
10.1.2.2/24

Router2

fE£Router1 E#f7an< display ike saBBSAIRRT, RBEREE, HBBIPSeclti&sE s
K.

<Router1> display ike sa

#ERouter1_t#1T85< display ipsec statisticsEEIPSec#it =5 .

<Router1> display ipsec statistics

negotiate about packet statistics:
IKE fwd packet ok: 0, err: 0

IKE ctrl packet inbound ok: 0, outbound ok: 0
SoftExpr: 0, HardExpr: 0, DPDOper: 0
trigger ok: 0, switch sa: 0, sync sa: 0
recv IKE nat keepalive: 0, IKE input: O

IPSec SAZYRIMA TSN N BEIMRATL T
outbound ok/30, ABNIRIKEMEIRIRB AL, REMAINEIPSechE .
IPSec SAZNRIMA TSR EMAT T

trigger ok 90, HEEIRBEIBERAAIKEINE . dNSKtrigger okA~ 40,
outbound ok 50, REARIGIKEMEIRIEB AL, RBEMAIMNEIPSechE .

3.2.2 AJgERH

A= PR IKE By

e L A B
T E
| LS 3G 2 e
Fuik
P ENKE R g R
T Btk A T
| | IPSeciBs A ik
FlieO
_— {HAENATE %
MAT Hr g4
L. Sacurity ACL S i d
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3.2.3 BT

BRIELPR
$B1 1T display ipsec policyi@EIPSec SAREL A .

<Huawei> display ipsec policy

IPSec policy group: "10"
Using interface: GigabitEthernet1/0/0

Sequence number: 10

Policy Alias: map1-10

Security data flow: 3100/IPv4

Peer name : rut2

Perfect forward secrecy: DH group 14

Proposal name: prop1

IPSec SA local duration(time based): 3600 seconds

IPSec SA local duration(traffic based): 1843200 kilobytes
SA trigger mode: Traffic-based //IPSec SARYfEA 5

EJ91PSec SARIA HBIANREMA S, FRLAMKIKENEINEHRRM HB WSS
e, APATLUBEPing HTURAMAIKENE . FAFAILATEISAKMPE & S ZRREALE
TH1iTér<sa trigger-mode autofit &IPSec SARfIA AR NBEIMAS R, XA
LBt Tl S5 ER ToiEf A | KETHRS o

$E2 1EFAMBEANRAMISHEEAIX,

HATan L pingtAIAER A A LAPIngIBRAMFI A MR . YIRPingI&E, NIiBEHRRIERIE
®. EOUp. BESFMEEEIER,

FIE3 KMBEIPSecRIEREIEMNARIREREO L,

#f7an< display ipsec interface brief&EEFEZOREHIPSecRIZEE, MR
B, WHEEZZEO ERFIPSectkg .

<Huawei> display ipsec interface brief

IPSec policy : policy1

Using interface  : GigabitEthernet1/0/0
IPSec policy number : 10

IPSec policy Type : policy

F],A KB Security ACLSFRIPHIE RS LA,

Hi7er<display ipsec policy&&Security ACLFS, AEBHITH<Sdisplay acl
acl-numbenGEBACLECE SHRIPEIBRESE LA, NSRRI, NEERER.

<Huawei> display ipsec policy

IPSec policy group: "10"
Using interface: GigabitEthernet1/0/0

Sequence number: 10

Policy Alias: map1-10

Security data flow: 3100/IPv4 //Security ACL

Peer name : rut2

Perfect forward secrecy: DH group 14

Proposal name: prop1

IPSec SA local duration(time based): 3600 seconds

IPSec SA local duration(traffic based): 1843200 kilobytes
SA trigger mode: Traffic-based

SASRRZS 01 (2019-12-10) WRIERE © HERRARBIRAT 8
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<Huawei> display acl 3100

Advanced ACL 3100, 1 rule ( Reference counter 1)

Acl's step is 5

rule 5 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255 (0 times matched)

TS KBEERRENATRIETIRIPSeci®IPEIER

ik IZhIPSectEH R FNATIELR ( NAT Server. BHINAT. JBNAT) 25, AN
{ENAT Server. BHINATARENEIPSecRHEIPRISIERAIRLIE

thiTan<display ipsec interface brief&E& N A T IPSeccRE§RYZEO, ARHMITHS
display current-configuration interface /nterface-type interface-number&&
IPSeciEz R ARECE 7 NATERES .

AN N FEIPSecEH & FEMANECRERIELE 7TNAT, BFIEFEHTNAT, £25HIPSechk
4%, WITEE:

e NATS|FERIACLIINIdeny BRIIPHENER IPSecS | FBRIACLIRNIAAI B RYIPHELLE, 8%
EITIPSeciRIPAIEIE R TNATEEHE

e IPSec5|FHRIACLIRN FLECLRIT NATEE AR AYIPHBLE .
;6 HUULFEOSEEMEINBAE, BREUTEER, HEERRAZIFAR,

1. WERERES. DRSERRFER, FCREXEH,
2. Hi7an<debuggingii&EIPSeciFiEE I IEFAIER

<Huawei> terminal monitor

<Huawei> terminal debugging

<Huawei> debugging ikev1 all //5RAIKEV1tHEETHIEERIdebugginglE8

<Huawei> debugging ikev2 all //3RFIKEV2iHEETHIEERIdebugginglE8

<Huawei> debugging ipsec all

<Huawei> debugging adp-ipsec //V200R007RZ&ikRA, H1TLta<SIKEdebugging(ZE

3. kHldebugging/s, —BEXWEREIFRIEZHEEFHSEHE.

a. #475<display diagnostic-information file-nameREE1RE1Z S EFHHR
T

<Huawei> display diagnostic-information dia-info.txt

Now saving the diagnostic information to the device

100%

Info: The diagnostic information was saved to the device successfully

b. ZZHMERXMHEMZE, BOILIBITFTPELEEMNRE ST,
EHLERPUE T Tdiras S, ANXGESIEREMN.
4. WERSHATHIEEEEHSEX .

a. fTsave logfilefs<, RBEPFXHNHTMEEEERFIIE .

<Huawei> save logdfile all
Info: Save logfile successfully.
Info: Save diagnostic logfile successfully.

b. SIETMEEEENXMHEMZE, ERILIBITFTPESUEENRE LS
o

5 WEERONKRNER, BETFTPEFSIUSENRE LS.

<Huawei> system-view

[Huawei] acl 3100

[Huawei-acl-adv-3100] acl 3100 //TENXEHIER

[Huawei-acl-adv-3100] rule 5 permit ip source 10.1.1.1 0 destination 10.2.
[Huawei-acl-adv-3100] rule 5 permit ip source 10.2.1.1 0 destination 10.1.
[Huawei-acl-adv-3100] quit

[Huawei] packet-capture ipv4-packet 3100 interface GigabitEthernet 1/0/1
[Huawei] packet-capture startup packet-num 1500 //FFEFREURSLEEINEE
[Huawei] packet-capture queue 0 to-file 1.cap //ISFKEVHIIRN L ERFREFEIZE L

110
110
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SREURSCK S, BEREEXEE .

.

R AL \KEW RS DT
5.1.2.1 IPSeciR3aE R Ti2

Z=f:
4.1.3 ARBEHEHTFHEPEUERITES 7 NAT ServerS3IPSeciEE I S TiEinte
ERXTiw

3.3 IKE SA ¥

3.3.1 IR
YNE3-3Ff73<, Router|8JZfEIPSecfs, PCZIEHIGAE

3-3 IPSec A E]
{ IPSec Tunnel 0

I:lj ® Internet I _!I-
— GED/01 ED/D/2 GEO/0f2 GEOIOM

PC1 104111245 4111024 24.1.1/2454510.1,2.1/24
10.1.1.2124 Rotart o 21501 2,202

1. fERouter! b#fTap< display ike saBEBESAIRE, AIMIKE SARHEN, S
IPSech&iEE 7KK .
<Router1> display ike sa

IKE SA information :
Conn-ID  Peer VPN Flag(s) Phase

1342 0.0.0.0 RDI|A v2:1

Number of IKE SA : 0

Flag Description:

RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
HRT--HEARTBEAT LKG--LAST KNOWN GOOD SEQ NO. BCK--BACKED UP
M--ACTIVE S--STANDBY A--ALONE NEG--NEGOTIATING

2. fERouter1 E#fTd< display ipsec statistics&E&IPSecFkit=E, AW
outbound ok 90, HBBIKEIRNEZR L H .

<Router1> display ipsec statistics
negotiate about packet statistics:
IKE fwd packet ok: 0, err: 0
IKE ctrl packet inbound ok: 0, outbound ok: 4
SoftExpr: 0, HardExpr: 0, DPDOper: 0

XRERRA 01 (2019-12-10) IRBFRE © ERRABIRAT 10
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3 HIEAMESR

trigger ok: 0, switch sa: 0, sync sa: 0

recv IKE nat keepalive: 0, IKE input: O

3.3.2 AJgE[RH

EE= A IKE HE#
JCHHT TR

SIKE A SR &
T

IKERE S T—

IKE SAFT &R

IPSeciHERHER
HEREOE

3.3.3 EuPE

NI

ALHT AT A
B < AN TR

FEAIKE PeerfiEE S8
A-EEC

i) = -
| 7 IKE ProposalEE 2

TIE

——

| RSAmMEERFEF—H

|[ (IKEV1 )i SR — 5 ]| { 'fﬁ?‘;;;&?ﬁﬁiﬁ_f:ﬂ’ i
S HDEETLE R !
__sssms e
EEEEa=0 HFE R ,
|

|

|

|

|

|

RSAZEEHFETF— I

(EAPE)
AL R SR

FPEI LA TR < display ike error-info ( V200R008K: 2 [EhRA 13 ) EEIKE SAtH

RIRMAYRE R RIEELEE, BRILASE N TEREELE

BFSRR

S IAIKED RN A i 2 S R IKEH RS o
HiTan<display ipsec statisticsEEIKEWE AT FIMN TS RIIKER S AIGE T4

<Router1> display ipsec statistics

negotiate about packet statistics:
IKE fwd packet ok: 0, err: 0

IKE ctrl packet inbound ok: 0, outbound ok: 0

SoftExpr: 0, HardExpr: 0, DPDOper: 0
trigger ok: 0, switch sa: 0, sync sa: 0
recv IKE nat keepalive: 0, IKE input: 0

e ki€ outbound okA0, {BIaiF5IKE ctrl packet inbound ok30, i5ERNT
N & BWEIKEWM IR, [EERATRER.

-  ZEBMNEXIKERY ( BiAKOS/35008%450009UDPIRYE ) 17 T BRH .

B R EERERATITFAR.

- Router1fRouter2Z [BREAARAIA, BIRIBSER22HITHIE.
- KiEER “Ximkk” FOxdinhY “ Attibit? ROUhED, BA&EESremote-
addresstn S B EEIR . 1BIRIBSEIHITHIE,
e &jEHoutbound okA 80, HImiFSIKE ctrl packet inbound ok4/30, {EE
R 5 outbound ok0, 1HBANER 5 YR T IKEMEIRS , (BRIRE A HITMNR
X, EHEAEEA:

N5k 01 (2019-12-10)
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- IPSeccRE&IZBIEMRIN AEZEIEO L. BT < display ipsec interface
briefiCEFHRRERE O _FEIEMMANBIPSecklg .

- MRS “XumK” FOXGiRAY “ Astbithit” AROCEC, BDINZT5remote-
addressip SECEEIR . BIRIESE3HITHIE.

e it outbound okA50, IKE ctrl packet inbound ok/50, BIluiz5IKE ctrl
packet inbound ok#Joutbound okiJ4/90, 5AANGR 5 W E T IKENESIRSZ ,
FEEHTIMNIRI, (ER%EZEWEINNIRS . [REREEL

Router1 EECE T EliARouter2fVEEH, {E2Router2 Li&EZiARouter FYEEH .
BRIESEHTHIE,

FR2 MEIKEXIFARREEIANY

EIPSech¥iEMmimiE M LH{Tap<undo ipsec policyBUEN AIPSecR£3RER, AEH
1785 ping -a source-jp-address destination-ip-addressf{TR]IAHEE

NERPingARIE, MIIBHREIEIESE . EOUp. IRHESMEE S, HFREO. KA
FO@fE, EFEEOLNITHSipsec policy i FHIPSecZ£KHEE .

$I|3 1OENRAY “THRRX” FXTiRAY “ Attt " REICE

HiT7es<display ike peer&EIKE PeerfIXdim | Pttt akisZ 2 & UCHC . dNRAITHL,
IBEIKEXSFE A E T HiTin<Sremote-address{EIE o

<Huawei> display ike peer name 1

Peer name o1

IKE version tviv2

VPN instance :

Remote IP : 1.1.1.1 (www.huawei.com)  //f8EXTiHIKEXT (A bt akiaZ
Authentic IP address g JABTEINIE EHE

Proposal 01

Pre-shared-key 1 %A% #G7 (t:%yFw/PVF>)sva;"zx]oL!sw-82\C;1}%%RY %A %#
Local ID type 1P

Local ID :

Remote ID type :any

Remote ID :

o NiR(EAAZAIMIPHELE, ST NATIZSRAT:

- ANigREAKEDER S
KRR AR ENR S U IPSec £ REE, EEIRAS|FAIKEXIFRT LASRTS
EXTiHAYIPHEE ( BpARBCEremote-addressips )

- K] LMESIKEDE AR
KimeKBISAKMPE T IPSec £ 5KkHE, EIKE Peer MEERIXTIRmI Pt /o
NATEEIRfSRIMEIE . QNRERIPHILRITIAIE, NARIHEARHITRS
remote-address authentication-addressiSTENATEEIRFIRYIPHBLIE 3T iR
TAEMBRE .

o XNmEZEMIPHUIAEEEGEESS, HeEHmiTimSremote-address host-
namelSEX I ZAT, WiHEEEREDDNS, BiHZ S5hSIPHtEE, KinfEe

EDNSSERLITZ BT
ARSIl & LT, AILAITER<Sip host host-name ip-addressBeErH=I,
BT

T4 KEMIKIKE peerfIHEEERE1EW,

HhiTam<display ike peer&BEMiRHIIKEIRAS . IKEVIHEEN. BD1D3E SM4hR
AERE—H, WRFT—E, BEE—H.

SRR 01 (2019-12-10) IS © ERRABIRAT 12
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<Huawei> display ike peer name 1

Peer name o1

IKE version :vl //IKERRAS

VPN instance :

Remote IP 0 1.1.1.1 (www.huawei.com)

Authentic IP address :

Proposal 01

Exchange mode : main on phase 1 //IKEVI{E#&RD
Pre-shared-key 1 %N\%#G7 (t:%yFw/PVF>Jsva;"zx]oL!sw-82\C;1}%%RY%A%#
Local ID type (1P

Local ID :

Remote ID type :any

Remote ID :

RSA encryption-padding 1 PKCS1  //RSANNIZEHIEF S
RSA signature-padding :PKCST //RSARZRIERH
ipsec sm4 version :standard //SM4}RAS

RERIAEA X FRSMDIANESHECEARRE:
o EXATIHEZRAE, NMNRIERHHRHEZZE—H.
o EXRATRAZZHHFAEINAULL, NRIEHFIEBHIERE.
a. if;%tﬁ-‘n‘ﬁ%display pki certificatefdisplay clocktGZEIFHBEIHART [EFNIR FAT
8o
MR FHEAEEREIHIR, BEERANE THITa<clock datetime
(&g &EHIRTE .

ANFIEBEIH, BEHHBILEREEIKEXNFMIE TH1Tar< certificate-
chgil%dis;bleK&HﬁiIE%E’\JE?&‘fi (A RERFIEREMET B TEE R
iIE % o

b. #iTdr<display ike peerEEMiKHIRSAL B HRSANMNFEIER AXEE—
Ho

MEA—H, BEIKEXTEARE TH{Tar<rsa encryption-paddingdirsa
signature-paddingf&{—%

BIKEXTFAREFENATIRERT, BRREEE 7 NATSFEINGE.
$£I5 KBEFIHIKE proposalitB2E—H .

#1785 display ike proposali& BERIHIANIES %, IAEE X, INZEX. DH4AE. PRF
BERE N, WEF—H, BER—H.

<Huawei> display ike proposal number 10

IKE Proposal: 10
Authentication Method ~ : PRE_SHARED  /ANIER&
Authentication Algorithm : SHA2-256 [NIEE L
Encryption Algorithm  : AES-256 [INEEE
Diffie-Hellman Group : MODP-2048  //DHZE
SA Duration(Seconds) : 86400
Integrity Algorithm : HMAC-SHA2-256 //52E&E&%
Prf Algorithm : HMAC-SHA2-256 //PRF&i%

F],e HUULLDELBEMEITBEAE, BRELTER, FRERATIFAR.
1. WEEREER. LRSEIRESER, FeREIU+.
2. 1T <Sdebugging &I PSechHERE I FZFAIE R o
<Huawei> terminal monitor

<Huawei> terminal debugging
<Huawei> debugging ikev1 all //SZEIKEV1HESATIKIEERYdebugging{S 2

SRR 01 (2019-12-10) IS © ERRABIRAT 13
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<Huawei> debugging ikev2 all //5RFEIKEV2iHEERTIIEERIdebugging(S &
<Huawei> debugging ipsec all
<Huawei> debugging adp-ipsec /N200R007&ZE|TJHJ§2E HATILE<$ I EEdebugginglS 2

3. Kifldebuggingls, —ENNEREIFMEIZINEEHSE .

a. Mi7assdisplay diagnostic-information file-namexREREZZHIEEFHR
FAE,

<Huawei> display diagnostic-information dia-info.txt

Now saving the diagnostic information to the device

100%

Info: The diagnostic information was saved to the device successfully

b. ZZHMERXMEMZE, BOILIBITFTPELNEEMNRE ST,
EAILERPUE THITdire <, BIASIHE B IERER .
4. WERSHNATHIEEEEHSEX .
a. fTsave logfilefs<, BEPTXHNHTMEEEERFIE .

<Huawei> save logdfile all
Info: Save logfile successfully.
Info: Save diagnostic logfile successfully.

b. ;:LJIEIU NEEEEXMERZE, BRLBETFTPELSVSENRE LS
5. IWEROMNRXEER, BETFTPESNEEMNEE LS.

<Huawei> system-view

[Huawei] acl 3100

[Huawei-acl-adv-3100] acl 3100 //EXHIER

[Huawei-acl-adv-3100] rule 5 permit ip source 10.1.1.1 0 destination 10.2.1.1 0
[Huawei-acl-adv-3100] rule 5 permit ip source 10.2.1.1 0 destination 10.1.1.1 0
[Huawei-acl-adv-3100] quit

[Huawei] packet-capture ipv4-packet 3100 interface GigabitEthernet 1/0/1
[Huawei] packet-capture startup packet-num 1500 //FFEREURLIEETINAEE
[Huawei] packet-capture queue 0 to-file 1.cap //ISFKEXASIRSLMERIRFRIRE £

REURSLLIS, B EAREAE .
R

TR
4.1.2 AREEHZEHTFIPSec2HA—HSEPSechiERE T LW

3.4 IPSec SA thEgeEM
3.4.1 ISR

UNE3-4Ff7~, Router|@lZf&EIPSec/s, PCZEIEIAAIE

& 3-4 IPSec éﬂﬂﬁ

IPSec Tunnel 0

Internet - TE
_mﬂm.—. L_I§

GEDDS2 GED/DRZ GEODM
PC1 10.1.1 1-'24* +1.1.1.1/24 2.1.1.1/24 2510.1.2.1/24

10.1.1.2124 Rauleﬂ Router?

10.1.2.2/24
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fERouter1 E#f7ap< display ike saB@ B SAIRZ, &WIPSec SARBEEYL, SEIPSec
BEEEII R .
<Router1> display ike sa

IKE SA information :
Conn-ID  Peer VPN Flag(s) Phase

8388  2.1.1.1:500 RD|STI|A v2:1

Number of IKE SA : 1

Flag Description:

RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
HRT--HEARTBEAT LKG--LAST KNOWN GOOD SEQ NO. BCK--BACKED UP
M--ACTIVE S--STANDBY A--ALONE NEG--NEGOTIATING

3.4.2 AJge|RH

P HRACL A~ 2 HE{e ik de [Emmm———— = — -
|—' FAEALIE RS | | T |
| —
=g B —i I
. . #iIPSec Proposal |
i 2y i - .
Fose ST LB A2 l Wi BT — | |
I
PRIPSect: % ik H BIAHE AT — | |
AEf—= | === i
| o | _I__IJ=
3.4.3 TEEUEIR
H4b —
§§1El%\

FAPE LR T display ike error-info ( V200R008K% .2 [EhRA1E ) BHEIPSec SA
IR MBI R E R EREASE, LB TR RERHE,

TE1 WERHACLEEEREIE .

HiT7ar< display ipsec policyE=EIPSecs | HIIACLES, AAiGHITam<display acl
acl-numbenSBEMiRAIACLIIN 2 PLED o

<Huawei> display ipsec policy

IPSec policy group: "10"
Using interface: GigabitEthernet1/0/0

Sequence number: 10
Policy Alias: map1-10
Security data flow: 3100/IPv4 //Security ACL
Peer name : rut2
Perfect forward secrecy: DH group 14
Proposal name: prop1
IPSec SA local duration(time based): 3600 seconds
IPSec SA local duration(traffic based): 1843200 kilobytes
SA trigger mode: Traffic-based

<Huawei> display acl 3100

Advanced ACL 3100, 1 rule ( Reference counter 1)
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Acl's step is 5
rule 5 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255 (0 times matched)

BLBEACLIINEFE:

o IPSechHiEFRIRACLIINIE AN ERIE—F, Ha0, —iw(FERIPHNY, S—i%
BARIERIPINY o

o  HIPSeclFEMIRAIACLIINISRECERT, (F=—H &R FEEERHFIESARINE
3 ; HIPSechFEMIRAIACLIINIERGECER, REAESAIACLIINIEXATE
E 2N RIFER, SAZRERINGEZ . EItt, ZBINIPSech¥iEmimtc BHIACLIA
MEREG, B—HREEACLRNIASE LN B A9t B8 B —ikBcEAIACL
MNEY B RO UEFNE BN . BRI :
EMinENECEISAKMPE I IPSecZ £ 2RHE, ACLMINIARE NIER, &—inbcE
ISAKMPA T IPSecZ £ 5%lE, B—infiE RISERGNIPSecR L%, ISAKMP
B UIPSecR £ HRIAIACLIRNAT BB ol LU/ N TF RIS &R 5 I PSecR £ SR AEHIACL
N, B ACLHLNZZEEEIIDFER -

o ACLHELZrulefIitti R ERIGEHIMEE . FHMHEREEIruleZ AR ZEES
M, iEREEERICEC rule AT B IR ITECRIE R o

o [EA—NIPSeckERIZAFEEIACLAES SHEREAIrulefN ,

o [F—PIPSeck L HARAFIEIPSeck L HME5 | FARIACLAIrule Z B RBEFFERR
£, 5Ia05 | BBAYACL3001F0ACL30027ZEAZEE

acl number 3001

rule 5 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255

acl number 3002

rule 5 permit ip source 10.1.0.0 0.0.255.255 destination 10.1.0.0 0.0.255.255

o INENDRI S RERIEIEIR S IPSec £ HRAEHT :
MR 5 AT AEN FERIFRIEIRER, WIRRNES RES EXNEEFRIPAEIE
el MNRMNSEREEERIPIEIER, WEESKELRGERENRES
BRERIEENFRPIEIEREE.

o INRNABIPSecERIAVEORMEE 7NAT, HFREEHITNAT, 28F
IPSecA4ER, WAITHE:
- NATS|FBBIACLEINI deny B BYIPHELE R 1PSecS | FHAIACLELRIAAY B AYIPHE

tt, BERITIPSecRIFRIBIRMHITNATERIE,
- IPSec5|FIRIACLALIPLECERIT NATARH fSAYIPHBALL .
2 KB iRIPSec proposal it B2 E—H .

HiTep<display ipsec proposalEEZ £ . IFZB&EE. INEEENFEER, 15

BRMIREIEE—.

<Huawei> display ipsec proposal

Number of proposals: 1

IPSec proposal name: p1

Encapsulation mode: Tunnel [[EEEE

Transform : ah-esp-new /=LY

AH protocol  : Authentication SHA2-HMAC-256 //AHHMYASBAES %

ESP protocol  : Authentication SHA2-HMAC-256 //ESPIMYAGINIESE %
Encryption AES-256 //ESPHMYBINIZEE X

T3 KNBEIPsecERIRIIZERBEERE .
#1755 display ipsec policy briefEEEMode=Es, iSRRIV EEI SRR

_ﬁo
MEFIHIBEA—I, BT <Sipsec policy isakmplEMELE, HIFHHIIEE—
.
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<Huawei> display ipsec policy brief
Number of policies group : 1

Number of policies 01
Policy name Mode ACL Peer name Local address Remote address
policy1-100 isakmp 3002/IPv4 peer1

H17ds<Sdisplay ipsec policy&EEPFSEIXL, WRKIGIEE L PFS, MimfEA ety
WIREPFSANHE, BIAIGRFIXTiRTS ERIDIffie-HellmanBX4—3, BUMNESEM .

INRAHRECER—E, BT S pfsiEciicE, MRMIRAVECE—H.

<Huawei> display ipsec policy

IPSec policy group: "10"
Using interface: GigabitEthernet1/0/0

Sequence number: 10

Policy Alias: map1-10

Security data flow: 3100/IPv4

Peer name : rut2

Perfect forward secrecy: DH group 14 //PFSEiX

R4 B EFROSEEMHOEFRE, BREUTER, HEERRATZIIAR,
1. WEREER. ERATBINRESR, FHEREIUEH,
2. 78S debuggingiEEIPSecF BRI FEHAVER.

<Huawei> terminal monitor

<Huawei> terminal debugging

<Huawei> debugging ikev1 all //SRFIKEV1HESET I EERIdebugginglSE

<Huawei> debugging ikev2 all //RFIKEv2iHESET I EERIdebugginglSE

<Huawei> debugging ipsec all

<Huawei> debugging adp-ipsec //V200R007&Zﬁﬁ#)§215 AT En S EEdebugging(5 2

3. Kifldebuggingis, —HENKEREFNFIEIZINEEHSEU: .

a. HiTdssdisplay diagnostic-information file-namexR&i&ZiZHHE EFHE

TN,

<Huawei> display diagnostic-information dia-info.txt

Now saving the diagnostic information to the device

100%

Info: The diagnostic information was saved to the device successfully

b. ZZMMERXMEMZE, BOILIBITFTPELEEMNSE ST,
,dt_JL,H’_ FAFRE T HTdiras<S, IANEREIERER
4. WERSHIATHEEEEHSEIU .
a. iffTsave logfileas<, RBEPTXHBATMEEEERFNS .

<Huawei> save logfile all
Info: Save logfile successfully.
Info: Save diagnostic logfile successfully.

b. iElu SEERXHERZE, ERLBEETFTPELSIVEENRE LS

5 WEEONKRNER, BETFTPELIUGENRE LS.

<Huawei> system-view

[Huawei] acl 3100

[Huawei-acl-adv-3100] acl 3100 //TENXEHIER

[Huawei-acl-adv-3100] rule 5 permit ip source 10.1.1.1 0 destination 10.2.
[Huawei-acl-adv-3100] rule 5 permit ip source 10.2.1.1 0 destination 10.1.
[Huawei-acl-adv-3100] quit

[Huawei] packet-capture ipv4-packet 3100 interface GigabitEthernet 1/0/1
[Huawei] packet-capture startup packet-num 1500 //FFE3REURSLEEINEE
[Huawei] packet-capture queue 0 to-file 1.cap //IEFKEVHIIRN L ERFREFEIZE L

110
110
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REURSELS, SIS EAAXEE .
-

3.5 WEREERRNEARAILE IKE EEKID

3.5.1 MEHHA

WE3-5F7~, Router1F#1Router2Z|@IPSecfixiEzE 7¢I, Router2?EEERG, PCI
PingA#&@PC2,

3-5 IPSec AN E]

IPSec Tunnel 0

(
l:‘j - @ Internet :E

E0/D1 GEOID/2 GE0/0/2 GE0/0/
PC1 10.1.1.1/24,; 41.1.1.1/24 2.1.1.1/24 £510.1.2.1/24
10.1.1.2/24 Routert Routors 10.1.2.2/24

HiTar<display ike sa, &IIRouter1AYSAZEIZIRLIN, Router2AISAFEI7ZLIK

<Router1> display ike sa
IKE SA information :

Conn-ID  Peer VPN Flag(s) Phase
8388 2.1.1.1:500 RDISTIA v2:2
8378 2.1.1.1:500 RDISTIA v2:1

Number of IKE SA : 2

Flag Description:
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
HRT--HEARTBEAT LKG--LAST KNOWN GOOD SEQ NO. BCK--BACKED UP
M--ACTIVE S--STANDBY A--ALONE NEG--NEGOTIATING

<Router2> display ike sa

3.5.2 AIgE[R[A]

T o oy [ N -
L'{',ﬁ{ili; I|" IJ;J,L_' I TG0 TR S
AT AR s o

|KE 078 6 Th i 0 2 i

MEMASANER, REREERRE, SEHIIIIR ., M TFEDMALSANE, RS
SEERESBEMMAIPSec SARINE, THELIE.

3.5.3 B\ ZE
IRES T

$11 7XRouter1 FFRIEISA,
HiTdrSreset ike safg, HifIPSechREEIIAIN.

L )
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L2 FimbcEIKEXTE(ADPDIGNINRE .
&S, IPSechRiElfizle=BEMBIRSA, HENMASANE.
DPDHG N B IKEXS E A T E
iR FAECERIDPDIR X FRIHMAINFFE—H, BNRIFHAFERNINEELN

flan, FEIKEXIEF(Ahuawei FECEDPDIRX HBIE IR SAseq-hash-notify . &M1&
= Aperiodic. DPDZAIRFE20%). DPDIREEER10FY . BERE4R ., LA
Router194l,

<Router1> system-view

[Router1] ike peer huawei

[Router1-ike-peer-huawei] dpd msg seq-hash-notify
[Router1-ike-peer-huawei] dpd type periodic
[Router1-ike-peer-huawei] dpd idle-time 20
[Router1-ike-peer-huawei] dpd retransmit-interval 10
[Router1-ike-peer-huawei] dpd retry-limit 4

-
3.6 IPSec fFIEEE IRk INR I SSAE

3.6.1 IRiER

UNE3-6Ff7x, TERouter1FRouter2 E#1Tan< display ipsec sa&sEZ!IPSec SARYE
B, RBBIPSechBBEEN LT, (BFEMTIOE:
o DB EMIKAIFEFTEAEEIRIHE,

o HOXMSEMRAIRFRRILEER, REAFE. fa0, SERAFALIAESZ
ARSS=8, D APAREHIAR AR S o

o DXMBEFIRAIBFIBIEEPOMERIERE, R AE.
o HERIZBANEHANRFESXAFPIBOSIPEE, EFRESZAFZENAE
NG
o  TEIPSecRIKFMNATXAIASE FIL O BEH LB MEAENATRIBRLIXH X,
REREHAVPNRYOE,
3-6 IPSec HME]
{ IPSec Tunnel 0

@j LK

, GEO/0/2 GEOQ/0/2 GEO/O/1
PC1 10.1.1.1/244; 41.1.1.1/24 2.1.1.1/24 £510.1.2.1/24
10.1.1.2/24 Routert Router? 10.1.2.2/24
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3 HIEAMESR

3.6.2 AJgE[RH

EE P Secil kT
T

r

T B8 e 2
A~ ik

L3 i B M TR
EER = SRR

Security ACLS T
k18 . T

IPSecl 4 i I o PiAwSecurly AGLECEA
= L

IPSec g 5 (18
AaHED Lk

L

CFEAAENATE G b
AT E 8% T

¥

AT NAT R &k PSec
A i A

P EATNATR
e T TF I NAT 5

P = T oA
28, M SHA 2
A it e

3

3.6.3 BT

BAFERR

R KEEERMEEEXTIPSeciRIGHT T IR

1#EidDebugging. KBRS kEktracertin S EEE RS BAHIRNEESPIRN ECHIE
5, ALEAZE RS RS XTIPSeciR ST YIRS . BiaE MR E askEE
WITTENESE,

WEPCEIMXK . IPSecIFAREIMIRIFRIFANAIBEREIX

HiTanLpinglCEIRMEE A, WNRPing B, BEHITEr<S display interfacefl]
display ip routing-tableff{RiZOUpFIEHECE M.

ZHOGET, EEHITmSdisplay current-configuration configuration
policy-pbriGEIRN A F I 7 RIEHEHE, MRBHNIPSechiE .,

K& Security ACLECBEE & EH,

Hi7ap<display ipsec sa&E&Security ACLINEBAIHIRIPAIEUERER, ERFIBAIM
BREREESETAIER. RDEENFEFEPIEERRBESESIANSNER,
B TE<display acl acl-numbentEMIRHIACLEL B2 H1FH .

<Huawei> display ipsec sa
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Interface: GigabitEthernet1/0/0

IPSec policy name: "map1"
Sequence number : 1

Acl group 13100
Acl rule :5
Mode : ISAKMP

Connection ID  : 83893872

Encapsulation mode: Tunnel

Holding time :0d Oh 32m 4s

Tunnel local 1 1.1.3.1:500

Tunnel remote  : 1.1.5.1:500

Flow source :10.1.0.0/255.255.0.0 0/0

Flow destination : 10.2.0.0/255.255.0.0 0/0
<Huawei> display acl 3100
Advanced ACL 3100, 1 rule ( Reference counter 1)
Acl's step is 5
rule 5 permit ip source 10.1.1.0 0.0.0.255 destination 10.2.1.0 0.0.0.255 (0 times matched)

TE4A 1WBIPSecEERIEE B IEMNAZIPSeciFEZO L.
HiTep< display ipsec policy/ & IPSeckIE2EEEIZONAE, NANEOREIER,

<Huawei> display ipsec policy

IPSec policy group: "10"
Using interface: GigabitEthernet1/0/0 //RiFBIPSecZkRgAYEO

S5 KBERGENATRIETIIPSectRIFEER o

kS RIEIPSectE RS FNATEELR ( NAT Server. BHINATEIENAT ) Z/5, HNH
{RNAT Serverf]EHAINATAZ DI PSecxH{RIFAIEURERAILIE .

Hi7apdisplay ipsec interface brief&EE LN 7 IPSecsRlgAYE O, AREHITHS
display current-configuration interface /interface-type interface-number&&
IPSeciEZ 2 HEACE T NATHRES .

AR FIPSec2 2 HRIRAVEOIEMEE 7TNAT, BHFIEFHLHNITNAT, £5HIPSecR
£, EE:

e NATS|HERIACLIINIdeny E ROIPHBHE 2 IPSecs | FBRIACLIRNIARHI B RYIPHELE, 8%
BXTIPSeciRIFAVEIERIEITNATEER

e IPSec5|HAIACLIRTY maﬁz INATEEIREHYIPHELL
FIR6 WRPEENATIRE, KMEMineGalTTE 7 NATE

H1T85< display ike peer&EEMIHE AR 7 NATE M, MNRKFE, NEIKETE
AILE THiTa<$nat traversal,

<Huawei> display ike peer
Number of IKE peers: 1

Peer name o1

IKE version 1 viv2

VPN instance :

Remote IP : 1.1.1.1 (www.huawei.com)

Authentic IP address

Proposal 01

Pre-shared-key 1 %A%#G7 (t:%yFw/PVF>Jsva;"zx]oL!sw-82\C;1}%%RY %A% #
Local ID type 1P

Local ID :
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Remote ID type :any
Remote ID :
NAT-traversal : Enable //NATZFik

ST WMBEREIENATIRE, NATEFBRZSINMYER HAHINY
#4755< display ipsec proposalEEZ £ MY o
NATERHAT L2 MY R 235 IESPHMY
WMNRZ MY IARINY, WHiTiStransform{EXZ 2 MY IESPHMY

<Huawei> display ipsec proposal
Number of proposals: 1

IPSec proposal name: p1

Encapsulation mode: Tunnel

Transform : esp-new [/ZEY

ESP protocol : Authentication SHA2-HMAC-256
Encryption AES-256

[Huawei] ipsec proposal p1

[Huawei-ipsec-proposal-p1] transform esp

I8 UNRIPSecREMMYANMEE X ASHA2E L, HMEMIKRIIMBELXE2E—Xo

Hi7ip<display ipsec proposalEFINIEE AR A ISHA2-256. SHA2-3843)
SHA2-512,

<Huawei> display ipsec proposal
Number of proposals: 1

IPSec proposal name: p1

Encapsulation mode: Tunnel

Transform : esp-new

ESP protocol  : Authentication SHA2-HMAC-256 //ANIEE;%
Encryption AES-256

INIEEGEISHA2-256. SHA2-3848(SHA2-512, #11Tap< display ipsec statisticsta
BREINMERN 2EHEFT . MREWEIRINEIRSWES, BERAIAMELY,
MERFZME THiTe<ipsec authentication sha2 compatible enablezfundo
ipsec authentication sha2 compatible enable{FEixHINNZEZHX—H .

IPSecRE MY AP {ERSHA2EIART, WRIPSec¥ERimIL &Y MRk in - A
WRARE, BFAE BREREFmZENEFRZENSNAERE, 2SHIPSecHt
ERE,

LB ER FZME T 1T <ipsec authentication sha2 compatible enable, /5
SHA-2EZFRARINEE, (FEMIRAINNZERZESL—.

[Huawei] ipsec authentication sha2 compatible enable

T AL LFEYSEEMTEREFRE, BREUTER, HERERAZIFAR.,
1. WEREER. ERTEINREER, FHeRESUEH.
2. #1178 <Sdebugging&EIPSeclifBEENIIIZFAIEE

<Huawei> terminal monitor

<Huawei> terminal debugging

<Huawei> debugging ikev1 all //5RAIKEV1tHEETWIERIdebugginglE8

<Huawei> debugging ikev2 all //3RFIKEV2iHEETHIEERIdebugginglE8

<Huawei> debugging ipsec all

<Huawei> debugging adp-ipsec //V200R007RZ&iiRA, H1TLta<SIUEdebugging(EE

3. Kifldebugging/s, —ENKWERBHFMEIZENEEHSEX .
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a. fTapsdisplay diagnostic-information file-nameREEi8ZiZ S BFHF
FHH

<Huawei> display diagnostic-information dia-info.txt

Now saving the diagnostic information to the device

100%

Info: The diagnostic information was saved to the device successfully

b. % Lﬁ{lzl S\UL'FEEEZF ’ IU\E_“’)\LQTFTP%E_C'I E}‘Alx ==] J: BHj o
EHLERPURE T Tdiras S, ANXGESERE/N.
4. WERBNATMEEERHSHS .

a. MhfTsave lodfiledn <, BEPXMNBTHNEHEEEFFA .

<Huawei> save logfile all
Info: Save logfile successfully.
Info: Save diagnostic logfile successfully.

b. SESMEEEENMHEMZE, ERILIBITFTPESUEENRE LS
o

5 WERMOMNKMES, BITFTPEABENRE LS.

<Huawei> system-view

[Huawei] acl 3100

[Huawei-acl-adv-3100] acl 3100 //EENXHIER

[Huawei-acl-adv-3100] rule 5 permit ip source 10.1.1.1 0 destination 10.2.
[Huawei-acl-adv-3100] rule 5 permit ip source 10.2.1.1 0 destination 10.1.
[Huawei-acl-adv-3100] quit

[Huawei] packet-capture ipv4-packet 3100 interface GigabitEthernet 1/0/1
[Huawei] packet-capture startup packet-num 1500 //FFE3REURSLEEINEE
[Huawei] packet-capture queue 0 to-file 1.cap //FFRENHIRSGELEEIRFINEE L

REURSELS, I EAREE .
-

110
110

ETR
4.1.2 ARBHZEHTFIPSecEHA—HEHIPSechEFETT LM

3.7 IPSec [FERBMINEWSHREE
3.7.1 SR

WNE3-7Fr7~, fERouter1fIRouter2 E1Tan< display ipsec sa&E&Z!IPSec SARYE
2., HBBIPSecBHEC M MNIN . (BFEMTIaRR:

o ASEBiHERIEER,
o VSSIHEIRTHAATEL, RTRERDIERER.

=] 3-7 IPSec éﬂﬂﬁ

IPSec Tunnel 0

W .

GED*D-’E GEDM2 GEDIDNM
PC1 11]111.'2=1r|‘1'1'11f2d 2111724 2m10.1.2.1/24

10.1.1.2124 Router1 Router?

10.1.2.2/24
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3 HIEAMESR

3.7.2 AJREIRE

—=  DPISsitns
IPSecE &= ) )
(i B - S hift o &
i B 0
- FAEEE

3.7.3 L E

BRIFE R

1 KECPUSEXRERITS.

E576)

#4755< display cpu-usageEECPURY =R,

LCPULRZIEII80%AT, AILMMEREHE 7 WEHH oS F . & 7T akiskx
4, AREBRECPULAER,

KRBEVSEENANEEEES.

EIPSecB¥EmMIRAYIEL 55 AU/ Ter S undo ipsec policy BN FHIPSecsRlg, AAfEiH
7Pingillidl, BEEEEHPLANEEG TR, BzSmthEER.,
KMEIPSeciR X 2B WD o

IPSecIPHRIGHITHRIXEIRSHIPIRSIKERIK, IPIRAEXIEFBIIHRIEMTU
R s R&RE, BinmEEEER . 2 RMNEESFEEFECPURIE, TS
FIRMAINNE . BRI iEtEEEREESHNCPURIR., HoRIRXELEE KRS, CPU
RESESTRSSMNEERE . IRXES.

178 ping -s packetsize -a source-ip-address hostMiX AR A/ NHIHRIZ, TRER
BHEEBHPIngFE, HKE—NMEFRE (X FIeFER, PingEEBHABNER ) .
RiEZIEFRE, EEOMETHITHSmtu mtuERMTUE,

(&5, EREMERD TCPISEhiaLEEEaHIaRTMRTELIIRAEY, BEREONE TH
17555 tep adjust-mss valuelETCPRKIRNERKE

TCP MSSISTE T TCPERAIRMERIKE , MIRMSSENN EZMFFEAIRSIEIKE ( MSS
+TCPIRICSk+IPHRSZEL+IPSecHR3EL ) KFHEIRIIMTUE, NEIERY WD A
X, DRIEESEEESHICPURIR, 1 HRMAINEZEREEFSEFEERmIEES
IRBHICPURR, SCPURRHETE, MAEREIERMAIESR.

B, WFELEEENA (FIIIHTTPENBEEMNYNE ) £15IPIRSAIDF(Don't
Fragment)tRicfIENBERL, LABBLETCPIRY 5 F . MRDFMRCMEERNB, mizO
MTU/NFMSSEYE, LAt ESRATREEEHID A TCPIR MR ER -

e R

FREESH:
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5.1.2 IPSecEEEV IR SR ESIES
ETR

4.2.5 AREEHERHR TR EED H SHPSecRRER Y GRS TiE
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4 e

4.1 IPSeclFiBEE KM SH S A @
4.2 |PSechiEE I A NG S AE
4.3 IPSech¥EE AN WS REE
4.4 IPSecBFBAIRESHWSTE

4.1 IPSec [FEZRN EMSHSAE

4.1.1 AR (BHEE NAT FEiasH R T REEINEBIFSE IPSec
jEFE AV S

XHEF
NATES#,, IAIEMBLE, IKEV2ERESR, IPSech B LM, WEAE

RE
halENATIRS, FiERBIKEV2EINIPSec2E5HEAT, FRECEIAFMLE, SEIPSec
REIEZRNT S .

)RR

WEFFR, ARTFIAR2Z BWERDZASEPRIME, ARTEEHNATIZESAR2EEL,
EIKEV25 T IPSecZ 2 5FRB&fS, IPSechixiB@iE/5kM, PCEILZEMIAE, WEAE,

Geoon IPSec Tunnel ) cEo/r
10.1.1.1/24 10.1.2.1/24

Internet

GE0/0/2  GE0/0/2 GEOMM  GED/0/2 —
P 10.4.1.1/24 1041 224144124  2.1.1.1/24 PC2

#4755 display ike sa, AIMIKE SAHEILM
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i)

<AR2> display ike sa
IKE SA information :
Conn-ID  Peer VPN Flag(s) Phase

1342 1.1.1.1 NEG|A v2:1

Number of IKE SA : 1

Flag Description:

RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
HRT--HEARTBEAT LKG--LAST KNOWN GOOD SEQ NO. BCK--BACKED UP
M--ACTIVE S--STANDBY A--ALONE NEG--NEGOTIATING

1. Hf7ap<display ike error-info, BEIKENEEWIERE
<AR2> display ike error-info
current info Num :2
lke error information:
current ike Error-info number :2

peer port error-reason version error-time

1.1.1.1 500 authentication fail v2  2017-09-05 15:22:32
1.1.1.1 500 config ID mismatch v2  2017-09-05 15:22:32

MNEREEALUEY, KEWEEWRE Sauthentication failflconfig ID

mismatch, iZABAR2IEIEIDFRILZIVCHECAIIKE Peer, S5t &remote-addressE3%

1EH.

2. #iTepsdisplay ike peer, tiEremote-addressE2EIFH,
<AR2> display ike peer
Number of IKE peers: 1

Peer name :spua

IKE version 2viv2

VPN instance :

Remote IP 1111

Authentic IP address :

Proposal :5

Pre-shared-key 1 %7\ %#W.]D%IU@FYUNn2H->a2ile$W02.Z%G/L_O+JQvc0<%A
%#

Local ID type 1P

Local ID :

Remote ID type

Remote ID

certificate peer-name :

PKI realm - NULL

Inband OCSP : Disable

Inband CRL : Disable

cert-request empty-payload : Disable
VPN instance bound to the SA:

NAT-traversal : Enable

AAA authorization domain

DSCP :
Lifetime-notification-message: Disable
DPD : Disable

RSA encryption-padding : PKCS1

RSA signature-padding : PKCS1

ipsec sm4 version : draft-standard
Certificate-check : Enable

NEREEALIEL, Remote IPJ91.1.1.1, ECEIEH, EANATEFMIH=RF,

AR2ECERIremote-addressINATEEIA[SRYIPHBLE . (BRINEN KM, 2EIART

RIEIT Y IKEIR SRy AR uE PHBLEF910.4.1.1, SAR2ECERYIPHELET.1.1.17RPT
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fe, EHiTiSremote-address authentication-addressigEIAIERYIPHELE S
10411,
3. HifFénSremote-address authentication-address, EeEIAIFAYIPHELL S
104.1.1,
<AR2> system-view
[AR2] ike peer spua
[AR2-ike-peer-spua] remote-address authentication-address 10.4.1.1
FEfT, IPSechRiEsE I, PCERILAMEEPInGE, HAMIR LSS LAEE
RE
IPSec NATES 72, AR1AIE S RAVIKER S HAYAIHIPHELE/10.4.1.1, SAR2ER
BRIIPHBE1.1.1.14TEL,
BRA R
H17é5S remote-address authentication-address, ECEIAIERIIPHENES10.4.1.1,
FEAVES ot

IKEV2iZ 24, YHFmSSEANEAMIPHLL, S TNATIRENS, MREEFEHIP
HHBRITINE, TLUEIECEauthentication-addressSEISENATAEIERIAYIPHELE
xR NGEHELE .t AT EIENATEE A SHYIPHELE/E o Tttt .

IPSec NATE A= F, FIIKENEIIAERIPHLELHITIAMIESE AR ARIEIENR S
UIPSecR 2 HEE -

4.1.2 AR IRHIZEHT IPSec EHA— S IPSec BHEFRT LM

K+

IPSec2#{, IPSechiBsEIIkM, (B AFE

HFIPSec2HA—H, SHMiREIZIPSechErm, WSFiE.

WEFAR, ARTSEM] BEig&AR2Z(EERZEIPSec, ARVWEADZMX, AR2{ENZED
M, IPSech¥iEEILM, PC1ABESPC2HIS, WEARE.,

IPSec Tunnel

@ @O
- GEND

GEDf{lfz Genrcrz GEO/0
PC1 10111724 44 4-1.1.1.1/24  2.1.1.1/24 £510.1.2.1/24

10112024 AR AR?

ﬂ122-24

Hi7ap< display ike sa, ZINIKE SAHEISLI

<AR1> display ike sa
IKE SA information :
Conn-ID  Peer VPN Flag(s) Phase
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1.

1342 0.0.0.0 RD|A v1:1

Number of IKE SA: 0

Flag Description:

RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
HRT--HEARTBEAT LKG--LAST KNOWN GOOD SEQ NO. BCK--BACKED UP
M--ACTIVE S--STANDBY A--ALONE NEG--NEGOTIATING

#iTa<display ike error-info, EEIKENEELKIER .

<AR1> display ike error-info
current info Num :2
lke error information:
current ike Error-info number :2

peer port error-reason version error-time

2.1.1.1 500 phase1 proposal mismatch vl  2017-09-05 15:22:32
2.1.1.1 500 phase1 proposal mismatch vl  2017-09-05 15:22:32

MNEREETLUEY, IKEHEEMEE Iphasel proposal mismatch, 7B

IGIKER2I—RINESHA—.
BERMIHSENIKEZSRINESH,

I3 FART, HfTar<display ike proposal [ number proposal-number], BE

RimAY KEZEIRINSH .

<AR1> display ike proposal number 10

IKE Proposal: 10
Authentication Method  : PRE_SHARED
Authentication Algorithm : SHA2-256
Encryption Algorithm 1 AES-128
Diffie-Hellman Group : MODP-2048
SA Duration(Seconds) : 86400
Integrity Algorithm : HMAC-SHA2-256
Prf Algorithm : HMAC-SHA2-256

XJTFAR2, BEARIRSRILFEIRMEM AAIIKERERINSH, MRTERME,

LJT"%F‘MI'FTM?:%@debuggmg ikevl allEEEME BiIRERIE jLEIEEI’JIKE

ZERINEE,

Sep 14 2017 11:14:11.630.17 AR1 IKE/7/IKE_Debug:

IKE_INFO 2:2969 Attribute ENCRYPTION_ALGORITHM value AES_CBC
Sep 14 2017 11:14:11.630.18 AR1 IKE/7/IKE_Debug:

IKE_INFO 2:2969 Attribute KEY_LENGTH value 256

Sep 14 2017 11:14:11.630.19 AR1 IKE/7/IKE_Debug:

IKE_INFO 2:2969 Attribute HASH_ALGORITHM value SHA2-256

Sep 14 2017 11:14:11.630.20 AR1 IKE/7/IKE_Debug:

IKE_INFO 2:2969 Attribute AUTHENTICATION_METHOD value PRE_SHARED
Sep 14 2017 11:14:11.640.1 AR1 IKE/7/IKE_Debug:

IKE_INFO 2:2969 Attribute GROUP_DESCRIPTION value MODP_2048
Sep 14 2017 11:14:11.640.2 AR1 IKE/7/IKE_Debug:

IKE_INFO 2:2969 Attribute LIFE_TYPE value SECONDS

Sep 14 2017 11:14:11.640.3 AR1 IKE/7/IKE_Debug:

IKE_INFO 2:2969 Attribute LIFE_DURATION value 86400

MEMEEAESL, MimhINZEEAR—H, ARTFIARBINNZESED 57
AES-128. AES-256,

BEIKEREIRNAP R —HRISEL
HF#ixEncryption AlgorithmA—&, FRLATEART HIEXINZEE X,
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BRTIZ

eSS

ike proposal 10
encryption-algorithm aes-256

1BS, |PSechzi@iEI7pkTN, PCEIRJLAEEPIngE, 1HEEMiR\ SRR,

il KELZ ERIXFRINIZEEZF—H.

EAR1 E#1TE< encryption-algorithm aes-256{EINZE %,

BoEIPSechy, SBAMRIERIKIPSecEH—3, $FrlRSHM MRS En, FLfisE
SHA—HE, FEREANSEETS, MESHIKE SAREEN . HTEFIREIREH
EEEER, ATLEANRESEHITHSdebugging ikevl allaidebugging ikev2 all
BEHM mgR AT RAIPSecSE

4.1.3 AR IEHSRHTFRIPEUERITED 7 NAT Server SE{ IPSec i
B [ iR R iR

KigF

i

<l

LIBIEE

NAT Server, IPSecf¥iB%37, JitTelnet, ImizER

IPSecSNATRIRIEPBAE—RIRE L, BT HRIPEIERILES 7 NAT Server, S iR
FE37IPSecf¥iEfS, PCAEPingiEServer, {BPCTLEITIEERITIR

WNEFfR, ARTFIAR2D BUWERDSZAISEBAIMSE, FTEART EEBZENAT ServerfliR
NATHREE . SREIPSecls, IPSech¥iEFE IR%TN, PCREPingi@Server, {B2MPC Telnet
Serverfiy10.1.2.2 1054 4B o

GEQDI2 ( IPSec tunnel [} GEOMQ2
10.1.1.1/24 10.1.2.1024
I:lﬂﬂ Internet
— GED/OM GEOOM
PC ART 1411024 211124 apo Servar
10.1.1.2/24 10.1.2. 2724

PCgEPingi@Server, {BPCT ETelnetXtin, #EIPSechicE. ACL. IBHAERCE, &M
RBIERR, PCELiETelnet i Al BEREiZEIE R A [ Security ACLALM

1. #i7d<display ipsec saflldisplay acl, E&ETelnetAitHURREE T L
Security ACLHM ,

<AR1> display ipsec sa
ipsec sa information:
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Interface: GigabitEthernet0/0/2

IPSec policy name: "pc2"
Sequence number : 1

Acl group : 3101
Acl rule :5
Mode : Template

Connection ID  : 67108879

Encapsulation mode: Tunnel

Holding time : 0d Oh 4m 29s

Tunnel local : 1.1.1.1:500

Tunnel remote  : 2.1.1.1:500

Flow source :10.1.1.0/255.255.255.0 17/1701
Flow destination : 10.1.2.0/255.255.255.0 17/39725

[Outbound ESP SAs]
SPI: 4055669516 (0xf1bc9bO0c)
Proposal: ESP-ENCRYPT-3DES-192 SHA2-256-128
SA remaining key duration (kilobytes/sec): 1840323/2420
Outpacket count :0
Outpacket encap count : 0
Outpacket drop count : 0
Max sent sequence-number: 0

<AR1> display acl 3101

Advanced ACL 3101, 1 rule

Acl's step is 5

rule 5 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255 (0 matches)
MNEREEFTLUEL, IPSecEEEIIMIN, {BPC Telnet ServerfI#UIERIZ B ILES
FSecurity ACLERNI . EFART X FEMNATIE, HEIEROIA GIEEET NATEES

2. #Hif7e<display nat outboundfdisplay acl, ENATHRIZEEE SFHRIPE
i o
<AR1> display nat outbound
NAT Outbound Information:

Interface Acl Address-group/IP/Interface  Type
GigabitEthernet0/0/2 3300 1.1.1.1  easyip
Total : 1

<AR1> display acl 3300
Advanced ACL 3300, 1 rule
Acl's step is 5

rule 10 permit ip (4 matches)

<AR1> display acl 3300
Advanced ACL 3300, 1 rule
Acl's step is 5
rule 5 deny ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255
rule 10 permit ip
(0 matches)

NEREEALEL, HRIPHIERINEEENATREEFFEDenyi=,
3. #fTapsdisplay nat server, WERFHRIPEIERAVEEINZ EIENATIRIE,

<AR1> display nat server
Nat Server Information:
Interface : GigabitEthernet0/0/2
Global IP/Port  : current-interface/8080 (Real IP: 1.1.1.1)
Inside IP/Port  :10.1.1.2/8080
Protocol : 6(tcp)
VPN instance-name : ----
Acl number R
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Vrrp id .
Description : ----

Total: 1

MNEREEFUEE, EARSGEIEITENAT Server, FrlATelnetBI &R
NATEEE , [FItL, FBIUENAT Servert{log#ESNAT, REIRXAYRIBLE+iKOSIT
BeATHENATEE R ,

4. H1TE<nat static, FEFFSNATERSIETXR,
<AR1> system-view
[AR1] interface gigabitethernet 0/0/2

[AR1-GigabitEthernet0/0/2] nat static protocol tcp global current-interface 8080 inside 10.1.1.2
8080

EXS, MPC Telnet Serverfi§10.1.2.2 1054i% %I o

BE

PC Telnet ServerAd#UE R ITHD 7 NAT Server, JEBHEFENATEEE
BRRBE

HENAT Serveri{lIEHENAT, REIRAVIREIEL+iR [ S FUECATHNATEEE
BiNE RS

HIPSecSNATEBEER—&IRENT, EHARIZIPSecH ENHERESTEEHT
NAT#ER

o UNRFEHITNATEEHR, NSecurity ACLEITEINATEAIMBLLE

o WNEREZHITNATEEHE, NSecurity ACLEITEINATEIAIMELE, B3 IPSech%
EBREIERATITNATERE

4.2 IPSec [FBZEIZRINE S AE
4.2.1 AR B2E IPSec THEEfS, MEARIE

M4BAR EcEIPSecINgeEfs, MEABAIBREIZA,

| Ep

RouterB
R TR

R_-::-utarh
r s M 2R

IPSec tunnel
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[RE S

BRIFERR

BESEN

RouterAEEEfLE :

#

acl number 3000

rule 10 permit ip source 192.168.10.0 0.0.0.255 destination 192.168.0.0 0.0.255.255
rule 20 permit ip source 192.168.20.0 0.0.0.255 destination 192.168.0.0 0.0.255.255
rule 30 permit ip source 192.168.202.0 0.0.0.255 destination 192.168.0.0 0.0.255.255
rule 40 permit ip source 192.168.201.0 0.0.0.255 destination 192.168.0.0 0.0.255.255
rule 50 deny ip

#

ipsec proposal 2

#

ike proposal 2

#

ike peer aaa v1

pre-shared-key huawei

#

ipsec policy-template hrui 10

security acl 3000

ike-peer aaa

proposal 2
#

ipsec policy huir 10 isakmp template hrui

1. BERRIRIPSecBERI NG, TiXHDAM (ZEBDREFFEIITIPSecin
%) , {BIPSecEREEM\EO EESFESE, BILAERE EM;
2. EPFEREAFACLARN, BERRE—FACLRERLIE.

1. IPSecAYIERACLHECE T deny# I, MoRouterAZal{ERBAIRRA
(V200R001CO1SPC500) Asz#Fdeny, EMASEGmHdenyMINBSREER . 1824
BB RIS R (BERdeny rule),
BHiV200R0021BFRASIZACLAdeny IR SIAMMIPSecEiZE, RFEERIZIR
X,

2. MRAEZER, KNOEHP—iREREV200R001MRA, B—ik{EHV2R2ERA ., R1ERA
EHETFACL NumberthESA, R2IRAZEEFrulethESA, FRLARTMRAIR S L
H19SA, V200R002ig%E _EHEHANSA, XEFEEHRE—RACLRETLUE.
HEFERAIRIRASS, DRER

1. BRImREARAFREIV200R002 K2 2 [GhRZAS o

HOFERERAEEE—EERN, EBCIEIHERAERARE, BERTvER
[EREA L o

4.2.2 AR IBHIESHTF Security ACL 5 NAT SEEE /PSS 3L IPSec
SEI=N B2 ST

XigF

NAT, IPSech¥i&iExr, WEAE
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4 &z

mE

SbTEA

it
MO

IPSecENATREITERBE—AIRE L, BT Security ACLENATIREG MR, SEMinE
3ZIPSechF BRI S AE o

WNEFFR, ARTFIAR2D BUWEN D SZFISEBROM K, ARﬁE]‘M’EﬁJNATWJ?&, e
IPSecf5, IPSech&E#EIN, {BPCELZEMRIAE, WHEAE

IPSec Tunnel

j-
- GENO

GEDDS2 GEDQDZ2 GEOMONM
PC1 10.1.1.1424 40 4:1.1.1.1/24 2111724 10.1.2.1724

10.1.1.2/24 AR1 ARZ

10. 1 22-'24

1. HiTa<display ipsec sa, BEEIPSecffiESE
<AR1> display ipsec sa
ipsec sa information:

Interface: GigabitEthernet0/0/2

IPSec policy name: "pc2"
Sequence number : 1

Acl group : 3101
Acl rule :5
Mode : Template

Connection ID  : 67108879
Encapsulation mode: Tunnel

Holding time  : 0d Oh 4m 29s

Tunnel local :1.1.1.1:500

Tunnel remote  :2.1.1.1:500

Flow source :10.1.1.0/255.255.255.0 17/1701

Flow destination : 10.1.2.0/255.255.255.0 17/39725
[Outbound ESP SAs]

SPI: 4055669516 (0xf1bc9b0c)

Proposal: ESP-ENCRYPT-3DES-192 SHA2-256-128

SA remaining key duration (kilobytes/sec): 1840323/2420

Outpacket count :0

Outpacket encap count : 0

Outpacket drop count : 0

Max sent sequence-number: 0

QEEE@EL)E&
HiTe<display acl, FEiASecurity ACLELE SEHFIF IR RS S ITE

<AR1> display acl 3101

Advanced ACL 3101, 1 rule

Acl's step is 5

rule 5 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255 (0 matches)

1eEAMSecurity ACLECE S 1%?F§SZ}E,MLIEEB BEFRIPEIERIREHANIPSec
BEE . FEAARTIFRMINATINE, FRIPEIERAIEEITED T NATERES

IPSecE2£428 37510, {BPC1 Ping PC2RYi& B A& L INZER

2. H47dpSdisplay nat outboundfldisplay acl, IEBENATHEIREEESEHFPH
;EI}”JO
SCRERRA 01 (2019-12-10) IRIE © ERBABIRAD 3
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<AR1> display nat outbound
NAT Outbound Information:

Interface Acl  Address-group/IP/Interface Type
GigabitEthernet0/0/2 3300 1.1.1.1  easyip
Total : 1

<AR1> display acl 3300

Advanced ACL 3300, 1 rule

Acl's step is 5

rule 10 permit ip (4 matches)

MNEREEFTUEL, NATRIESESFHRPEIER, FEIE THRIPEIER.

EE?lR%ﬁE?E&LEENATmu%EE, HAEIPSecEEE 2 HI, PGRHIOXNRHIEIE RS S oH
TINATEER . FRLAEERIZ IPSect SERIBURTR A TNATEE R,

3. [EEARTRINAT ACL, (FESHRIPEIBRALENATIRES
acl number 3300
rule 5 deny ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255
rule 10 permit ip

AcEfs, PCERILAMBEPIngE, 1RBBMimSAILARE.

RE
NATREEE SFHFRIPEIER . ATIRSBMAELIENATHRIZ, BIEIPSeciizE2 g, PGH
BRI EIE RSB o TNATEE R

BRFE
{EIZARTRINAT ACL, {FEFRIPEIRBAAICEINATERES

e AVES TS bes

HIPSecENATEL ERER—SIRER, EMAZEIPSeciiRINEREREREEZHT
NATEEHE

o UWNRFEHITNATEEE, NSecurity ACLEILEINAT/ERIMbLLE ,

o WRTEEZHITNATEER, MSecurity ACLEITEINATRIAIMNE , B3 IPSechZ
BRIEURRAHITNATEES,

4.2.3 AR IFH=FHT SHA2 HiXINEZESNA—EESHEEL IPSec
fEEESAE

Xig=F

SHA2E%, IPSechzigiEyr, WSEAE

mE

IPSecRFAISHA2INIEELERT, AFSHA2EENBZ AR A—H, SHFmiREILIPSechZ
BREWSRE.
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4 &z

B2

ST

i

rzl:

ﬁ

WEIFRR, AR1 (£ 9EEHEE ) (EADSZM%, ARZ(Iu\ﬂP‘E ) VERREBMK,
ingEiZIPSech®EfS, PCEXEZEMRAE, WSEAE

IPSec Tunnel

j-
- GEND

EONDIZ2 GEDMDR2 GEOMOM
PC1 10.1.1.1/24 4 u=1'|'|1f2d 2.1.1.1/24 15510,1.2.1724

10.1.1.2024 AR1 AR?

10. 1 22-'24

1. HiT7ep<display ipsec sa, BEEIPSechHEEE .
<AR1> display ipsec sa
ipsec sa information:

Interface: GigabitEthernet0/0/2

IPSec policy name: "pc2"
Sequence number : 1

Acl group 13061
Acl rule :5
Mode : Template

Connection ID  : 67108879

Encapsulation mode: Tunnel

Holding time : 0d Oh 4m 29s

Tunnel local : 1.1.1.1:500

Tunnel remote  : 2.1.1.1:500

Flow source :10.1.1.0/255.255.255.0 17/1701
Flow destination : 10.1.2.0/255.255.255.0 17/39725

[Outbound ESP SAs]
SPI: 4055669516 (0xf1bc9bO0c)
Proposal: ESP-ENCRYPT-3DES-192 SHA2-256-128
SA remaining key duration (kilobytes/sec): 1840323/2420
Outpacket count :0
Outpacket encap count : 0
Outpacket drop count : 0
Max sent sequence-number: 0
[Inbound ESP SAs]
SPI: 1050491168 (0x3e9d3920)
Proposal: ESP-ENCRYPT-3DES-192 SHA2-256-128
SA remaining key duration (kilobytes/sec): 1840323/2420
Inpacket count :33
Inpacket decap count : 0
Inpacket drop count : 33
Max received sequence-number: 33

NERMEEALIEL, IPSecEBEEAL, {BRARTICRINNER S/ KW
FINEIRI, RBREINER

2. iTarsdisplay ipsec statistics, BEIPSeciRXAIHEE
<AR1> display ipsec statistics
IPSec statistics information:
Number of IPSec tunnels: 1
the security packet statistics:
input/output security packets: 33/0
input/output security bytes: 0/0
input/output dropped security packets: 33/0

N5k 01 (2019-12-10)
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dropped security packet detail:
can not find SA: 0, wrong SA: 0
authentication: 33, replay: 0
front recheck: 0, after recheck: 0

NEREEALUEL, MERXEFNRERRDAMERK . EXOERERET
B, HeJRe/RENIPSecRASHA2INEE .,

(1) %8R
I3 FARV200R008CO0Z BIHIEIERR AN, 1BH{TAn< display ipsec statistics esp, &
IPSeciRMZIHER.

3. HTd<display ipsec proposal BB L IR E X2 HSHA2,
<AR1> display ipsec proposal
Number of proposals: 1
IPSec proposal name: tran1
Encapsulation mode: Tunnel
Transform : esp-new
ESP protocol  : Authentication SHA2-HMAC-512
Encryption AES-256

AMZEIRNHPNEEEASHA2-512, EREHEHESERIIBHEMNSHA2E
ERNBES XA —, FrLARinfE IR AN S BRI ET

4. $f7ep<ipsec authentication sha2 compatible enable, {E2ARTHISHA2E
ERIINREZE B

<AR1> system-view
[AR1] ipsec authentication sha2 compatible enable

BXE, PC15PC2RILMBEPINGE, HEBFIHWSE LA,
RE
LAKHRESERIIEAIZAISHA2EZRIN@E A RA—, SH—imiEINNERX G
R MMERIRY -
BRBE

EARTIRZME THITa<ipsec authentication sha2 compatible enable,

BNE R
B ERESRINANMESEEASHA2RT, SRFRIEINBES—, RS REEEX
T, M@\ZEARFA—, EiTe<Sipsec authentication sha2 compatible
enable,

4.2.4 AR BREZEEHTFE S Security ACL #N;$hs2E3 IPSec f¥iEiE
AVA=L L= N

K=

Security ACL, IPSecp¥i&E#Esr, WEARE

e

BESZANSEIHE, BFFNSecurity ACLEINIHSE, SRR TIPSechkBEE
= SER
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el R

MR, EEUFERSNDSZISEBARTHITIPSectdiEZ . SNMD AR EEIPHE
U, RBHHZEISEEBRILAEEBE, #BﬁEZIEﬂTuEME =, MIREH—
P (HEMXHIAR3) BIARPCIISER AN Z B EEEBIE -

10.1.2.2724
PC2

1.1.5.1/24 101.2.1/24
GE1/011 GE1/0/3

10.1.1.1/24 11.3.1/24
GE1/0/3 GE1/0/1

PCA
10.1.1.2/24 GE1011  GEqj0/3
1161124 1013 1/24
PC3
10.1.3.2/24

PC3ALASHES 2 PCIEEB(E, ﬂﬁ?ﬂi'iunBPCT CIEE@E(S, hBIPSecElE . HEIR
#IEE . HoJge/EREASecurity ACLEINI 35S

1. #Lhﬁ display ipsec sa, &E&Security ACLINEHAVIRIRIFRIEUIRBRESE T

=,
<AR1> display ipsec sa

Interface: GigabitEthernet1/0/1

IPSec policy name: "map1"
Sequence number : 1

Acl group : 3000
Acl rule :5
Mode : ISAKMP

Connection ID  : 83893872
Encapsulation mode: Tunnel

Holding time  :0d Oh 32m 4s

Tunnel local : 1.1.3.1:500

Tunnel remote  : 1.1.5.1:500

Flow source : 10.1.0.0/255.255.0.0 0/0
Flow destination : 10.1.0.0/255.255.0.0 0/0

IPSec policy name: "map1"
Sequence number : 2

Acl group : 3001
Acl rule :5
Mode : ISAKMP

Connection ID  : 83893872
Encapsulation mode: Tunnel
Holding time  :0d Oh 32m 4s
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Tunnel local : 1.1.3.1:500

Tunnel remote  : 1.1.6.1:500

Flow source :10.1.0.0/255.255.0.0 0/0
Flow destination : 10.1.3.0/255.255.255.0 0/0

AU ERREB S P ZIEEBENACLEYEREE ( ACL 300089rule 5) BIE T A8E
53 \ifl:%L{*E’JACLEE’EﬁEm ( ACL 3001H9rule 5) , i&ERkSecurity ACLARRY
5

2. 1I9~ESZSecurity ACLFRI

(B2 EBARTAYSecurity ACLEIN . XHFH2, XEARBEIR, HSecurity ACLIL
)\J 'Slu l:lBEij%ﬁA%ED_Jo

acl number 3000
rule 5 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255

acl number 3001
rule 5 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.3.0 0.0.0.255

XS, PC35PC1EILIBEPIng®, HBEmHWSEILAEE

RE
REBREIE 50 ZIEREBEAIACLEYERSEE ( ACL 300089rule 5) BIET A8 '5 DZIE
FEIBEACLEREIER (ACL 300189rule 5) , &Rk Security ACLARR;H13E
RRBE
(&2 EPARTAISecurity ACLKIR, {H1SACLRERrulefIittt BB HINES .
FEAVES] ot

SHFBNDZESDEREIIPSechifiE, BiESecurity ACLHINATE A

o ACLHZLZrulefIibItERBRGEHMESE, FAAMIEREENruleZ R ZEES
W, EREGERITEL rule AT E IR ICECHIIE R o

o [N IPSeckeKIEAFE ERIACLAER SHEEAIruleT .

o [F—NIPSecLZ L FERRAPTEIPSecL L FEIES | FBIVACLEIrule Z [BARBEZTER
=

<o

4.2.5 AR BHZEHTFIRNAEED B S5 IPSec BHEEN SR SS
@

K=

RS E, TCP MSS, IPSechgigzEyr, W&
BE

ATFIRNABEDH, B2MiRIPSech BRI FIsmIE A&
| AR

WEFR, ARTSEMEISFAR2ZEEBEIPSec, ARMEADZMXE, AR24’EjJ, W
n;éo IPSGCBLLL_L}: ?L)J\E.LMETIL’\HB_JL/L[H: ﬁ/\i 1EE/\§Z— ILI\I:IB (E
TS iRiEdE )
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IPSec Tunnel

j-
- GENDT

GED/D/2 GED2 GEODH

PC1 1EI111.124: £1.1.1.1/24 211,124 5 5610,1.2.1/24

10. 1 22-'24

E ARSI D T A RENFB AR, FRLMGEACL. IRRRREESIER, HERD

ACL.

IRFRCEARIER.

H1T755<ping -s packetsize -a source-ip-address hostlit AREIA /IR, 8
EeBB8EELPIngFE.

<AR1> ping -s 1418 -a 10.1.1.1 10.1.2.2
PING 10.1.2.2: 1418 data bytes, press CTRL+C to break
Reply from 10.1.2.2: bytes=1418 Sequence=1 ttl=126 time=67 ms
Reply from 10.1.2.2: bytes=1418 Sequence=2 ttl=126 time=50 ms
Reply from 10.1.2.2: bytes=1418 Sequence=3 ttl=126 time=50 ms
Reply from 10.1.2.2: bytes=1418 Sequence=4 ttl=126 time=50 ms
Reply from 10.1.2.2: bytes=1418 Sequence=5 ttl=126 time=50 ms

--- 10.1.2.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 50/53/67 ms

<AR1> ping -s 1419 -a 10.1.1.1 10.1.2.2
PING 10.1.2.2: 1419 data bytes, press CTRL+C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 10.1.2.2 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

ALAEY, IPSectriEiakEnt, AF141800RIARBEIESE L, MAD HIBSZEE
IBIEEER . RAKBERIIIPSecHEFATFIEZOMTUE, SHIPSeciRM D
B, MEMEPREEHIEEER .

Hi7apsdisplay ipsec sa, BFPIngKBRIEIEREEHAIPSecl¥iE .

<AR1> display ipsec sa
ipsec sa information:

Interface: GigabitEthernet0/0/2

IPSec policy name: "pc2"
Sequence number : 1

Acl group : 3101
Acl rule :5
Mode : Template

Connection ID  : 67108879

Encapsulation mode: Tunnel

Holding time : 0d Oh 4m 29s

Tunnel local : 1.1.1.1:500

Tunnel remote  : 2.1.1.1:500

Flow source :10.1.1.0/255.255.255.0 17/1701
Flow destination : 10.1.2.0/255.255.255.0 17/39725

N5k 01 (2019-12-10)
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[Outbound ESP SAs]
SPI: 4055669516 (0xf1bc9bO0c)
Proposal: ESP-ENCRYPT-3DES-192 SHA2-256-128
SA remaining key duration (kilobytes/sec): 1840323/2420
Outpacket count :0
Outpacket encap count : 0
Outpacket drop count : 0
Max sent sequence-number: 0

MNEREEALEL, PingKEREIRRIZEHNIPSechE, 17BBIPSeciRILE
WEY . XEAPing/NEREIERTINEERY, FRLAMISIRERIPSeciRFIRE
TAREEDH, SUPSedRIMFEEF -

3. HiT7dsSdisplay ipsec global config, &EIPSecHR X HIDFARE(L o

<AR1> display ipsec global config
IPSec Global Config:

IPSec sa global-duration time-based(seconds) : 3600
IPSec sa global-duration traffic-based (kbytes) : 1843200

IPSec anti-replay : enable
IPSec df-bit : copy

IPSec fragmentation : disable
IPSec invalid-spi-recovery : disable
IPSec nat-traversal source-port : 8000

MNERMERRLIEY, IPSeciRXAIDFIREIARIGIR ARG AL. ML ITEERA
IRXEIDFREALAT, FRRIFRIHRIGHITH R o

(11 %88
IPSec df-bit: IPSecB¥iERIDFIRAL .
o clear: IEEDFIFEAIRE N0, FRAVFHRIIHITHFH -
o set: IEEDFIREMIRENT, BRAAIFURIHITHF -
o copy: IEEDFREAIAEIAIRSARESL.
IPSec fragmentation: IPSecBEHEIRAIS HBAR .
e enable: IPSeciNZFISH .
o disable: IPSechIZEHDH »

4. #Hi75p<ipsec df-bit clear, &&EDFIRESRIA0,
<AR1> system-view
[AR1] ipsec df-bit clear
(&eif5, Ping KEAT, BILAPIngi®, WiBASREINAY D 2R LANFESER o
<AR1> ping -s 1419 -a 10.1.1.1 10.1.2.2
PING 10.1.2.2: 1419 data bytes, press CTRL+C to break
Reply from 10.1.2.2: bytes=1419 Sequence=1 ttl=126 time=67 ms
Reply from 10.1.2.2: bytes=1419 Sequence=2 ttl=126 time=50 ms
Reply from 10.1.2.2: bytes=1419 Sequence=3 ttl=126 time=50 ms

Reply from 10.1.2.2: bytes=1419 Sequence=4 ttl=126 time=50 ms
Reply from 10.1.2.2: bytes=1419 Sequence=5 ttl=126 time=50 ms

--- 10.1.2.2 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 50/53/67 ms
WRAZEI S A B ATRIATEERIILSR , HBBFTERME TR IEEIED FiRX
FEWIED FIEEMCPURIRBREES.
EAYSRSIWEFTCPILSS, TCP MSSENM_ESMAHEIIRZIKE ( MSS+TCP
RIS +IPHRIZEL+IPSectR 3k ) KTFHEEEAIMTUIE, NIEIBIR SIS AAE.
FRLAZE N3 1Tan < tep adjust-mss, JEZETCP MSS{E,
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[AR1] interface gigabitethernet 0/0/2
[AR1-GigabitEthernet0/0/2] tcp adjust-mss 1200

RE
[RIGIRAIDFRERIAT, SEUPSeciRMNAIDFFREM A1, FAAIFTIPSeciRIHiTH
Fo HIPSeciRSBHEMTUERT, IPSedRIMEESR.

BRFE

HiTan<ipsec df-bit clear, IREDFIREAIN0, FIFXIIPSedRIHITH Fo

MEEEAPESIPSecBHET X, [IRTE2RET D FAIUKIRY EEEWANIER
&8l

o TEEERBIPSechRiE, HREBRIGEED . EIEINTIPSecHik kG, KRIKE
TR, FRAVATEEMEERX

o UNSRAREFAEMZBZTAIERLMES HiR3, AILUSTCP MSSTE/NLB IR LA E S
F, #BELERR

4.3 IPSec (BN RINEWVSHREE

4.3.1 AR I§HZERTF TCP MSS BiIRBEASIESH AR TLE T
IPSec f&iE&i5alpR53 =

LT
TCP MSS, IPSec, TiXxihapiRSS=E

RE
BREDAEFERASESEKIATweblogiciRSS2EAT, RE—SEK(B/RALHIBIKIT,
HtheB fXin O EY=EH .

SRR A

WNEFF7<, weblogichR$ZEEZIE1EPIMS CentreAJApplication ZonePAYEEEEIRSS =S
AppO01EJApp04_E ., Fixed Information Collection Office ( FICO, EIFLIRBERS ) HY
xxx-AR12-01i8%F5PIMS CentrefJPIM001-AR22-018},PIM001-AR22-02ig 817
IPSecl¥i& ( BNEFIEEELL ) , HEIISP L2VPNRLE,
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e,
| =—
IS Candie ] i W
oacan | '-.“"-.__ G
Pk A M RO ARTTET
m

a i
[ LAN
u

v

oo Pan.s70n L a P 2e7a

Fined iformsbos Colacion Offae = e
o — ;
= _,’z A --._\
/

| I

£ S . L
— A

— M [ Bt
Saaage Torm

Storsge Tore
D anter Racovery) Legend

FBPEFICOFERA=&PCHIm A EICA@iTIPSechiEisiaweblogiciRSS 20T, (RE—&
EiCAMB/RAEATDIAE, EftERIKiS A TREY=H. I TFEFR, BERIRISESES
HTTPIERRIIIN RS -

#i7display ipsec saip SEEFIPSecKEEEAIN, MBRERBIR.

1. REBIERBAIRINRIZEIC AR O _EFRENR S K o

iEidFollow TCP Stream TE&BEHXELMEICAIKENAIIRIN L3S, AIMBEELMEY
HTTPiEX, IREZHREREFinRERIELN ., NTFEFR, RE[BIEFERERHTTP302
NEERE, BERiRHEEKIRSE, RBE5REIHTTP200IEENILN, B7
TextiR[E], BIARSSERNGRZHTTPIBEREINGERIRETextAE .
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n Foligwr TCP Stream

Stream Content

GET /C€irs HTTP/1.1

accept: text/html, application/xhtml+xml, *

ACCepT L.(tr‘:._|u.‘l(’w: en=ay

User-agent: mozilla/5.0 (comparible; MsSIE 9.0; windows NT 6.1; Trident/5.0)
Accept-Encodi nr gzip, deflate

Host: 10. 248 3

Connect fon: (eep Alive

Transfer & Encad1rq chunked e
Location: hrop: '1'}..'!'-3.'0.-15 cirs
¥-Powered-By: Serviet/3.0 15p/2.2
00F5

<html><heads<title>302 Moved Temporarily</ titles</head>
<body bgcolor="#FFFFFF >

<p>This document you requested has moved
temporarily. </p=

<p>It's now at <a href="http:/ 10.248.0.15/cirs/">http://10. 248.0.15/cirs

</ a>. < p?—
</ body></hral >

Ll

GET fcirs/ HTTP/1.1

Accept: text/html, application/xhtml+xml, *

ACCepT-Language: en-Ay

User-agent: Mozilla/5.0 (compatible; MSIE 9.0; wWindows NT 6.1; Trident/5.0)
accept-Encoding: gzip, deflate

HosT: 10.248.0.15

Connection: Keep-Alive

HTTP/1.1 200 OK

2. ngebloglcﬂli HELRE.

ﬁﬁF‘T‘ CP Centre ( WNEFTRIRIEGLZ&ERS ) ihidlweblogichRS3EE, BEIBIEES
a), RAAIRSSEE AN, BT, ATLAHERRICERATHRLHEE

3. EFICOE’J%HEJ:pingHEn%Efmiﬂ:, WTEFR.

SERE91089 yping -1 2080 192.168.8.1

Pinging 192.1 B.1 with 2
From 192.16
from 192.168.8.
from 192.168.E
F 192.168.
1':'? 168.

L4

Reply
Reply

Hinimum =
ntreol-C

BRET18Y. acert 192.168.8.1
192 . 168.0.1 over a maximum of 38 ho

25 mz > 18.248.5

" Request timed out.
2 ms 2 ms

& ms E 5 b mz 192.168.08.1

Trace complete.

4 20AE9189 >
SIITTUSR 252, BEFH253, HIBAIRERESEEDM,, RS XS

sessiont NG ping N 4R 3= Ak I E R SZPE T
4. KBERHXEEEEIIR,
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RE

ERsXIE LB Eundo firewall session link-state check tcpas$/a, BN
i, MKIBEEEE. PRLAERTHERRRG K S a)et

KRB OEBZEISPAIL2VPNEEES

ﬁgl}illﬂ%ﬂﬂlﬂ’]ﬂii EIL&D'FT%@SGE@.

her lpaee03EL004 = fopresvion. Ciesr Apply

- - rar .. s s
1. IM o, a4 = A E] feg-1 ac i‘li Irlﬂvm? uﬂ-ﬂ

192 18K 0. 12 [TCr segeent of 3 Feasiestled FOO)

192168013 " TCF Segeent of 4 reassestled Foul

7 25,3207 H-R 92080 013 RELR > 49042 [57W, ACK] Secel Ack=1 Wir=3B0 LoneD MS5=1870 SACK_PERM=1 ab=7
105 zs.smw 192 168.0.12 htp » 49047 [ACK] Sag=1 Ack=100 Win-&#1F Lars=0
196 35 3FLTHE BO,2 J-! D 1% 193, 100,012 [T segment of & resszesbled Mou)

DITHIES, RIRSHRENTCPIRIURRERIFNID FEXBER

[next sequence nusber: 432 (relatvive sequence nusber)]
aAcknowledgement number: 246 (relative ack number)
Header length: 20 bytes
% Flags: Ox1E (PSH, ACK)
window size: 6912 (scaled)
# Checksum: Ox7546 [validation disabled]
[S5EQ/acK analysis]
- [TCP amalysis Flags]
[A segment before this frame was lost]
‘seguence): Previous segment n_at capture start)]
Common at capture start)]

severity level: Warn)
[Group: Sequence]
TCP segment data (8 bytes)

FEFICOEZEMRSEping KEBBEA D FNEiLpingi@, #ilping 10.248.0.15 -1
1446 —f,

WEIDRIMINAIRS, RABRSD R ERRIMNARS, BNAERINAIEER
BRI

Flier poecrrl024801% = Laprewicn.. Claar  Apply

Mo Tt — Peoapal Lrdy

R e T 4k L LELF gl LS m b e e FuA ]

76 15854440 10.M48.0.13 101, 168.0.168 e [rcr segmert of & reasseshled Fou]

Bl 23875200 10.248.0.1% 102, 168.0.16 [rer segment of a reassesbled Poul

Y 73 B8214% 10.248.0.1% 18} 188.0,16 [fCP segmant of a reassesbled poul
ER 21,.0846799 10,248, 0.1% 197,168, 9,16 R [PCP segment of & reassesbied Pou]

80 21727 10.ME.0.1% 102, 168.0.18 P g = 49402 [Svu, ACK] Sag=0 Acke=l win=3840 Lor=0 WES=1430 SAlE_PrRe=] wi=T
92 2L.ETTES 10. M8 0.15 197, 1680, 16 HTTR  ETTPAL. 1 200 OK - (Tt /eel)

#F 20905984 10, 248, 0,15 152, 166, 9,16 e Fiip » 43407 |l<'.] Sﬂ I Llr 310 win=517 Len=0

B 3T 80R0TT 10 248 014 193, 188.0,14 e [rer Sageent of rou]

Am o AEtIEE Bm RAE B oW T NEER MERA SR 4 WAR Aw  Prasr feee

BEAREMNAEISPIEGMEEIRD S IR ESL, WHETCP MSSIREARSIE,
1|%ESZTCP MSS{E
FEHOAREHZENZEOME TEEtcp adjust-mss 120055 S{EBHIEORITCPEX
R 120075,
1;%&35@8%}%, EFICORYEB I RIAalweblogicARS38S, EFRIRKINIAIE) . [O)ERAR
IXo

TCP MSS ( Max Segment Size ) 55 7 TCPRAIRMERKE, MRMSSEINESHFF
%%)Efg:zmkrg ( MSS+TCPIRIZL+IPIRIZSL ) KFHERRRIMTUE, MIEIRIR S

EiXipamth, TCPIRMSUSE ( MSS+TCPIRIZSL+IPHRSZSL+IPSecsk & ) KT 4EERAY
MTUE, SEEIEIRNSHED R &L, o FRTRESEREESHCPURIR, D HIR
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4 &z

BRTIZ

BINS RS

YHIINERE RS HFEERRIRPIRENCPURIR. HCPURTRHFEES, MRIE
PREHEIRSIRIER . FRLARFEFICOER=aPCHImaEiC BT IPSeciFiE T
weblogicBRSSEEY, (RBE—EEICME/REERINALE, EAEKADNREN=H.

EIPSectm=rh, EEFITCPIRI L. IPIRIGELEFE, HERFEROREENED
WETFECETCP MSS(E91200=75, BIRJ{RIEISPHIIRBASBIANIRGH T Fi
TZHEFRECPURRIENES, AIFRERSIEREET

EVPNi=H, EEEERENHIERNIA/NEEBIT KSR S F. RIS HFH
TRESEEESHCPURIR, 2RIRXINZEREEES R EHIEEPIREHICPU
HR. HCPURRBEREITZ, MSEMIIERNIESLX. BN, WTFREESENA
(BIGANHTTPER B EMNY S ) £¥5IPHRCAIDF(Don't Fragment)tRicIEABERL, L
FrLETCPIRX 73 F o UNERDFARCUEENEN, MmigHesEOMTU/NFMSSEYE, 1t
A ERAZE S A A BRI F TCPIRNMISIRY ER -

A, BERIEMSSEINEZFHIHEINR 2 KERBEMTUE. B, LAKRMIMYSE
FHMTUERAKI1500FT5, PPPoEHMYSIFAIMTUERKAN1492=FT5, HEERFES
BETCP MSS{E81200F15,

4.4 \PSec FREARRESEUS B

4.4.1 AR FBHISEHTH4EIRECE NAT Server fJ UDP i OAMSTSEHA
RFF L2TP (25K

HIES

NBAREHZEHTFHEIRECENAT ServerflUDPix s S M A L2 TP S LAY
EEE

4-1 EEBED NS SEZEiE g L2TP AL EiEEMNE

GEZ/0/0 PC2 GE2/0/0
192.168.10.1/24 192-153_-3-21"24 192.168.2.1/24

LACGE1/0/0 GE1/0/0 LNS
1.1.2.1/24 1.1.1.1/24

Internet

( L2TP )
192.168.10.2/24 v
192.168.1.1/24
LACHHKECE :
#
[2tp enable
#

aaa
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4 HEZ)

r%

DS

RE S

BIFSRR

local-user huawei password cipher %A%#_<".CO&(:LeS/$#F\HOQV8B]KAZja3}3q'RNx;VI%A%#
local-user huawei privilege level 0

local-user huawei service-type ppp

#

interface Virtual-Template1

ppp authentication-mode chap

#

interface GigabitEthernet1/0/0

ip address 1.1.2.1 255.255.255.0

#

interface GigabitEthernet2/0/0

pppoe-server bind Virtual-Template 1

#

[2tp-group 1

tunnel password cipher %@%@/-#)Lg[S4F:#2~ZNvga$]\DL% @%@

tunnel name lac

start [2tp ip 1.1.1.1 fullusername huawei

#

ip route-static 1.1.1.1 255.255.255.255 1.1.2.2

#

interface gigabitethernet1/0/0

nat server protocol tcp global interface gigabitethernet 1/0/0 www inside 192.168.10.2 www
nat server protocol tcp global interface gigabitethernet 1/0/0 pop3 inside 192.168.10.2 pop3
nat server protocol tcp global interface gigabitethernet 1/0/0 smtp inside 192.168.10.2 smtp
nat server protocol tcp global interface gigabitethernet 1/0/0 ftp inside 192.168.10.2 ftp

nat server protocol udp global interface gigabitethernet 1/0/0 any inside 192.168.10.2 any
nat outbound 2001

#

return

LACYEREIAIHEARHEE, P SRERZEBIIL2TPIRSEMER, LACH®EO
GE1/0/05@2PPPoE}E = E M, FARIFIFPC1#1TL2TPHE SRR INERIEIE . A
FBFPC2iH{TL2TPIA ERHEREEIRS00 ( PC2EILNSHIIRALZITLACHIGET/0/0%E 4%
%), BFRLACHITE<$ debugging ppp allilldebugging [2tp allsREL2TPHIEIRIS
2, BHIFTEMER.,

1. KMEEERL2TPEEEM, FAMBEFPCIIZRSoILANINARL2TPi S ER:, L2TP
[T=peZ =] Gl

2. WBELACERIHEZENES, KIWEEOGE/0/0EE T —5UDPEIRST,
<LAC> system-view
[LAC] interface gigabitethernet1/0/0
[LAC-GigabitEthernet1/0/0] display this
#
interface GigabitEthernet1/0/0
ip address 1.1.2.1 255.255.255.0
nat server protocol tcp global interface gigabitethernet 1/0/0 www inside 192.168.10.2 www
nat server protocol tcp global interface gigabitethernet 1/0/0 pop3 inside 192.168.10.2 pop3
nat server protocol tcp global interface gigabitethernet 1/0/0 smtp inside 192.168.10.2 smtp
nat server protocol tcp global interface gigabitethernet 1/0/0 ftp inside 192.168.10.2 ftp
nat server protocol udp global interface gigabitethernet 1/0/0 any inside 192.168.10.2 any
nat outbound 2001

3. L2TPRYRSEZE N {FFUDPIES1701, ELACEATINAT ServerfitZUDPiE4
BRESZIFARI R, FE L AMBFBLNSAREL2TPIEERT, IRZEIALACAIGET/0/0
ATSaRRNAT Serverfst, SR SCIREIRIFAN PEEIRX TGEIAZILNS, SN
BRPEERINHTL2TPIASEREE, MBS RHIERER.

MRIBRLAC 452 0GE1/0/089NAT ServerflJUDPi% L ELE o
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<LAC> system-view

[LAC] interface gigabitethernet1/0/0

[LAC-GigabitEthernet1/0/0] undo nat server protocol udp global interface gigabitethernet 1/0/0 any
inside 192.168.10.2 any

BESEN
IBEILTPIERMINENIRS, &I BRET

1. WERE LS, HFB?EEE‘EE £

2. WREEHEBIGRE, Eiddebugging ppp allilldebugging 12tp all, REFX(E
E ZE'LL' E_Iﬂ:_ o

3. WREEREINER, ZBEIREEAZINST, EEHWLINSIELHE2REAET
HNEIRE

4. BECENAT Serveri#fTin 2GS, BERDERWSHFHE, FIZIL2TP, Telnet
%, LRIERISEFEIFET.
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D sz

5.1 IPSectfESHr
5.2 Debugging{S 258

5.1 IPSec =S
5.1.1 IPSec [FiBiE 7 L MEFE D Hr

5.1.1.1 ISAKMP B3 3%

InternetZ £ Bk EBFIZSAEIRHMY ISAKMPRIKERIER . IKERAISAKMPIRSGHITRZE
BRERROIHS . BIRRIAR NI E R B D IEIE,

ISAKM PR3 320N B 5-1F773<

5-1 ISAKMP IR3Z513E

| PHeder | UDPHesder | ISAKMPHeader Payload
Soura  |Destination porf Initistor” s Cookie (3PT)
poc{TKE=500)|  (IKE=5
Responder © s Cooki=(ZPI)
Protocao] Mext Wz | Min |Exchane
{udp=17) Playload | Var | Ver | Twpe | Fl2%
Soure address{local gateway) ?-.-Iesaage D
Desbnation addrass{ramote
zatewav) Wlzzzage Lensth
IEAEKME Payload
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IP #2323k

JRMELE: AA&ERIKENDFESAYIPHELL, AIEERIEOIPHBLE, thATEERlocal-addressarSHL
ERYIPHbLE

BRYIPHBLE: IXTimiEZAYIPHEIE, FHremote-addressisSECE o

UDP #7323k

IKEWMY fE IR S5004EE . IR . ENATEFEAR ik SSEMKERD
SeREtDHREI4500,

ISAKMP 3537k
Initiator's Cookie (SPI): A&iCinM—FRA—IKE SABIEE, AE8EN0,

Responder's Cookie (SPI): NgizimE—RIR—NKE SARYEUE, F—KIBEPSPIN
0, BEEIARO0,

Next Payload: tRRBEHR T—MEEAIZE , EHpHAEEEPRE—THE,
NZFERA0, ZFRIBHEREZERY “8E”" 88, AFEEHEREBIN—1 Y
A, ER—MEEREIRMR B TS EAII2EERE .

IKEV1FOIKEV2AY F— & far RSB aNZR5-1F03R5-2FiR o

R 5-1 IKEV1 BYT—1NEfe

&7 ( Next =] BE {EFB
Payload )

None - 0 HEEE R HEF
Ra—1THT.

Security SA 1 FBFhaIKESK
Association IPSecZ 1R -

Proposal P 2 FFihmLeiny
PARZ SASRFRRIHEX
ZENH .

Transform T 3 FBFEHEXINE
SEXRE RN
X5 25912
o

Key Exchange KE 4 FAFEDHEAR
EqﬂﬁiﬁéDH/AF

Identification IDi, IDr 5 BF&REBpID,
ALIRFENE
#l . MEPIANEFIZ
SR i NS e
B o
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T—&ifT ( Next w5 BE {ER

Payload )

Certificate CERT 6 B EEirHaE
ESINEEXHE
B,

Certificate- CERTREQ 7 FBFEKREIEIE

Request H,

Hash HASH_I, HASH_R | 8 BAFRIEIKEER
AOSER M, SXIth
BXTEERHITIA
ik,

Signature SIG_I, SIG_R 9 BFAMEKEEE
RYSER Y, SATF
ETBINRSS -

Norigication N 10 AF@ESEER IR
Sixrs

Nonce Ni, Nr 1 BFEXImRIBEN

Delete D 12 FRZSPIFRIREY
SAELEHEIER

Vendor ID \Y; 13 RRRIXEF B8
TR
=8

Properties - 14 E AN 2

NAT Discovery NAT-D 20 BFHng&EE
ENATIZEEH.

NAT Original NAT-OA 21 FRIPSecAHiEHRY

Address [Riattbit

Reserved - 15-127 REB,

Private Use - 128-255 FAFR -

% 5-2 IKEV2 By ™— e

T—&i7T ( Next w5 HE {EFB

Payload )

No Next Payload | - 0 LR EEF
&E— N8

Reserved - 1-32 R,
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T—&ifT ( Next w5 BE {ER

Payload )

Security SA 33 FFihasIKES,

Association IPSecZ RN o

Key Exchange KE 34 FBTFEDHEEAR
AR ZTIRDHATFF
B

Identification- IDi 35 BFRIXBpID,

Initiator ALBRFENE

. #l o IEBIANIEFIZ

Identification- IDr 36 A NITIT

Responder i

Certificate CERT 37 BFHEXEPesE
ESINEEXAE

Certificate- CERTREQ 38 BFiEkEIEIE

Request H,

Authentication Auth 39 BFAEEIANESX
FHAEEWE ( Hash
).

Nonce Ni, Nr 40 BT EEIERTREL

Notify N 41 FRFEEERIR
SiEE

Delete D 42 FRZSPIFRIRHY
SAB MR

Vendor ID \Y; 43 RRRIXEF B8
SRLMYAYH
B, BeiAThE
NAT-TEEST .

Traffic Selector- TSi 44 EKREZE|IPSeciRIF

Initiator IEER

Traffic Selector- TSr 45

Responder

Encrypted E 46 B ExEEECH&E
nZEEE.
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T—&7 (Next | 5 & R
Payload )
Configuration CP 47 88

CFG_REQUEST.
CFG_REPLAY.
CFG_SET.
CFG_ACKR Tttt
@Eﬂﬂ’ﬂ%ﬁ?\ v

Bo
Extensible- EAP 48 FIF7E&EEAPE
Authentication IS
Reserved to IANA 49-127 =B,
Private Use - 128-255 FAF o

Maj Ver/Min Ver: EARA/REIIRA, ISAKMPRRARINRRZBERAFBIRAIFER
FRE/RIRS T . EIKEF, BPMZREN—FE.

Version: IKEVIKRAIZFERE1.0, IKEV2RRAIZFERE2.0,
Exchange Type: 3Z#asRR), ZFERIRFEESRIEHETRAFIZIEEERIRF .
IKEV1F0IKEV2H93Z #rSE BYUNZR5-3F01R5-4Fh 7 o

% 5-3 IKEv1 JIRSHasERY

iR (Exchange Type) Y&
None 0

Base 1
Identity protection 2
Authentication only 3
Aggressive 4
Informational 5
Future use 6-31
DOI specific use 32-239
Private use 240-255
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& 5-4 IKEV2 BYRHRSEEY

e R (Exchange Type ) BB
Reserved 0-33
IKE_SA_INIT 34
IKE_SA_AUTH 35
Create_CHILD_SA 36
Informational 37
Reserved to IANA 38-239
Reserved for Private Use 240-255

Flags: "R&RRFERIGEIN, ATFIREISAKMPRIE . LA EIREFBRHIEENIR
&, NERBERNFSE:

o IKEV1: SEOMIAMEN, MFTFERBAMOHINE; BILIRRNM, H1RRHE
(REBYISAZ [EA BEEINNZRIRNS; B2 AN, RIFRRRANERETHT
IIE, MARTINE . ERIRAISBREN, LIREERRNIZA0,

o IKEV2: FEIATRRANCTS, FARIKEV2RIIRH0, FE5MA1RRIMRS . Hitt
RIFRMORBREN , BREERBIIRII0,

Message ID: F—ERPIZFERIN0, EE _MERIARTERAIEIE. SR
—RIEBIRE, BTFES ZMERIMEPIRRRE.

Message Length: #RRISAKMPEENEK (BEEELMNEET ) -

5.1.1.2 IKEv1 FYER 1 thEiZiE

IKEVIBYER1RIBHIREEIZIKE SA, IKE SAZEY [EXIEINERIFRAISAKMPE E&RIGHH T
NNEZFNIGIUE, XL EBENLURIEIKEVI T ER2ANE e L 21T,

IKEV1 Y ER 1 245t iE=l :

FiE=t ( Main Mode )

72518, ( Aggressive Mode )

Rtz
EERXAESRNERIE, BHTAREE, SHIIRMES-2FR.
1. SREEI: IRGERIAI2)
2. EPEERSE: NEHEGHA,
3. BIRFHAEERIE: MUEEEME.
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5-2 FEHHEERE (FEZEHREIALE)

RER )
o |
A A —:—- o
P IR E SA
mwaEs | wm —:—» o

P ~—— BT ES KE| N
I

IBSTEEF IDL | AUTH —T1 " o
! [apwessl e | avme

SRERRZHE
HED: REHRIXIRGIKERSRINAISARETHIT L EIRINING, SARSHERE
INZEE. NETGR. BMIAESEE. DHA. IKE SAEZEHIZF.

HEQ: RS EHRRITITERRIKEZ SR, RIX—SARTE, RIBRESZINEAIIKE
TR,
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5-3iHE1. @

# Frame 28: 166 bytes on wire (1328 bits), 166 bytes captured (1328 bits)
# Ethernet II, Src: HuaweiTe_07:12:2c (00:e0:fc:07:12:2c), Dst: HuaweiTe_bb:16:7e (00:e0:fc:bb:16:7e)
# Internet Protocol, Src: 1.1.1.1 (1.1.1.1), bst: 2.1.1.1 (2.1.1.1)
# User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Initiator cookie: 639da00125ef6128
Responder cookie: 0000000000000000
Qﬁ?t payload: Security Association (1)| SA
ersion: 1.0
Exchange type: Identity Protection (Main Mode) (2)
® Flags: 0x00
Message ID: Ox00000000
Length: 124
= Type Payload: Security Association (1)
Next payload: vendor ID (13)
Payload length: 56
pomain of interpretation: IPSEC (1)
# situation: 00000001
= Type Payload: Proposal (2) # 1
Next payload: NONE / No Next Payload (0)
Payload length: 44
pProposal number: 1
Protocol ID: ISAKMP (1)
SPI Size: O
proposal transforms: 1
= Type Payload: Transform (3) # 0
Next payload: NONE / No Next Payload (0)
payload length: 36
Transform number: 0
Transform ID: KEY _IKE (1)
Transform IKE Attribute Type (t=1,1=2) Encryption-algorithm : DES-CBC .
Transform IKE Attribute Type (t=2,1=2) Hash-aAlgorithm : SHA SAZHH
Transform IKE attribute Type (t=3,1=2) authentication-method : PSK
Transform IKE Attribute Type (t=4,1=2) Group-Description : Default 768-bit MODP group
Transform IKE Attribute Type (t=11,1=2) Life-Type : Seconds
Transform IKE Attribute Type (t=12,1=4) Life-Duration : 1
# Type Payload: vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
& Type Payload: vendor ID (13) : unknown Vendor ID

H EHEHEEE

BRERATR

HEQ. @: REEMESEIMDHATHE ( KERE ) FIGEIRETEL (Ni. Nr) .
Ni. Nr2itEH=%50 ( BREMIIZRRFALEER ) AT,

5-4 iﬁl%\@\ @

# Frame 54: 190 bytes on wire (1520 bits), 190 bytes captured (1520 bits)
[+ Ethernet II, 5Src: HuaweiTe_07:12:2c (00:e0:fc:07:12:2c), Dst: HuaweiTe_bb:16:7e (00:e0:fc:bb:16:7e)
# Internet Protocol, Src: 1.1.1.1 (1.1.1.1), Dst: 2.1.1.1 (2.1.1.1)
User Datagram Protocol, src Port: isakmp (500), Dst Port: isakmp (500)
Initiator cookie: 268fb37f1l4ae6bf3
Responder cookie: fd9fbil5hdad93ods
|Next payload: Key Exchange EZ;W KE
version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
# Flags: 0x00
Message ID: 0x00000000
Length: 148
= Type Payload: Key Exchange (4)
Next payload: Nonce (10)
payload Tength: 100
|Key eExchange Data: 000000000000000000000000000000000000000000000000...| DH&HHE
= Type Payload: Nonce (10)
Next payload: NONE / No Next Payload (0)
Payload Tength: 20
[Nonce DATA: 997ec7ad113335a6ec7b59ae1000a7d0 | FEHEWL (BT me) . FATEALR,

SHTHANEEE 3R
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HEO, ©: WHHESMHID (IDFF ) F¥GiEHash{E (AUTHETET ) . XEMIHE
PIEEREERINER, NZENERHERG. DPRIENZRESER, FLASH
SEZERIP. BT ERLTIDHETEINE, PILEREURELHTEEE .

5-5HRG. ©®

# Frame 56: 110 bytes on wire (880 bits), 110 bytes captured (880 bits)

[+ Ethernet II, Src: HuaweiTe_07:12:2c (00:e0:fc:07:12:2c), Dst: HuaweiTe_bb:16:7e (00:e0:fc:bb:16:7e)
# Internet Protocol, Src: 1.1.1.1 (1.1.1.1), Dst: 2.1.1.1 (2.1.1.1)

# User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)

= Internet Security Association and Key Management Protocol

Initiator cookie: 268fb37f14ae6bf3

responder cookie: fd9fblsbdado39ads

Next payload: Identification (5)

version: 1.0
[ Exchange type: Identity Protection (Main Mode) (2) | D
= FTags: Ox01

.. ... 1 = Encryption: Encrypted | HIEAT

. ..0. = Commit: No commit

vv.. 0., = Authentication: No authentication
Message ID: 0x00000000
Length: 68

[Encrypted pata (40 bytes) | #iBCEHNE

HEElrEidE
HEEAIAN=RES, RIRNES-6FR.
AIFSEE TR BT IEIRIN, 3URDiffie-HelmanAHE, BAEHIMEANSEURS
IMER, FEMBCREEIENNS RESHESRRRAANE, HESBTMES
NEREETS .
B 5-6 AR TR (FLEEHAE)

‘ I
") |
I

IFEEE| SA | KE | N1 ID—I—I- e
|

& 4—|7#EH§%E Sh | KE | Nr | ID | &UTH
BEEE ATTH I E—

HED: KEmgIEHEEIKERSIRINNSAH T, EHEER S, REEe— 1 %2R
W (INZBEE. INEAE. BIIAIEEL. DHEA. IKE SAEFERISE ) , IWRzEaTLA
EIRIESHIEEIZZ IR . DHAFHME (KEEE ) o IGAIRENEL ( NigkfE ) F18491D
(IDE ) thEEFPAIX, FREXT, BREERENE, HEREURMN LEEEE

2,
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5-7 HED

Frame 31: 318 bytes on wire (2544 bits), 318 bytes captured (2544 bits)
Ethernet II, Src: HuaweiTe_e2:2c:cc (00:e0:fc:e2:2c:cc), Dst: HuaweiTe_16:4c:4e (00:eD:fc:l6:4c:4e)
Internet Protocol, Src: 1.1.1.1 (1.1.1.1), bst: 2.1.1.1 (2.1.1.1)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
= Internet Security Association and Key Management Protocol
Initiator cookie: edebl86c5T23009b
rResponder cookie: 0000000000000000
Next payload: security Association (1)
version: 1.0
Exchange type: Aggressive (4)
Flags: 0x00
Message ID: Ox00000000
Length: 276
E Type Payload: Security Association (1) | SA
Next payload: Key Exchange (4]
payload length: 56
pomain of interpretation: IPSEC (1)
situation: 00000001
= Type Payload: Proposal (2) # 1
Next payload: NONE / No Next Payload (0)
Payload length: 44
pProposal number: 1
Protocol ID: ISAKMP (1)
SPI 5ize: 0
Proposal transforms: 1
= Type Payload: Transform (3) # 0
Next payload: NONE / No Next Payload (0)
Payload length: 36
Transform number: 0
Transform TD: KEY_TKE (1)
Transform IKE attribute Type (t=1,1=2) Encryption-algorithm : DES-CBC SASE
Transform IKE attribute Type (t=2,1=2) Hash-Algorithm : SHA
Transform IKE Attribute Type (t=3,1=2) Authentication-Method : PsK
Transform IKE attribute Type (t=4,1=2) Group-Description : bpefault 768-bit MODP group
Transform IKE attribute Type (t=11,1=2) Life-Type : Seconds
Transform IKE Attribute Type (t=12,1=4) Life-pDuration : 1
E Type Payload: Key Exchange (4)
Next payload: Nonce (10)
payload lengrh: 100
Key Exchange Data: 000000000000000000000000000000000000000000000000. .. | A FHHE
£l Type Payload: wonce (10)
Next payload: Identification (5)
Payload Tength: 20
[Nonce DATA: al6ee095189b7cccae7c374056bc9287 |  BEANAINI
E Type Payload: Identification (5)
Next payload: vendor ID (13)
payload length: 12
ID type: IPV4_ADDR (1)
protocol ID: unused
Port: Unused
Tdentification pata: 1.1.1.1] SiniEEFmNE
Type Payload: vendor ID (13) : CISCO-UNITY 1.0
Type Payload: vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: vendor ID (13) : unknown vendor ID

HEHEEBEH

HEROQ: MNEKRIXESAHE, BSHEENLSIRIN . DHATHE ( KEEA ) | IGEIRE
M ( NrEkfa ) F18491D (IDETT ) « IRiFHashie (AUTHE S ) thiEE P A%,
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& 5-8 [HE2)

ENEEgE] E

Internet Protocol, Src:

edeb186c5f23009b

Next payload: Security Association (1)

version: 1.0

exchange type: Aggressive (4)

# Flags: Ox00

Message ID: 0x00000000

Length: 300

= Type Payload: Security Association (1) | SA

Next payload: Key Exchange (4)

Payload Tength: 56

pomain of interpretation: IPSEC (1)
# Situation: 00000001
= Type Payload: Proposal (2) # 1

Next payload: NONE / No Next Payload (0)
Payload length: 44
Proposal number: 1
Protocol ID: ISAKMP (1)

SPI size: O

Proposal transforms: 1

= Type Payload: Transform (3) # 0

Next payload: NONE / No Next Payload (0)
payload length: 36
number: 0

Transform
Transform

ID:

KEY IKE (1)

Frame 32: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
Ethernet II, Src: HuaweiTe_l16:4c:4e (00:e0:fc:16:4c:4e), Dst: HuaweiTe_e2:2c:cc (00:eD:fc:e2:2c:cc)
2.1.1.1 (2.1.1.1), pst: 1.1.1.1 (1.1.1.1)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
= Internet Security Association and Key Management Protocol
Initiator cookie:
Responder cookie: 9aa49ear81f052eb

Transform
Transform
Transform
Transform
Transform
Transform

EEEEHEHE

IKE
IKE
IKE
IKE
IKE
IKE

attribute
attribute
attribute
attribute
Attribute
attribute

Type
Type
Type
Type
Type
Type

(t=1,1=2) Encryption-algorithm :

(t=2,1=2) Hash-Algorithm : SHA
(t=3,1=2) authentication-mMmetho
(t=4,1=2) Group-Description :
(t=11,1=2) Life-Type : Seconds
(t=12,1=4) Life-Duration : 1

DES-CEC

d @ PSK
pefault 768-bit MODP group

= Type Payload: Key Exchange (4)

Next payload: Nonce (10)
Payload length: 100

Key Exchange Data: 000000000000000000000000000000000000000000000000. .. | A HHE

= T WNOTCE (L0)

Next payload: Identification (5)
Payload length: 20

[Nonce DATA: ef7do7bl035f67e09f2d9fbcd709277F |  FRAEINT

E Type Payload: Identification (5)

Next payload: vendor ID (13)
Payload Tength: 12

ID type: IPV4_ADDR (1)
Protocol ID: Unused

Port: Unused

[# Identification Data: 2.1.1.1

# Type Fayload: Vendor ID ({13)
# Type Payload: vendor ID (13)
& Type Payload: vendor ID (13)
= Type Payload: Hash (8)

Next payload: NONE / No Next Payload (0)

Payload length: 24

Hasn DATA: Yaa:

epadae

S ERRIE

T CISCO-UNITY 1.0

: RFC 3706 DPD (Dead Peer Detection)
: unknown vendor ID

e

C

e c6a Hashig

HEQ): KiinAIXIIEHash{EIAERI

SASRRZA 01 (2019-12-10)
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Frame 33: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
Ethernet II, Src: HuaweiTe_e2:2c:cc (00:e0:fc:e2:2c:cc), Dst: HuaweiTe_l16:4c:de (00:e0:fc:l16:4c:4e)
Internet Protocol, Src: 1.1.1.1 (1.1.1.1), bpst: 2.1.1.1 (2.1.1.1)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
= Internet Security Association and Key Management Protocol

Initiator cookie: edebl86c5f23009b

Responder cookie: 9aad49ea781f052eb

[Mext payToad: Hash (8) | Hash

version: 1.0

Exchange type: Aggressive (4)
= Flags: O0x01

EHEHBEH

= Encryption: Encrypted | A0EAT
= Commit: No commit
e = Authentication: No authentication
Message ID: Ox00000000
Length: 52 N
[Encrypted pata (24 bytes) | YRS

IKEVIFHER 11 RS, BTLAITa<display ike sa, BEESE—MERHISARIIER .
LFlag2 ¥ IRDELRD|STERIKE SAEEM ALIN. Heb, STERRAIGESANE &L
o

<Huawei> display ike sa
IKE SA information :

Conn-ID Peer VPN  Flag(s) Phase
16 2.1.1.1:500 RD|ST v1:2
14 2.1.1.1:500 RD|ST v1:1

Number of IKE SA : 2

RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
HRT--HEARTBEAT LKG--LAST KNOWN GOOD SEQ NO. BCK--BACKED UP
M--ACTIVE S--STANDBY A--ALONE NEG--NEGOTIATING

IDESRMET, HITZan<SBRAIAENZT . FlagE#lh=a & Peer£#190.0.0.0,

BFEMIRIKER IR . I ZZAFSEHRLECERE SEUKE SATIEREL . HRFHER
iRECERIKESEA—HEY, EHIMAIdebuglERINT.

o  FKAIKERZSIRNA—H
<Huawei> debugging ikev1 error

Aug 17 2017 14:29:15.800.1 Huawei IKE/7/IKE_Debug:

IKE_ERROR 17:5773 Message from peer 2.1.1.1: Got NOTIFY of type NO_PROPOSAL_CHOS
EN

Aug 17 2017 14:29:15.800.3 Huawei IKE/7/IKE_Debug:
IKE_ERROR 0:9946 lkev1 error-info record(peer address: 2.1.1.1, error reason: ph
asel1 proposal mismatch,list number: 11).

o MWiRAIFHZEERAFT—

<Huawei> debugging ikev1 error
Aug 17 2017 15:18:09.800.1 Huawei IKE/7/IKE_Debug:

IKE_ERROR 17:5773 Message from peer 2.1.1.1: Got NOTIFY of type PAYLOAD_MALFORME
D

<Huawei> debugging ikev1 error
Aug 17 2017 15:24:53.940.2 Huawei IKE/7/IKE_Debug:

IKE_ERROR 17:1053 Message from peer 1.1.1.1: Invalid Next Payload of Type 60 in
Payload Type 5

Aug 17 2017 15:24:53.940.3 Huawei IKE/7/IKE_Debug:
IKE_ERROR 17:6847 Message from peer 1.1.1.1: dropping Message due to notificatio
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n type INVALID_PAYLOAD_TYPE

Aug 17 2017 15:24:53.940.4 Huawei IKE/7/IKE_Debug:
IKE_ERROR 17:4538 Message from peer 1.1.1.1: Message Sort Error Occurred

Aug 17 2017 15:24:53.940.5 Huawei IKE/7/IKE_Debug:
IKE_ERROR 0:9946 lkev1 error-info record(peer address: 1.1.1.1, error reason: ma
lformed payload,list number: 200).

o —imkfiEremote-address

<Huawei> debugging ikev1 error

Aug 17 2017 16:13:33.940.3 Huawei IKE/7/IKE_Debug:

IKE_ERROR 0:9946 lkev1 error-info record(peer address: 1.1.1.1, error reason: pe
er address mismatch,list number: 200).

Aug 17 2017 16:13:33.940.4 Huawei IKE/7/IKE_Debug:
IKE_ERROR 0:3595 Phase 1 Exchange: ike peer configuration not found for peer "1.
1.1.1"

e Kimremote-id5XIiHZIRA—
<Huawei> debugging ikev1 error
Aug 17 2017 16:25:01.850.2 Huawei IKE/7/IKE_Debug:
IKE_ERROR 25:6956 ERROR - Received remote-name(fw2) does not match with peer rem
ote-name(fw3)

Aug 17 2017 16:25:01.850.3 Huawei IKE/7/IKE_Debug:
IKE_ERROR 0:9946 lkev1 error-info record(peer address: 2.1.1.1, error reason: co
nfig ID mismatch,list number: 148).

5.1.1.3 IKEv1 [ EZ 2 thiEiZiE
IKEV1 BAER 260 B 03t S5 <7 FISR IS HEIRAYIPSec SA, M ER2AIR it Tt 2 iRiEiE =,

EdE

RIRAIHEATERRINEZRY

RIFIR AT E N E5-10F7R

5-10 IKEV1 FER 2 thisidie

12

IESTEER | AUTH| Sa | Wi | KE| [IDi, IDr]

_1____

{ESTEIER| AUTH| Sa | Br | EE| [IDi, IDr]

-

B EEP AUTH

-3

HED. @: thiIPSecEE1RIN ( SAFLTT ) , SIPFSIHEEINFIDHERSALE ( KEEL
) . XIERID (IDETETAAE ) FEMLGIUEHash{E ( AUTHETET ) o

IDIFNIDriEFIDEA, XBEERMMREEER, WENGFRIFIIRE—N (B3 T

IKEV2BITSERTETHIVER )
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5-11 HED. @

Frame 58: 214 bytes on wire (1712 bits), 214 bytes captured (1712 bits)
Ethernet II, Src: HuaweiTe_07:12:2c (00:e0:fc:07:12:2c), Dst: HuaweiTe_bb:16:7e (00:e0:fc:bb:16:7e)
Internet Protocol, Src: 1.1.1.1 (1.1.1.1), Dst: 2.1.1.1 (2.1.1.1)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)

Initiator cookie: 268fb37fld4aebbf3

responder cookie: fd9fblSbdad93ods

[Next payToad: Hash (8) | Hash

version: 1.0

Exchange type: qQuick Mode (32)

B Flags: 0x01

Encryption: Encrypted | @A
Commit: No commit

.0.. = authentication: No authentication

T
pn

Message ID: Oxbe218f52
Length: 172

| Encrypted Data (144 bytes) | R DI

HEQ): RXFEMGIFHash{BANERIN . BRI ELIERD.

IKEVI Y ER2iD i semfE, ATLAiTESdisplay ike sa, BEESE M ERAYIPSec SAZEIZ
E) o HFlag=#IRDEERD|STRRSACEI . H, STRIRANHRZESANE AL

<Huawei> display ike sa
IKE SA information :

Conn-ID Peer VPN  Flag(s) Phase
16 2.1.1.1:500 RDI|ST v1:2
14 2.1.1.1:500 RDI|ST v1:1

Number of IKE SA : 2

RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
HRT--HEARTBEAT LKG--LAST KNOWN GOOD SEQ NO. BCK--BACKED UP
M--ACTIVE S--STANDBY A--ALONE NEG--NEGOTIATING

LA, HITIZEF< ERFlagE =,

ﬂﬁiﬁ‘alPSecZ‘i@&E‘ﬁ)‘i\ PFS. ACLI¥INARICECERISERIPSec SAEII LM, MER2IRSZ
MRy, A REITIREUR M LIS B IPSecZ £ 1RINECE -

HFEMmiIRLCERIIPSec2HA—HET, ELIAIdebugEEINT
o IRHAIACLIINIAPTHD

<Huawei> debugging ikev1 error

Aug 17 2017 17:35:52.350.1 Huawei IKE/7/IKE_Debug:

IKE_ERROR 17:5773 Message from peer 1.1.1.1: Got NOTIFY of type INVALID_ID_INFOR
MATION

Aug 17 2017 17:35:52.350.2 Huawei IKE/7/IKE_Debug:

IKE_ERROR 0:9946 lkev1 error-info record(peer address: 1.1.1.1, error reason: fl
ow mismatch,list number: 200).

<Huawei> debugging ipsec error

Aug 17 2017 17:35:17.800.1 Huawei IPSEC/7/IPSEC-DEBUG:

[IPSEC-Error] acl mismatch.(Ifindex=[7], SeqNum=[10],PeerAddress=[2.1.1.1], Peer
Port=[500])

o  MimHIIPSecZ IRV PFSEIER—
<Huawei> debugging ikev1 error

Aug 18 2017 09:28:45.350.2 Huawei IKE/7/IKE_Debug:
IKE_ERROR 0:9946 lkev1 error-info record(peer address: 2.1.1.1, error reason: ph
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ase2 proposal or pfs mismatch,list number: 200).

Aug 18 2017 09:28:45.350.3 Huawei IKE/7/IKE_Debug:

IKE_ERROR 17:6847 Message from peer 2.1.1.1: dropping Message due to notificatio
n type NO_PROPOSAL_CHOSEN

<Huawei> debugging ipsec error

Aug 18 2017 09:29:26.800.1 Huawei IPSEC/7/IPSEC-DEBUG:

[IPSEC-Error] ipsec proposal or pfs mismatch.(Ifindex=[7], SeqNum=[10],PeerAddre
ss=[2.1.1.1], PeerPort=[500])

5.1.1.4 IKEV2 thE5IiE

HEERE

EFET—XIIPSec SA, IKEVIFZEZHMME: “FEX + RERERX” sE “BaiE
N+ HERERX” . BIEEVRFEROZEE, BEERELFTECLKES . MIKEV2, &
BEERRFFEER, ERBRERIRIAHAFZIEEM AT — N IKE SAFI—3T
IPSec SA, IKEV2iE T i2EIMNE5-12F3< o

B 5-12 IKEV2 thigFg ( FRHEZZEAIALE )

) | )

|
o |
EEs) s | w "N e
| e
*I—#Eﬁéﬁﬁ Sh | kE Hr
o |
IEWEER Ini | ¥ | sa| TS TSr—]—I-
| (4]
-— BT En| 10y [tk ¥ | S |TSi|TSe
|

HED. @: IKE_SA_INITH , HFSIKEZSIRIN ( SARTT ) , RHRIGAIRENLES
( Ni. Nr#kfar ) FIDHAFHE (KEHTE ) o
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Frame 3: 318 bytes on wire (2544 bits), 318 bytes captured (2544 bits)
Ethernet II, src: HuaweiTe 8f:42:72 (00:e0:fc:8f:42:72), Dst: HuaweiTe f4:58:af (00:e0:fc:f4:58:af)
Internet Protocol, src: 10.10.1.1 (10.10.1.1), bpst: 2.1.1.1 (2.1.1.1)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
| Internet Security Association and Key Management Protocol
Initiator cookie: 6d69c7d>d9166eal
Responder cookie: 0000000000000000
[Mext payToad: Security Association (33} ] sga
version: 2.0
Exchange type: IKE_SA_INIT (34)
@ Flags: Ox08
Message ID: 0x00000000
Length: 276
= Type Payload: Security Association (33)
Next payload: Key Exchange (34)
0... .... = critical Bit: Not critical
Payload length: 44
= Type Payload: Proposal (2) # 1
Next payload: NONE / No Next Payload (0)
0... .... = cCritical Bit: Not Critical
payload length: 40
proposal number: 1
Protocol ID: IKE (1)
SPI Size: 0
proposal transforms: 4
® Type Payload: Transform (3)
@ Type Payload: Transform (3)
= Type Payload: Transform (3)
H Type Payload: Transform (3)
= Type Payload: Key Exchange (34)
Next payload: Nonce (40)
0... .... = cCritical Bit: nNot critical
Payload length: 104
DH Group #: Default 768-bit MoDP group (1)
|Key exchange Data: 000000000000000000000000000000000000000000000000. .. | DHAFHE
E Type Payload: Nonce (40)
Next payload: Notify (41)
0... .... = Critical Bit: Not Critical
Payload length: 20
[Nonce pATA: 5322581e8421d02461511a2c&F50ac0d | FENEINL CEE AN )
@ Type Payload: Notify (41)
@ Type Payload: Notify (41)
@ Type Payload: Vendor ID (43) : unknown vendor ID

HEQ. @: IKE_AUTHRHE , W EESIRBID ( IDETET ) FlHash{E ( AUTHZ
7)) , hEIPSecZ IR (SAETET ) « FRIPEIER (TSEHE ) - NEETHETEIRE
. @I EEIIKE SAFI—X31PSec SA,

5'14 iﬁl%\@\ @

@ Frame 5: 274 bytes on wire (2192 bits), 274 bytes captured (2192 bits)
[+ Ethernet II, Src: HuaweiTe_Bf:42:72 (00:e0:fc:8f:42:72), Dst: HuaweiTe_f4:58:af (00:e0:fc:f4:58:af)
# Internet Protocol, src: 10.10.1.1 (10.10.1.1), bst: 2.1.1.1 (2.1.1.1)
# User Datagram Protocol, Src Port: ipsec-nat-t (4500), Dst Port: ipsec-nat-t (4500)
@ UDP Encapsulation of IPsec Packets
Initiator cookie: 6d69c7d5d9166ead
responder cookie: 6eal2051779c403b
[Next payload: Encrypted (46) | TR
version: 2.0
Exchange type: IKE_AUTH (35)
@ Flags: 0x08
Message ID: 0x00000001
Length: 228
= Type Payload: Encrypted (46)
Next payload: Notify (41)
0... .... = critical Bit: Not critical
payload Tength: 200
Initialization Vector: 01cd2378

HESIE
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IS4

IKEV2ihiSemE, aIkA Tan$display ike sa, BESAEIEIR. ZFlag&#IRD

B¢RD|STRRSACEN A . HF, STRERANmESAPREIAIRLT

<Huawei> display ike sa
IKE SA information :

Conn-ID Peer VPN  Flag(s) Phase
16 2.1.1.1:500 RD|ST v2:2
14 2.1.1.1:500 RD|ST v2:1

Number of IKE SA : 2

RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
HRT--HEARTBEAT LKG--LAST KNOWN GOOD SEQ NO. BCK--BACKED UP
M--ACTIVE S--STANDBY A--ALONE NEG--NEGOTIATING

ERMES, FITiZam<SHRELIATER:
o F—NEMNFEEY: BTRAT. Flag8HhToiE Peer££190.0.0.0,

o FE_MEBRIMEEW: BF—MENEREE, B_MBAEREFlag2H# AT,
MiRIKEZ SR . TAHZ=Z5A. IPSecZ 1R PFS. ACLIINEARLECERIS SEIKE

SAZZIPSec SATCIERRIL o
SIRECERIIPSecSHA—HRY, FHIAIdebugEEUT .
o MIRAIKEREIRINF—H

<Huawei> debugging ikev2 error

Aug 18 2017 14:51:00.410.2 Huawei IKE/7/IKE_Debug:

IKE_ERROR 56:8841 lkev2 error Info record(peer address: 2.1.1.1, error reason: p
hase1 proposal mismatch,list number: 200).

o MiRAIFHZEERF—

<Huawei> debugging ikev2 error
Aug 18 2017 15:02:25.540.2 Huawei IKE/7/IKE_Debug:
IKE_ERROR 63:4087 Authentication failed for the peer 2.1.1.1

Aug 18 2017 15:02:25.540.4 Huawei IKE/7/IKE_Debug:
IKE_ERROR 56:8841 lkev2 error Info record(peer address: 2.1.1.1, error reason: a
uthentication fail,list number: 4).

e Kimremote-id 5X iR ZFRFA—E

<Huawei> debugging ikev2 error
Aug 18 2017 15:39:32.50.4 Huawei IKE/7/IKE_Debug:
IKE_ERROR 27:27568 ERROR - Peer remote-name(fw3) does not match with

Aug 18 2017 15:39:32.50.5 FW1 IKE/7/IKE_Debug:
IKE_ERROR 56:8841 Ikev2 error Info record(peer address: 2.1.1.1, error reason: ¢
onfig ID mismatch,list number: 151).

o —imkfcEremote-address

<Huawei> debugging ikev2 error

Aug 18 2017 15:23:04.400.1 Huawei IKE/7/IKE_Debug:

IKE_ERROR 56:8841 lkev2 error Info record(peer address: 2.1.1.1, error reason: p
eer address mismatch,list number: 107).

o  HIRAYACLILNIAPCED

<Huawei> debugging ikev2 error

Aug 18 2017 15:27:40.750.1 Huawei IKE/7/IKE_Debug:

IKE_ERROR 56:8841 Ikev2 error Info record(peer address: 1.1.1.1, error reason: f
low mismatch,list number: 200).

<Huawei> debugging ipsec error

Aug 18 2017 15:29:46.650.1 Huawei IPSEC/7/IPSEC-DEBUG:
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[IPSEC-Error] acl mismatch.(Ifindex=[7], SeqNum=[0],PeerAddress=[1.1.1.1], PeerP
ort=[500])
o  WimAYIPSecLEIRINEPFSEIEZRA—E
<Huawei> debugging ikev2 error
Aug 19 2017 09:41:40.800.2 Huawei IKE/7/IKE_Debug:
IKE_ERROR 56:8841 Ikev2 error Info record(peer address: 2.1.1.1, error reason: p
hase2 proposal or pfs mismatch,list number: 200).
<Huawei> debugging ipsec error
Aug 19 2017 09:44:25.760.2 Huawei IPSEC/7/IPSEC-DEBUG:
[IPSEC-Error] ipsec proposal or pfs mismatch.(Ifindex=[7], SeqNum=[10],PeerAddre
ss=[2.1.1.1], PeerPort=[500])

5.1.1.5 IKE B9 NAT Z=58eS
TEIPSecb &GS 2 BIfEENATI AT, IKERETE BENFerk s IEJHINAT-TRENIIES .«
NATRIZEIRUFHEITSA

IKEv1 [ NAT SRS

IKEVIRINATZF RS, FEEIKEVIE IR XINATHITRIFR N :

o IFNEBRLZIENATE M ( NAT-TRESD ) &
IKEV1{ERVIDE I R IAER D ST IFNATER K

o HRNUEMBHIEEFENATRX,

IKEV1{EFANAT-DEHRFA N KEXTEA 2 A R BFENATR X AR FEN B
( EMEENATRXREE ) ©

AFNATHXSMZTIKE UDPHYRIR, FrLANOR /5 @R eedb I8 i A< 2500AYIKE
R

BF IRt TCRYIKEV PR ER 1 BINAT SR D ES IS A2 0N E5- 157 o
JFEBAAINATF-IDEIZIE, XBERABFBENE. H5EEAthaEgiEaE, R

EEHERD. ORMFEINVIDER, HEQ . @R FHIEIINAT-DEIE .
5-15 BFERtE=AY IKEVT FHER 1 B9 NAT SSthesdie ( E=24BIAIE )

) |

|
o I

R EED |sa|kE|Ni|1D| VID —I- e
(3] +~——+— $BITEER |sa|kE|Ni|ID| VID FAT-DNAT-D| AUTH

I
| RS EED MAT-DIWAT-D| ATTH —T
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HED: RKESEIKEBESFBEAVIDERESREHIN TS B OSENATER . EXH RN
IKEVIiH B P& e &izafe, RAAXITERSISNAT-T, s, SULLE,

5-16 ;521

Frame 5: 358 bytes on wire (2864 bits), 358 bytes captured (2864 bits)
Ethernet II, Src: HuaweiTe_5f:5c:37 (00:e0:fc:5F:5c:37), Dst: HuaweiTe_b2:6c:33 (00:e0:fc:b2:6c:33)
Internet Protocol, Src: 10.10.1.1 (10.10.1.1), Dst: 2.1.1.1 (2.1.1.1)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 7625a6bbb869d20d
responder cookie: 0000000000000000
Next payload: Security Association (1)
version: 1.0
exchange type: Aggressive (4)
# Flags: 0x00
Message ID: 0x00000000
Length: 316
B Type Payload: Security Association (1)
Next payload: Key Exchange (4)
payload length: 56
pomain of interpretation: IPsSEC (1)
B Situation: 00000001
E Type Payload: Proposal (2) # 1
E Type Payload: Key Exchange (4)
Next payload: Nonce (10)
Payload length: 100
Key Exchange Data: 000000000000000000000000000000000000000000000000. ..
= Type Payload: Nonce (10)
Next payload: Identification (5)
payload length: 20
Nonce DATA: 4ef4B8a2562b42ac85ch37a596F 908810
@ Type Payload: Identification (5)
= Type Payload: vendor ID (13) : draft-jetf-ipsec-nat-t-ike-02\n
Next payload: vendor ID (13)
pPayload length: 20
vendor ID: 90cbB80913ebb696e086381b5ecd 27b1f
vendor ID: draft-ietf-ipsec-nat-t-ike-02\n FHEINAT-TRED
= Type Payload: vendor ID (13) : draft-ietf-ipsec-nat-t-ike-00
Next payload: vendor ID (13)
payload length: 20
vendor ID: 4485152d18b6bbcdObe8aB469579ddecc
vendor ID: draft-ietf-ipsec-nat-t-ike-00
@ Type Payload: vendor ID (13) : CISCO-UNITY 1.0
# Type Payload: vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
# Type Payload: vendor ID (13) : unknown vendor ID

HE

HEQ: MRS EIKEERBEAVIDERARIFECSXIFNATTEES, BEIEATED
NAT-DEfT . 55— 1NAT-DEFETE S IKEXFFARRIIPIbit iR OAYHashiE, £
NAT-DE 8 & A iRAYI PHELEFNIR O AYHash{E, St EiXm N Hash({E, At
BRIP M Hash{ERESE, RIAPMRBENATHKSHE
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5-17 22
# Frame 6: 410 bytes on wire (3280 bits), 410 bytes captured (3280 bits)
# Ethernet II, Src: HuaweiTe_b2:6c:33 (00:e0:fc:b2:6c:33), Dst: HuaweiTe_5f:5c:37 (00:e0:fc:5F:5c:37)
# Internet Protocol, Src: 2.1.1.1 (2.1.1.1), Dst: 10.10.1.1 (10.10.1.1)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
= Internet Security Association and Key Management Protocol
Initiator cookie: 7625a6bbb&69d20d
rResponder cookie: e2c915a017f6980b
Next payload: Security Association (1)
version: 1.0
Exchange type: Aggressive (4)
® Flags: 0x00
Message ID: Ox00000000
Length: 368
# Type Payload: Security Association (1)
= Type Payload: Key Exchange (4)
Next payload: Nonce (10)
Payload length: 100
Key Exchange Data: 000000000000000000000000000000000000000000000000. ..
= Type Payload: Nonce (10)
Next payload: Identification (5)
Payload length: 20
Nonce DATA: d5cadc9467fe5ee5af9d24ba7c8ed990
& Type Payload: Identification (5)
= Type Payload: vendor ID (13) : draft-ietf-ipsec-nat-t-ike-02\n
Next payload: vendor ID (13) - 5
Payload length: 20 SFFHNATRES
vendor ID: 90cb80913ebb696e086381b5ec427blf
vendor ID: draft-ietf-ipsec-nat-t-ike-02\n

@ Type Payload: Vendor ID (13) : CISCO-UNITY 1.0

# Type Payload: vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)

# Type Payload: Vendor ID (13) : unknown Vendor ID

= Type Payload: NAT-D (draft-jetf-ipsec-nat-t-ike-01 to 03) (130) .
Next payload: NAT-D (draft-jetf-ipsec-nat-t-ike-01 to 03) (130) EEERT%?{$E@IPﬂﬂhth
payload length: 24 iR HashiE

HASH of the address and port: cd1904397366a852b6417bb6005d72b2aaal02ac
= Type Payload: NAT-D (draft-jetf-ipsec-nat-t-ike-01 to 03) (130) " "

Next payload: Hash (8) v f: Qi

payload length: 24 flHashig

HASH of the address and port: Ob7bd6e8ef84c2d794d2964acff1217d19%ee6ba8s
= Type Payload: Hash (8)

Next payload: NONE / No Next Payload (0)

Payload length: 24

Hash DATA: 179b02472dd5601f1535e9d9f797fb2ddbeb373e

HEQ): SERNATTIZUFINATRKRNE, MIRATMNATRK, NFSLUDPIR IR
S1&28794500,

5-18 ;HEQ

Frame 7: 146 bytes on wire (1168 bits), 146 bytes captured (1168 bits)
Ethernet II, src: HuaweiTe_5f:5c:37 (00:e0:fc:5f:5c:37), Dst: HuaweiTe_b2:6c:33 (00:e0:fc:b2:6c:33)
Internet Protocol, Src: 10.10.1.1 (10.10.1.1 Dst: 2.1.1.1 (2.1.1.1

EHEHE

= User Datagram Protocol, Src Port: ipsec-nat-t (4500), Dst Port: ipsec-nat-t (4500)
Source port: ipsec-nat-t (4500)
Destination port: ipsec-nat-t (4500) UDPiRASTEA4500
Length: 112
7 Checksum: 0x07f2 [wvalidation disabled]
B [UDP Encapsulation of IPsec Packets
Non-ESP Marker

= Internet Security Association and Key Management Protocol

Initiator cookie: 7625a6bbb869d20d
responder cookie: e2c915a017f6980b
Next payload: NAT-D (draft-ietf-ipsec-nat-t-ike-01 to 03) (130)
version: 1.0
exchange type: aggressive (4)

# Flags: 0x01
Message ID: 0x00000000
Length: 100
Encrypted Data (72 bytes)

HEIUDPEIEEAIZISAKMPEE , LEAMENINT —/ N non-ESP marker ( J944MERO0RY=E
), LURIREEESPIR B XS,
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IPSec HFEAbEE
IKEV1BHER2BYSAINERT , RIMIASEEANATERLARNATEFHAITIEEH . UDP-
Encapsulated-tunnelflUDP-Encapsulated-transport, #IAS, BEAEIMAYESPIRIZ
YEEBRAUDPEIRE ( AHIMYCRSZIFNATER#, SRAREETERESPIRIL ) » UDPEIAESPIR
XEBY, i2Bnon-ESP marker=FEz, Z{UEHSPI, FIF0FT,

IKEv2 B NAT ZEineEg

IKEV2EINATSZ IS H, IKEMEAY ARG FINR 5 EIKE_SA_INITIHRAFIEINFE NN
i (ENIFONEEZE ) , —NBEE2EBAINAT_DETECTION_SOURCE_IP, #RriR&
FABIPHELE; B—MEE B INAT _DETECTION_DESTINATION_IP, #RRIEEF

BYIPHdLE
IKEV2AINAT RN i Id F2 40 B 5- 1907~

5-19 IKEv2 B9 NAT S#ihEidie (FE=Z$RIAIE )

EiHEH |
|
o !

R EE] sa |KE| Wi | W | N —I-

(2

*I—}:Ej{EE‘E s |EE| M| B | W

bescEs] mi] w [sa|msiftse—l—

| (4]
g st w0 |salrsdrer

—

HED. @ FIKEESHBARNNER, $— NSRS A IRAYIPHEIEAIR R
Hashfg, $-"N&{are S IKEXSEARIIPHEIANIROAIHash{E, M5 it EXFED
HashfE, Wit EAEMNHash{BREE, KRB MKESENATRNKEHE

SRR 01 (2019-12-10) IS © ERRABIRAT 69



IPSec I fEAME 5 Bz

5-20 21, @

Frame 3: 318 bytes on wire (2544 bits), 318 bytes captured (2544 bits)
Ethernet II, src: HuaweiTe_8f:42:72 (00:e0:fc:8f:42:72), Dst: HuaweiTe_f4:58:af (00:e0:fc:f4:58:af)
Internet Protocol, src: 10.10.1.1 (10.10.1.1), pst: 2.1.1.1 (2.1.1.1)
User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 6de9c7d5d9leoead
responder cookie: 0000000000000000
Next payload: Security Association (33)
versjon: 2.0
Exchange type: IKE_SA_INIT (34) |
® Flags: 0x08
Message ID: 0x00000000
Length: 276
& Type Payload: Security Association (33)
& Type Payload: Key Exchange (34)
& Type Payload: Nonce (40)
= Type Payload: Notify (41)
Next payload: nNotify (41)
0... .... = critical eit: Not critical
Payload length: 28
Protocol ID: IKE (1)
SPI Size: O
Notify Message Type: NAT_DETECTION_SOURCE_IP (16388) A
Notification DATA: a91076a0833012cff002ebel?34a090c01caf2dc AR PHIAHOHashiE
= Type Payload: Notify (41)
Next payload: vendor ID (43)
0... .... = Critical Bit: Not Critical
Payload length: 28
Protocol ID: IKE (1)
SPI Size: O
Notify Message e: NAT_DETECTION_DESTINATION_IP (16389) N
Notﬁgi’catﬁ ongDAgF:) 74e0f6a3388ac3boazbesddce0cddfdsebozdete | KERTSERTIpHIHNHashE
& Type Payload: Vendor ID (43) : Unknown Vendor ID

HEG). @: SERYIKE_SA_INITIS, MIRETMNATIRE, WELUDPIRIROSIEXI
4500,

5-21 jHEOB. @

Frame 5: 274 bytes on wire (2192 bits), 274 bytes captured (2192 bits)

Ethernet II, Src: HuaweiTe_Bf:42:72 (00:e0:fc:8f:42:72), Dst: HuaweiTe_f4:58:af (00:e0:fc:f4:58:af)
Internet Protocol, src: 10.10.1.1 (10.10.1.1), bst: 2.1.1.1 (2.1.1.1)

= User Datagram Protocol, Src Port: ipsec-nat-t (4500), Dst Port: ipsec-nat-t (4500)

EHHE

Source port: ipsec-nat-t (4500)
Destination port: ipsec-nat-t (4500) PR =35 4500
Length: 240
= Checksum: Oxelcf [validation disabled]
= uDP Encapsulation of IPsec Packets
Non-ESP_Marker
[ Internet Security Association and Key Management Protocol
Initiator cookie: 6d69c7d5d9166eal
rResponder cookie: 6eal2051779c403b
Next payload: Encrypted (46)
version: 2.0
Exchange type: IKE_AUTH (35)
# Flags: 0x08
Message ID: 0x00000001
Length: 228
= Type Payload: Encrypted (46)
Next payload: Notify (41)
0... .... = Critical Bit: Not Critical
pPayload Tength: 200
Initialization vector: 01cd2378
Encrypted Data

N\

P /RERFFIENATERHLINGE, A RERIEIKEMEAIO
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IKEthASSemfSE, ATl Tar<display ike sa, BEESARIIER. KFlagS#RD,
RD|STERRSACEEI I . HA, STRIRAimESAMEARS .

<Huawei> display ike sa
IKE SA information :

Conn-ID Peer VPN  Flag(s) Phase
16 2.1.1.1:4500 RD|ST v2:2
14 2.1.1.1:4500 RD|ST v2:1

Number of IKE SA : 2

RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT
HRT--HEARTBEAT LKG--LAST KNOWN GOOD SEQ NO. BCK--BACKED UP
M--ACTIVE S--STANDBY A--ALONE NEG--NEGOTIATING

5.1.2 IPSec &i&#EN B IR SR ERIES T

5.1.2.1 IPSec I3 L Rtz
IPSeciR 4L & imF2aNE5-22F o

5-22 |PSec IREE R IAE

ik

=== < =

R

Router®bIEimi2d, IPSecHIRMBRIFNAT. BBH. Z2HRZE, HAIFIENATER
XFIPSeciRIPRUR XL AHITAEE, IPSeciRIPAUIR X BEIE@ID ILACER RFN R 2 RESIXIX
N7 IPSecZEKIgHIIEO . BAERIT:
. Fl5XRouterfUiR S AREITEL B BINATHISSRS , BNIR B a0t hbS sl
2. BHERPUWREEAIKEXEAFAMBIEH (—RAMREFRA ) , BRENBEOR
N AT IPSecskBgAYIEO . R BILERH, IRCEHEEFR;, EREKHENTE
OAETED, IRWEIELEHFAIPSec IBER, LIAXF R AIX,
3. HEAIPSectEIRAYIR ST R B TEICHT 7 security aclfIE R T A BEMIRIP, BUEE
25
Fto
mERL:

ﬁﬂ?ﬁ%fﬂ‘ﬁﬂ’]ﬁ?&mumﬁﬁgmL/U:mu , REEHT— AT EERESHLEHIERME
IKE
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5.1.2.2 IPSec I1’EJ%HE

REEEWEZESPD ( Security Policy Database ) 21PSec SASIZEMIBIIR, BEN P
‘h éﬁzi&.&ﬁétﬁiﬂ%ﬂ L XEFHUERESADB ( Security Associations Database )
FF=ERUPSec SARIRRABIES L,

THEUASZEISVPNELAEEIE (REBEEREDR ) H6, XFIPSechI TIERIEHITIFH
B, B 5-23FF7~, Router1 I ZM*E, FRouter2iZLiz=/m185, Router3fy
SEM, PC1FIPC2o BN D SZAISESFAB M EN . ERouter1#1Router3 EEBE
IPSecR{FFPCIFIPC2ARTEMER .2 BRYE(S . #RIZFERouter1 GEO/0/2: %0
Router3 GEQ/0/2 2z [l 174E & AT 1TIPSechIZ{RIF o

5-23 IPSec VPN T {E[EiE

Router! GED/MOS2 Router2 GEN/O/2 Router3

1.1.1.1/24 . 2.1.1.1/24 GE0/0A
~~==""  GEDOM C GEOD/Z ~ ~~— _ 10.2.1.1/24
1.1.1.2/24 2.1.1.2/24 T
. -
PC_1 PC_2
10.1.1.254/24 10.2.1,254/24
IPsL % Pl %%
SPD J&L SPD ——
| Wi H (it EEBH T H s EEE
| (1011254 | 102.1.254 wiF ) (__10.1.1.254 10.2.1.254 fL‘FF ) -
E 3 [ = | e ESFT3 C‘“ @
psecu______J€)_______ eseuttan ___ @G _________ >
R |
| SFI E1E T T | | Pl H (i ZaE
| |_Oxaf24bGBb  10.2.1.254 Esp_ ) ! T . | (_OxafedbfBb ~  10.2.1.254 ESF__ ) |
| | Oxbf25bB7a  10.1.1.254 AH WHIKE} | Dxbi2Eb6Ta  10.1.1.254 AH |
"'—*—"I'S ¥ |
|| SPI_gapil Wik | @ | K | [ sPl “wepin Wik | ®e | BE |
| [Oxaf24b68> ESP | MDS | 1040 -~ )|, | oxafzabé8h ESP | MD5 | 1040 | - - [t
: Oxbf25b67a AH  [3DES [ 1010 | ---- l : Oxbf25b67a AH  [3DES| 1010 [ -~ - :
|_5&D__J[________________' ISAD ___ _ _ _____________ .
= | #IP% [ESP [P [ | O
{0 L IPSecks i {51k
e Routerl

a. PC1@M<Router1 &i%IPHZIZ ( BAIHEIEAPC2) o

b. Router1ZIiEHEIFEPCT, BRIMIERPC2RVIRN/E, BEEAIMHIZIPC2ER
TR,

c. Router&E#ZFIHEONGE0/0/2, FRBZIRIELATIHZEO,

d. RNERFLHEORE, AFHEONETIPSecER, RItTEEIHBITHIIR
HITICEE, WNREERIR SIS A IPSecE N BRIPHIEEER (BZACLE
X)), NILBERIRIETRYIPSeci {TIR S EI2E . BREBINTRARR:

i.  EHESPD, tRIERMAVE. BRtifEREXHRIHTIPSeckbIE ,
o ER “AiF” BRXFEH{TIPSechbiE,
o ER “EF" BIRNXAZTEH{TIPSechbIE,
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i.  RIERAIERIMIEEHSA

o HEHENOER, WHTEEC (FIARXT, BETHRESAH
SADBENEZR4&RL ) -

o ERBENEKRI, WARIKENE. hEkilE, WHRESE%EMK
SAFISAD,

iii. HRIESPITESADAIRZEFERIIPSec SA, IRIESARIZIRS IR STHTIN
. Hashflii,

e. THIRMGTREEIIRA, 1KBIKRAKA, LAITHZEONGE/0/2,
e Router2
IRIBIE AR AR .

e Router3

a. Router3g9GEQ/0/25WEIRY G, AWMBRILIZECRIIPHBLL, RIGELS
MILE ERNRFIRTIR SR IPSeciR X (IPHMYS: ESPA950; AHA51) , R3GH
ANIPSechMBIEHHTREZEIE . BASEBIIT:

i (|%k) BHSPD, XIPIRX (RINZERYBAN ) #H1TIPSecBIRE
EEENMZAHRIGEENE, WEFIRX .

i. MRIESPIFNIRABE R, ZEHNUSEHSADFISA, RIESAHNZ NS
HOHRSOHITRRTEE . IIEFNRSS

ii. (A% ) BSPD, XEZEEHIPIRSGHITIPSecERE .,
EREENMZRBNRSOHIT TN, NEFIRY .

b. IBNMRITIES, Router3ZAEAYMELL, AW EAUBUEFIAE HiZO2— W
B, TREEEIIARPER#RIT A, HiZOHGE0/0/1,

5.1.2.3 IPSec \W'SSREZENDH
YNE5-24Fr7<, RouterZ|8)IPSecli¥i& 2371 o

5-24 %15 IPSec tHME

GEO/DA {: IPSec Tunnel U GEOMOM
10.1.1.1/24 10.2.1.1/24

PCA ARTLALIZE 2.1.1.1/24 AR2 P2
10.1.1.254/24 i 10.2.1.254/24

CPU 4By
o HFIRYS REFECPURERESHIPSecVSHRE T
-  EEMTUE

— S EIR TR ERAYER KIR SR EHFRAMTU ( Maximum Transfer

Unit) , MTUX/NSIEOZEREX (FIRILLAMOFEEMTUR1500FT ) ,
HEMTURIX SRR EMTUR/\RIELARE . HEREARN R Ji#8idiE0
MTURY, IRESLEXINZERIRXEITH R, REBAX. BRusKE—
IPTE%H’\JFEE&J\H‘ BREELHITEH, REBHEE. PERERMTEEEE
CPUZEE .
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MIPSeciRMAIEIZEITIZERE, IPSecxTINBIRRIBIPIRN BIRETEE, BRET%E
HSIENNFRAIFE ( BHE—REIEINNTHESHENNYE X, BERE
5-5) . {RIRIPSecAMERIZFFIEFHESITR80FT, KF1420=F TR
ZIPSecEI B BIT1500F T, KIXFIHEEH TS H . BEIERTANRY
AZHEBT1420FZTBHAERT, CPURTEEIEERE, IPSecl'SHiAEEE
MERSEHREELMAKTRE,

& 5-5 thXFHEFEDIIE

171304 fEInRYFEE (F75)
TRE /356

ESP ESPIRSIGINAYFHEHER EFRRY NS
EREERRIEEEEX

AH 24

GRE 24

NAT-T 8

L2TP 12

PPPoE 8

IPSecfFiEET 20

TCP 8

- EZ[ETCP MSSfE

TCP MSS ( Max Segment Size ) 185 7 TCPRAIRNERIKE, (NRMSSEN
T EMTHERIRSIBKE ( MSS+TCPHRIZEL+IPHRSZEL+IPSeciR STk ) ATF4%
BEIMTUE, NEIRRNESWHS X, 9 RINZIESHEEZHCPUER
B, 9 REIRNHINZRZ RS HE EEE IR PIREICPURIR, HCPUR
IR Z, eiEHEIEIRIAIESE,
ERY, WFEEEEMA (FINHTTPEN BEMNE ) £35IPIRZAIDF
(Don't Fragment ) #RcfEABR, LABGLLTCPIRY 3 F . SN DFFRIC
WERER, MIEOMTUNFMSSHIE, IWIHEESEIFREEREIS HTCP
R MSRER -
o HTFEECHIFEEIECPURRSHIPSecIVSRE T

IPSec. DPI. UTM. KI5 EEFIEEIEEBFECPURIE, MBI FRBIPSec.

DPI. UTME&E4FIERTaIRESEINIPSecl ZipaEERRETIERIE R, BiERESH

KB R

IPSecE2M#E FInternetz ERYEIIMES, FrllinternetfE RS BHiZseNIPSecl 5%

RE. ATLUBIEERVPNER Internet@HRZ0E, HET Internet RE0RBIZE

FERRIRENTE] . InternetAl BEfZ AN T IaIER:

e InternetMEIAESHELHIAE. MEECINER . WNISHESZMEK,
WebIEEIlss . M ERISSRETE; MNENBESEERSHISRE.

. J‘éﬁ%iﬁi&%‘éﬂﬂ’ﬂ?ﬁﬁﬂﬁ?ﬂﬁ%ﬂ, SNUDPIRIL, =SHMINATEHiiAS TIKE
&
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o IZERXIPSeclVSSERAYIROHIT TERE, 40500, 4500, BE%JSOOI%EI
IKEtDFRIANIE, PREI45000m O SEINATE AR T IKEME A iE

5.2 Debugging {S2ikAH

@12 Debugging{E BN BIKENE IR A BRITFE, IPSectHMNE5-250 7R, HA
Router1 BIKEiHEA#CH, Router2 HIKEMEION TS o

5-25 |PSec éﬁm

IPSec Tunnel 0

W .

GEEI“D"E GEDNI: GEOOM
PC1 10 1 1 245 4:1.1.1.1/24 2.1.1.1/24 2510.1.2.1/24

10.1.1.2124 Rauleﬂ Router?

10.1.2.2/24

IKEV1 [itER 1 thEgidiE
it
IKEVINER1 i RE, EERBATRWERIR, BETARES.
1. RIS REHRE KER SR AISAR AR TE SR .

Sep 28 2017 21:05:59.550.3+08:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4686 IKE Packet Contents sent to 2.1.1.1 for message type Send_SA : f317d868
¢8f3069a 00000000 00000000 01100200 00000000 000000d0 0d00003c 00000001 00000001
00000030 01010001 00000028 00010000 80010007 800e0100 80020004 80030001 8004000e
800b0001 000c0004 00015180 0d000014 4a131c81 07035845 5¢5728f2 0e95452f 0d000014
90cb8091 3ebb696e 086381b5 ec427b1f 0d000014 4485152d 18b6bbcd Obe8a846 9579ddcc
0d000014 12f5f28c 457168a9 702d9fe2 74cc0100 0d000014 afcad713 68a1f1c9 6b8696fc 77570100
00000014 48554157 45492d49 4b457631 44534350

MRZ7S : BEWEIAR T RIERISARTE, FRETIKEREIRIN .

Sep 28 2017 21:23:39.960.14+00:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4930 IKE Packet Contents sent to 1.1.1.1 for message type Send_SA : f317d868
¢8f3069a 7396dfa0 3f8f51ac 01100200 00000000 00000028 0d00003c 00000001 00000001 00000030
01010001 00000028 00010000 80010007 800e0100 80020004 80030001 8004000e 800b0001
000c0004 00015180 0d000014 4a131c81 07035845 5¢5728f2 0e95452f 0d000014 12f5f28c 45716829
702d9fe2 74cc0100 0d000014 afcad713 68a1f1c9 6b8696fc 77570100 00000014 48554157 45492d49
4b457631 44534350

IKE_INFO 17:3513 Message from peer 1.1.1.1: validate payload SA

IKE_INFO 17:813 Message from peer 1.1.1.1: Parsing payload PROPOSAL

IKE_INFO 17:813 Message from peer 1.1.1.1: Parsing payload TRANSFORM

IKE_INFO 2:2924 Attribute ENCRYPTION_ALGORITHM value AES_CBC //INZE&Ei%x

IKE_INFO 2:2924 Attribute KEY_LENGTH value 256 //INZ&EEKE

IKE_INFO 2:2924 Attribute HASH_ALGORITHM value SHA2-256 /ANIEEE

IKE_INFO 2:2924 Attribute AUTHENTICATION_METHOD value PRE_SHARED //AAIEATE

IKE_INFO 2:2924 Attribute GROUP_DESCRIPTION value MODP_1024 //DHZZ$AZTHRSE]

IKE_INFO 2:2924 Attribute LIFE_TYPE value SECONDS

IKE_INFO 2:2924 Attribute LIFE_DURATION value 86400 //IKE SARY4AEZEIHR

2. MAR7S: EHREELERAIKERERIN, RIE—1SATE, RIBEZINEAIKER
R
Sep 28 2017 21:23:39.960.14+00:00 Huawei IKE/7/IKE_Debug:
IKE_PACKET 17:4930 IKE Packet Contents sent to 1.1.1.1 for message type Send_SA : f317d868

c8f3069a 7396dfa0 3f8f51ac 01100200 00000000 000000a8 0d00003c 00000001 00000001 00000030
01010001 00000028 00010000 80010007 800e0100 80020004 80030001 8004000e 800b0001
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000c0004 00015180 0d000014 4a131c81 07035845 5c5728f2 0e95452f 0d000014 12f5f28c 457168a9
702d9fe2 74cc0100 0d000014 afcad713 68a1f1c9 6b8696fc 77570100 00000014 48554157 45492d49
4b457631 44534350

KiETs: REINARTS ARIERIEIASASAT o

Sep 28 2017 21:05:59.640.3+08:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4508 IKE Packet Contents received from 2.1.1.1 for message type Recv_SA :
f317d868 c8f3069a 7396dfa0 3f8f51ac 01100200 00000000 000000a8 0d00003c 00000001 00000001
00000030 01010001 00000028 00010000 80010007 800e0100 80020004 80030001 8004000e
800b0001 000c0004 00015180 0d000014 4a131c81 07035845 5c5728f2 0e95452f 0d000014 12f5f28¢
457168a9 702d9fe2 74cc0100 0d000014 afcad713 68a1f1c9 6b8696fc 77570100 00000014 48554157
45492d49 4b457631 44534350

3. RighH: REIEEEHEMEERIKE_NONCESEISNINT , FARZIEDHATT
{EFIRRIRENLEL .

Sep 28 2017 21:05:59.640.17+08:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4686 IKE Packet Contents sent to 2.1.1.1 for message type Send_KE_NONCE :
f317d868 c8f3069a 7396dfa0 3f8f51ac 04100200 00000000 0000017c 0a000104 df472637 7fa66305
d2384b82 b84d4353 68def6ae c4268e3f 67c14e13 806ae6bc 5cc688d4 41a8432b dba680c6 ebda9743
122c7455 235060 48f48f12 c47ec9c7 ded96633 9243bf39 cfc0d4d1 17e€90213 6a5f63b8 8515d842
a0700a2e bdb99617 7415fecb c97729df 1da1f800 c5eb8a26 69ac9eb6 8f41b6ee ec7edeed ecc41809
472abea5 77535f28 c00a0b10 ad762132 f46b71f2 ac90f9c4 acb41a85 a7234845 03f436e6 504deb10
61563be5 7272b2d5 9114401a 423b18a4 f0d21ecd bbafc3a1 f28fe579 9341b6ac b21ce40a 97e546¢5
213947a6 85d7b0b0 4f1f417b 720277f4 823649ea 419f2e30 cab64b8ac 480f8793 9a145154 bfeba9ac
bc9eeb68 752bb8c8 14000014 ab3c6161 89aada4f ddd6d33d 36bdb605 14000024 45adbbf1
55321d99 5b9c9aaf ada3c518 eed6994c 3f45c4d2 696207

MACTS : R AT &IXRIKE_NONCER:TT o

Sep 28 2017 21:23:40.90.12+00:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4752 IKE Packet Contents received from 1.1.1.1 for message type
Recv_KE_NONCE : f317d868 c8f3069a 7396dfa0 3f8f51ac 04100200 00000000 0000017c 0a000104
df472637 7fa66305 d2384b82 b84d4353 68def6ae c4268e3f 67c14e13 806aebbc 5cc688d4 41a8432b
dba680c6 ebda9743 122c7455 f23506e0 48f48f12 c47ec9c7 ded96633 9243bf39 cfc0d4d1 1790213
6a5f63b8 8515d842 a0700a2e bdb99617 7415fecb ¢97729df 1da1f800 c5eb8a26 69ac9eb6 8f41bbee
ec7edeed ecc41809 472abea5 7753528 c00a0b10 ad762132 f46b71f2 ac90f9c4 acb41a85 a7234845
03f436e6 504deb10 61563be5 7272b2d5 9114401a 423b18a4 f0d21ecd bbafc3al f28fe579 9341b6ac
b21ced40a 97e546¢5 213947a6 85d7b0b0 4f1f417b 7202774 823649ea 419f2e30 cab64b8ac 4808793
92145154 bfeba9ac bc9eeb68 752bb8c8 14000014 ab3c6161 89aadadf ddd6d33d 36bdb605
14000024 45adbbf1 55321d99 5b9c9aaf ada3c518 eed6994c 3f45c4d2

4. MRS : AIEEREEAEMIEEMIKE_NONCERGA KIS, FARIEDHAT
{EFNIRAIRENLEL .

Sep 28 2017 21:23:40.130.5+00:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4930 IKE Packet Contents sent to 1.1.1.1 for message type Send_KE_NONCE :
f317d868 c8f3069a 7396dfa0 3f8f51ac 04100200 00000000 0000017c 0a000104 7e6d6a34 5c2d75ac
99191319 b70fa1f5 1ef90be5 dd9ce7a3 72212d62 3b2c72f2 63eb8814 d8cbc79d f36f7eca b2a48213
23a1fdd0 88f8d9d9 7ce43440 a575a8fa b7f53fb5 3eaaeadf 697a46¢7 c17b8485 862b8d10 5af8408c
4f956aff a9aa2ca7 97dc36ae 8531c1f6 Oce3bc6b b512598b 23310897 c2e7c175 5389cd01 4825232
5eac6d43 2a0cbd0d eaed4dde3 996bed59 d11e8c0c 31d5324b e832228d 7d3df4fa e117a789 3849¢861
681ec20e 627dbbdc e6b74a8b 82f19bd8 22bede35 8cbe07af 62b3bbc7 10c¢9ab38 5a6d6203 61586945
c6b436d6 d9c786¢c e54addc4 bf37ef88 d77786a8 af8986d2 25434234 acallcad 8822627 ae0b3154
1ba2939b dce25b94 14000014 ab4da180 3e475ced 49674378 13c48755 14000024 7610449
2e45250e cd0cb85f f02a5cc9 f76f4563 df2874b2 45411b

&ieTy: ERWERINE R TS A IXAIKE_NONCER T .

Sep 28 2017 21:05:59.800.6+08:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4508 IKE Packet Contents received from 2.1.1.1 for message type
Recv_KE_NONCE : f317d868 c8f3069a 7396dfa0 3f8f51ac 04100200 00000000 0000017c 02000104
7e6d6a34 5c2d75ac 99191319 b70fa1f5 1ef90be5 dd9ce7a3 72212d62 3b2c72f2 63eb8814 d8cbc79d
f36f7eca b2a48213 23a1fdd0 88f8d9d9 7ce43440 a575a8fa b7f53fb5 3eaaeadf 697a46¢7 c17b8485
862b8d10 5af8408c 4f956aff adaa2ca7 97dc36ae 8531¢1f6 Oce3bc6b b512598b 23310897 c2e7c175
5389cd01 4825f232 5eac6d43 2a0cbd0d eaed4dde3 996bed59 d11e8c0c 31d5324b e832228d 7d3df4fa
€117a789 3849¢861 681ec20e 627dbbdc e6b74a8b 82f19bd8 22bede35 8cbe07af 62b3bbc7 10c9ab38
5a6d6203 61586945 c6b436d6 d9c786cc e54a4dcd bf37ef88 d77786a8 af8986d2 25434234 acalilcad
88221627 ae0b3154 1ba2939b dce25b94 14000014 ab4da180 3e475ced 49674378 13c48755
14000024 76104f49 2e45250e cd0cb85f f02a5cc9 f76f4563 df2874b2

5. &K RETEABDIDFIGIEEIEHash{ZERYID_AUTHE SR 75 o
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Sep 28 2017 21:05:59.830.6+08:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4686 IKE Packet Contents sent to 2.1.1.1 for message type Send_ID_AUTH :
f317d868 c8f3069a 7396dfa0 3f8f51ac 05100200 00000000 0000004c 0800000c 01000000 01010101
00000024 3b69c54a d8478f81 bd61cf3d 9ee8bf59 32846302 a306e6e2 e3645724 9db520af

MRS : FEUE A EE TS A&IERTID_AUTHEE o

Sep 28 2017 21:23:40.210.9+00:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4752 IKE Packet Contents received from 1.1.1.1 for message type Recv_ID_AUTH :
f317d868 c8f3069a 7396dfa0 3f8f51ac 05100201 00000000 0000004c 0800000c 01000000 01010101
00000024 3b69c54a d8478f81 bd61cf3d 9ee8bf59 32846302 a306e6e2 e3645724 9db520af

6. MAITS: AETIEEBDIDFIEIEEIEHash{iEER9ID_AUTHE RIS &R -

Sep 28 2017 21:23:40.220.12+00:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4930 IKE Packet Contents sent to 1.1.1.1 for message type Send_ID_AUTH :
f317d868 c8f3069a 7396dfa0 3f8f51ac 05100200 00000000 0000004c 0800000c 01000000 02010101
00000024 ec4df8c8 6b4ec863 36b71e01 57857ef6 20ea5aec 3713bc3e 79867e66 3b489fbe

ARH: BREINNS &IXID_AUTHER

Sep 28 2017 21:05:59.890.15+08:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4508 IKE Packet Contents received from 2.1.1.1 for message type Recv_ID_AUTH :
f317d868 c8f3069a 7396dfa0 3f8f51ac 05100201 00000000 0000004c 0800000c 01000000 02010101
00000024 ec4df8c8 6b4ec863 36b71e01 57857ef6 20ea5aec 3713bc3e 79867e66 3b489fbe

FFEE
IKEVIFT R ihEidied, FEEARBEI=RER.

1. AR REIHEBIKERSRIN. ZEEMEEMNSHEERN
SA_KE_NONCE_ID_VIDE AR5 o

Sep 28 2017 21:21:03.960.11+08:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4686 IKE Packet Contents sent to 2.1.1.1 for message type
Send_SA_KE_NONCE_ID_VID : a1588ac6 a6a062d4 00000000 00000000 01100400 00000000
0000014 0400003c 00000001 00000001 00000030 01010001 00000028 00010000 80010007
800e0100 80020004 80030001 8004000e 800b0001 000c0004 00015180 0a000104 €932c0c6
ad23a42e 52150f0e ce602358 12b88390 eadec8d3 3b53063b c1e87f8c 1fa61767 f6b4e370 cac38dd7
0515a745 1d01dd83 6ba29a3a 3a9bdc2c 3b061c58 14ce8cab ae289fb4 70f10c3d 7f6d2b13 1e76eeeb
9110651 d6445cd4 1f48d7b4 84112da5 42cb440d dce58d57 6bc2030a 45fa4dd3 c1ec0853 9b66b104
0a87eaea b81aeab8 d0e8ff2e 8634a006 2beba703 4259d6ec fOb878aa 6349e8fa e8dc81ee f3b1f752
0fb99206 be7736d3 45c98c7c 2a092112 73efbc93 b7f778b6 1f07f98c 58261a12 99dae705 0374926a
0a3ae551 eab435fa 04fd2a9a 0a7626a0 1833473 8e7c1cdf 53f8c1b0 300adde1 c3e5780c 083e6

MR : 1R ARS S &IXEHISA_KE_NONCE_ID_VIDZfT, HERITIKEZ IR,

Sep 28 2017 21:38:44.370.5+00:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4752 IKE Packet Contents received from 1.1.1.1 for message type
Recv_SA_KE_NONCE_ID_VID : a1588ac6 a6a062d4 00000000 00000000 01100400 00000000
000001f4 0400003c 00000001 00000001 00000030 01010001 00000028 00010000 80010007
800e0100 80020004 80030001 8004000e 800b0001 000c0004 00015180 02000104 €932c0c6
ad23a42e 52150f0e ce602358 12b88390 eadec8d3 3b53063b c1e87f8c 1fa61767 f6b4e370 cac38dd7
0515a745 1d01dd83 6ba29a3a 3a9bdc2c 3b061c58 14ce8cab ae289fb4 70f10c3d 7f6d2b13 1e76eeeb
€9110651 d6445cd4 1f48d7b4 84112da5 42cb440d dce58d57 6bc2030a 45faddd3 c1ec0853 9b66b104
0a87eaea b81aea68 d0e8ff2e 86342006 2beba703 4259d6ec fOb878aa 6349e8fa e8dc81ee f3b1f752
0fb99206 be7736d3 45c98c7c 2a092112 73efbc93 b7f778b6 1f07f98c 58261a12 99dae705 0374926a
0a3ae551 eab435fa 04fd2a9a 0a7626a0 e1833473 8e7c1cdf 53f8c1b0 300adde1 c3e5780c

IKE_INFO 17:3513 Message from peer 1.1.1.1: validate payload SA

IKE_INFO 17:813 Message from peer 1.1.1.1: Parsing payload PROPOSAL

IKE_INFO 17:813 Message from peer 1.1.1.1: Parsing payload TRANSFORM

IKE_INFO 2:2924 Attribute ENCRYPTION_ALGORITHM value AES_CBC //INZ&E%

IKE_INFO 2:2924 Attribute KEY_LENGTH value 256 //IIZEEKE

IKE_INFO 2:2924 Attribute HASH_ALGORITHM value SHA2-256 /ANEEE

IKE_INFO 2:2924 Attribute AUTHENTICATION_METHOD value PRE_SHARED //AAESi%E

IKE_INFO 2:2924 Attribute GROUP_DESCRIPTION value MODP_1024 //DHZ$ERHEESH]

IKE_INFO 2:2924 Attribute LIFE_TYPE value SECONDS

IKE_INFO 2:2924 Attribute LIFE_DURATION value 86400 //IKE SARI4E7ZEEA

2. DI‘]F"Ti BEHRALENIKERSIRIN, KXIEFIKEZEIRIN .. BHEME
B. B {EEMITEEEENSA_KE_NONCE_ID_VID_NATD _AUTHEEE AR -

Sep 28 2017 21:38:44.420.6+00:00 Huawei IKE/7/IKE_Debug:
IKE_PACKET 17:4930 IKE Packet Contents sent to 1.1.1.1 for message type
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Send_SA_KE_NONCE_ID_VID_NATD_AUTH : a1588ac6 a6a062d4 60fd9a0c d0d75e72 01100400
00000000 00000238 0400003c 00000001 00000001 00000030 01010001 00000028 00010000
80010007 800e0100 80020004 80030001 8004000e 800b0001 000c0004 00015180 0a000104
a0bd8569 a2ec9c8e 66509d14 11cdf928 a165526e 6866be8e 846becb3 feOeaec Oeef08e4 4b3209b3
45e38d39 5e3c84b5 50025fa9 0352a987 f4b26ec5 49981fcd d07040cd 031f1829 460eaa77 8e3e69d6
b9dba239 889e2708 96f0473f de5867fe 6f5cal6b 00ab7133 4c864f03 aab59f1c 0e3f369c 7873985
c9862cea 0dda80d7 21451b5b 7cbea87e 7585dd89 2f6795e7 2c06ccOa a4846dal0 ced85686 75c51116
173fb7d8 8fe8f460 e66bedcc 67afd20f 90b15ba2 557f9fb6 c0929fc6 d8618b64 054bcdc9 b3e3762e
0d130bcb d1977450 3d64bdb9 cb2587b5 f87a97dc 561e78e4 876e0d45 b68a8cab 0b3ef91c ac3d

AT EKRIMA T &I1XAISA_KE_NONCE_ID_VID_NATD_AUTHEfT .

Sep 28 2017 21:21:04.100.10+08:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4508 IKE Packet Contents received from 2.1.1.1 for message type
Recv_SA_KE_NONCE_ID_VID_NATD_AUTH : a1588ac6 a6a062d4 60fd9a0c d0d75e72 01100400
00000000 00000238 0400003c 00000001 00000001 00000030 01010001 00000028 00010000
80010007 800e0100 80020004 80030001 8004000e 800b0001 000c0004 00015180 02000104
a0bd8569 a2ec9c8e 66509d14 11cdf928 a165526e 6866be8e 846becb3 feOe9aec Oeef08e4 4b3209b3
45e38d39 5e3c84b5 50025fa9 03522987 f4b26ec5 49981fcd d07040cd 031f1829 460eaa77 8e3e69d6
b9dba239 889e2708 96f0473f de5867fe 6f5cal6b 00ab7133 4c864f03 aab59f1c 0e3f369¢ 7873985
c9862cea 0dda80d7 21451b5b 7cbea87e 7585dd89 2f6795e7 2c06ccOa a4846dal ced85686 75¢51116
173fb7d8 8fe8f460 e66bedcc 67afd20f 90b15ba2 557f9fb6 c0929fc6 d8618b64 054bcdc9 b3e3762e
0d130bcb d1977450 3d64bdb9 cb2587b5 f87a97dc 561e78e4 876e0d45 b68a8cab 0b3ef91

3. KRR REIIEERIEEIEAINATD_AUTHERIZAIIN TS o

Sep 28 2017 21:21:04.140.3+08:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4686 IKE Packet Contents sent to 2.1.1.1 for message type Send_NATD_AUTH :
a1588ac6 a6a062d4 60fd9a0c d0d75e72 14100400 00000000 00000088 14000024 f4cc10b9 7b1188c7
€16262a0 a09d5ffb 081754a1 35112614 588dbea3 65fa8099 08000024 877f64e2 d1475aab 08081120
0d4ba079 cdb78f79 0a70b6b8 9385f12b 9de1c9ab 00000024 f74224a0 14d354e2 6a999f6b 626b158c
71d23e63 80cc8463 cbabeeae 51638100

MR TS : BWE AR ZXRINATD_AUTHE .

Sep 28 2017 21:38:44.540.13+00:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4752 IKE Packet Contents received from 1.1.1.1 for message type
Responder_recv_NATD_AUTH : a1588ac6 a6a062d4 60fd9a0c d0d75e72 14100401 00000000
00000088 14000024 f4cc10b9 7b1188c7 c16262a0 a09d5ffb 081754a1 35112614 588dbea3 65fa8099
08000024 877f64e2 d1475aab 08081f20 0d4ba079 cdb78f79 0a70b6b8 9385f12b 9de1c9ab 00000024
f74224a0 14d354e2 6a999f6b 626b158c 71d23e63 80cc8463 cbabeeae 51638100 00000000

IKEV1 [iTER 2 thidis
IKEVIFNBR2 DR, RAEI=&ER.

1. KRR REFTFEBIPSecZ IRV . BN EAIHASH_SA_NONCEZfar45
MR TS o

Sep 28 2017 21:21:04.160.5+08:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4686 IKE Packet Contents sent to 2.1.1.1 for message type

Send_HASH_SA_NONCE : a1588ac6 a6a062d4 60fd9a0c d0d75e72 08102000 2e398765 000000b8
01000024 a385a80b ae4d3d24 3e63ad1d c749c575 ec522e64 ed8d91ea 5fd1c0d3 52f00bd9 0a000044
00000001 00000001 00000038 01030401 00d7609a 0000002c 010c0000 80010001 00020004
00000e10 80010002 00020004 001c2000 80040001 80050005 80060080 05000014 65426071
2d47e2a9 045c83bd 21534540 05000010 04000000 0a010100 ffffffO0 00000010 04000000 02010200
ffffff00

MR : FWEIAEET ZIXAIHASH_SA_NONCEZH T, FHAEHTIPSecZ 2RI .

Sep 28 2017 21:38:44.600.3+00:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4752 IKE Packet Contents received from 1.1.1.1 for message type
Recv_HASH_SA_NONCE : a1588ac6 a6a062d4 60fd9a0c d0d75e72 08102001 2e398765 000000b8
01000024 a385a80b ae4d3d24 3e63ad1d c749c¢575 ec522e64 ed8d91ea 5fd1c0d3 52f00bd9 02000044
00000001 00000001 00000038 01030401 00d7609a 0000002c 010c0000 80010001 00020004
00000e10 80010002 00020004 001c2000 80040001 80050005 80060080 05000014 65426071
2d47e2a9 045¢83bd 21534540 05000010 04000000 02010100 ffffff00 00000010 04000000 0a010200
ffffff00 00000000

IKE_INFO 17:2267

Proposal No: 1

Protocol ID: IPSEC_ESP //Z2 &ty ZEEY

IKE_INFO 2:1997 ENCRYPTION ALGORITHM: AES //INZ&i%
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IKE_INFO 2:2924 Attribute SA_LIFE_TYPE value SECONDS

IKE_INFO 2:2924 Attribute SA_LIFE_DURATION value 3600 //LABS/EIREFERIIPSec SARIETZEIRA
IKE_INFO 2:2924 Attribute SA_LIFE_TYPE value KILOBYTES

IKE_INFO 2:2924 Attribute SA_LIFE_DURATION value 1843200 //LUREREERIIPSec SARIETFEIRR
IKE_INFO 2:2924 Attribute ENCAPSULATION_MODE value TUNNEL //Zf%t8

IKE_INFO 2:2924 Attribute AUTHENTICATION_ALGORITHM value SHA 256 //AAIEEE

IKE_INFO 2:2924 Attribute KEY_LENGTH value 256 //INZ&EEKE

2. NMORZTs: BHREELERIPSecE RN, RIXFIERIPSecZ LRI . BIEEH
ISIFEIEAYHASH_SA NONCEZ a8 &2 -

Sep 28 2017 21:38:44.630.10+00:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4930 IKE Packet Contents sent to 1.1.1.1 for message type
Send_HASH_SA_NONCE : a1588ac6 a6a062d4 60fd9a0c d0d75e72 08102000 2e398765 000000b8
01000024 4ae6231b 8ecc7d32 6b652050 1287c765 9ad89eda 31a9cObc e0047c96 b7d0bf7f 0a000044
00000001 00000001 00000038 01030401 00cd88b8 0000002c 010c0000 80010001 00020004
00000e10 80010002 00020004 001c2000 80040001 80050005 80060080 05000014 89e510df
9582036a db91abe2 1dd56bca 05000010 04000000 0a010100 ffffff00 00000010 04000000 02010200
ffffffo0

ey EWERINGR TS & IERIHASH_SA_NONCEE T .

Sep 28 2017 21:21:04.310.2+08:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4508 IKE Packet Contents received from 2.1.1.1 for message type
Recv_HASH_SA_NONCE : a1588ac6 a6a062d4 60fd9a0c d0d75e72 08102001 2e398765 000000b8
01000024 4ae6231b 8ecc7d32 6b652050 1287c765 9ad89eda 31a9cObc e0047¢96 b7d0bf7f 02000044
00000001 00000001 00000038 01030401 00cd88b8 0000002c 010c0000 80010001 00020004
00000e10 80010002 00020004 001c2000 80040001 80050005 80060080 05000014 89e510df
9582036a db91abe2 1dd56bca 05000010 04000000 02010100 ffffff00 00000010 04000000 0a010200
ffffff00 00000000

3. kith: AXHEARITEIENHASHETAIMNT .

Sep 28 2017 21:21:04.330.5+08:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4686 IKE Packet Contents sent to 2.1.1.1 for message type Send_HASH : a1588ac6
a6a062d4 60fd9a0c d0d75e72 08102000 2e398765 00000040 00000024 fa2b29f7 22f0d27f 25e9e1e1
9c46fbdb d57ebeff 53d7317e 3baaaeea 047189e2

MRS : FEUE A S TS AIERIHASHE T o

Sep 28 2017 21:38:44.720.11+00:00 Huawei IKE/7/IKE_Debug:

IKE_PACKET 17:4752 IKE Packet Contents received from 1.1.1.1 for message type Recv_HASH :
a1588ac6 a6a062d4 60fd9a0c d0d75e72 08102001 2e398765 00000040 00000024 fa2b29f7 22f0d27f
25e%e1e1 9c46fbdb d57ebeff 53d7317e 3baaaeea 047189e2 00000000 00000000 00000000

IKEv2 fiBnd iz

KHIKEV2IESZ 2B RV IKEVI T IEE B IIZ . BRI —XFIPSec SA, IKEV1EE
BEBHEIMNMER: “FEL +HRFER” oiE ‘FRER + RRER” , siEEVE

BXHOKHE, REBEDTESREE . MIKEV2IEREERFERIRZMILAZEHER
ATLASS R —XTIPSec SARISENZ , UNRERFEIIAYIPSec SAKF—XIRT, H—XJIPSec SA
REBEIMEINTRBIEEF AR, iR 25EE AT LATER -

1. ?EH: KIEFIRBIKER SR . BIPEREEFIIEEUREAISA_INITE 4500
N5 o

Sep 28 2017 21:25:09.790.14+08:00 Huawei IKE/7/IKE_Debug:
IKE_INFO 47:6660 IKEv2 Exch Type: SA_INIT

Sep 28 2017 21:25:09.800.2+08:00 Huawei IKE/7/IKE_Debug:
IKE_INFO 47:6570 Sent Msg: SA | KE | NONCE | NOTIFY | NOTIFY | V_ID | V_ID |

MRz FS : BEWEIARE S &IERISA_INITEE, HEETIKEZ SR

Sep 28 2017 21:42:50.180.10+00:00 Huawei IKE/7/IKE_Debug:
IKE_INFO 47:6733 IKEv2 Exch Type: SA_INIT

Sep 28 2017 21:42:50.180.1+00:00 Huawei IKE/7/IKE_Debug:

IKE_INFO 47:6636 Recv Msg: SA | KE | NONCE | NOTIFY | NOTIFY | V_ID | V_ID |
IKE_INFO 47:2699 Number of proposal : 1

IKE_INFO 47:2868
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Proposal No 1:

Protocol ID: ISAKMP

IKE_INFO 47:2521 ENCRYPTION ALGORITHM: AES_256 //INZ &%
IKE_INFO 47:2274 INTEGRITY ALGORITHM: SHA_256 //INZE&E%
IKE_INFO 47:2243 PRF ALGORITHM: SHA2_256 //{}FENLEF=4ERERIEL
IKE_INFO 47:2308 GROUP_TYPE: MODP_1024 //DHZE{HAIRESH

MRS : EFERTLERIIKER IR, REFRBIKEZERN . BHEER

TEEIRRISA_INITE A & FETS
Sep 28 2017 21:42:50.190.9+00:00 Huawei IKE/7/IKE_Debug:
IKE_INFO 47:6774 IKEv2 Exch Type: SA_INIT

Sep 28 2017 21:42:50.190.11+00:00 Huawei IKE/7/IKE_Debug:
IKE_INFO 47:6684 Sent Msg: SA | KE | NONCE | NOTIFY | NOTIFY | V_ID | V_ID |

AR BRI A&IXEISA_INITESTE,

Sep 28 2017 21:25:09.870.13+08:00 Huawei IKE/7/IKE_Debug:
IKE_INFO 47:6619 IKEv2 Exch Type: SA_INIT

Sep 28 2017 21:25:09.870.14+08:00 Huawei IKE/7/IKE_Debug:
IKE_INFO 47:6522 Recv Msg: SA | KE | NONCE | NOTIFY | NOTIFY | V_ID | V_ID |

KEEH: REITERGIPSecZ IRV B EEFIEIEEIEAYIKE_AUTHE 451G

K73

Sep 28 2017 21:25:09.920.5+08:00 Huawei IKE/7/IKE_Debug:
IKE_INFO 47:6660 IKEv2 Exch Type: IKE_AUTH

Sep 28 2017 21:25:09.920.7+08:00 Huawei IKE/7/IKE_Debug:
IKE_INFO 47:6570 Sent Msg: NOTIFY | NOTIFY | ID_I | AUTH | SA | TS_I | TSR |

MRz FS : EWEIARE S RIERIIKE_AUTH, FHEEHTIPSecZ 1IN

Sep 28 2017 21:42:50.330.1+00:00 Huawei IKE/7/IKE_Debug:
IKE_INFO 47:6733 IKEv2 Exch Type: IKE_AUTH

Sep 28 2017 21:42:50.330.2+00:00 Huawei IKE/7/IKE_Debug:

IKE_INFO 47:6636 Recv Msg: NOTIFY | NOTIFY | ID_I | AUTH | SA | TS_I | TS_R |
IKE_INFO 47:2699 Number of proposal : 1

IKE_INFO 47:2868

Proposal No 1:

Protocol ID: IPSEC_ESP //ZetiyERY

IKE_INFO 47:2521 ENCRYPTION ALGORITHM: AES_256 //INZ&Ei%

IKE_INFO 47:2282 AUTHENTICATION ALGORITHM: SHA_256 //i)\ift%%

MR : BIRERICITERIIPSecZEIRIN, KIXFIEFIPSecZ &N .. BMEEHM

FEERYIKE_ AUTHE RIS &2 -

Sep 28 2017 21:42:50.360.9+00:00 Huawei IKE/7/IKE_Debug:
IKE_INFO 47:6774 IKEv2 Exch Type: IKE_AUTH

Sep 28 2017 21:42:50.360.11+00:00 Huawei IKE/7/IKE_Debug:
IKE_INFO 47:6684 Sent Msg: NOTIFY | NOTIFY | ID_R | AUTH | SA | TS_I | TS_R |

KR BRI S &IXEIIKE_AUTHE .
Sep 28 2017 21:25:10.50.10+08:00 Huawei IKE/7/IKE_Debug:
IKE_INFO 47:6619 IKEv2 Exch Type: IKE_AUTH

Sep 28 2017 21:25:10.50.11+08:00 Huawei IKE/7/IKE_Debug:
IKE_INFO 47:6522 Recv Msg: NOTIFY | NOTIFY | ID_R | AUTH | SA | TS_I | TS R |

RS Debugging EERALIEEIN

apEZEDebugging(E B R AR I ANZFRS-6 7 o

S5k 01 (2019-12-10) WRIERE © HERRARBIRAT

80



IPSec tFELMTE 5 B
7= 5-6 EIHESE Debugging 52
Debuggingfs | i#ik QbTEERIN

o

Message from

KEWFFRTES: RISEEN

FiHAYIKERZ S

configuration
not found for
peer "peer-ip"

peer peer-jp. | NO_PROPOSAL_CHOSENHAYE4N . RINA—EH,
GOt NOTIFY | heeripigIKEXT 4R IPHELLL o SR

of type

NO_PROPOSA

L_CHOSEN

Message from | REXIHFARRIBER: KEXREH FIRAYFIH =
peer peer-ip. | PAYLOAD_MALFORMERYIEH] . ZHA—,
Got NOTIFY peer-/p}aIKES(ETéMSIPﬂﬂiJJ:o 1%?%?0

of type

PAYLOAD_MA

LFORMED

Message from | SEEXFFRYER : BRE PRiRATTHL S
peer peer-ip. | fremIs sy RIGORT F— ME BT EATH,
Invalid Next BHEE,
Payload of peer-iprEIKEXFE{ARIPHbLLE

Type 60 in

Payload Type

5

Message from | SREXIFARIES: BT EMEES PRiRATTHL =
peer peer-ip. | INVALID_PAYLOAD_TYPEMEZHE. BEAR—EL,
dropping peer-iptgIKESTE{RIPHELIL . EHFE .
Message due

to notification

type

INVALID_PAYL

OAD_TYPE

Phase 1 FER13M%: XHEAECERILEIXIE A peer-ip. ANiHY
Exchange: ike eer-ittSIKE: IPHELE remote-
peer peer-ipis = addresstic &S

%, BHE.

ERROR -
Received
remote-
name(remote
-name) does
not match
with peer
remote-
name(remote
-Name)

EWEIAIremote-name5peer remote-namef

PLEc,

remote-name: YFiEEZFR

Zigremote-id
55X im &2 fRA
—%, 15HE
B,
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Message from | REXFARGER: KBRS FRiRAIACLIT

peer peer-ip.
Got NOTIFY
of type
INVALID_ID_|
NFORMATIO
N

INVALID_ID_INFORMATIONAYEXD
peer-iptg\KEXFE{RIPHELLE

WARIEES, 15
HE.

Message from

KEXMFHRRTER: BT @RS

FRiEHYIPSec®

peer peer-ip. | NO_PROPOSAL_CHOSENTIEZER . 1R ELPFS
dropping eer-iptEIKEXTEE{ARIPHbiL HET—H,
Message due peer-ipis = BHEE.
to notification
type
NO_PROPOSA
L_ CHOSEN
Authenticatio | JIEARINELRM . MimRAIFAE=
n failed for — s A,
eer-ipg | KEXT IPiBiIE
the peer peer- peer-ipis = BHEE.
ip
Unable to ToiEARTERILEIPSecEREE . —imAECE
find IPSEC ) remote-
eer-ipg | KEXT IPItIE
Policy for peer-ipis o address, i5HF
peer peer-ip =
ERROR - Peer | ¥3Z{Aremote-nameAILHL ZKigremote-id
remote- remote-name: SHHZTR o SXIHEFTA
name(remote —5, 1BHE
-name) does &,
not match
with
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lkev1 error- IKEV1/IKEV2IH BRI EE . BIRIEIKEIDES
info o peer-address: STE(KRIPHbL, %Mgg%mﬁ
record (peer B THEE:
address: peer- | ® error-reason: |KEWEEIMIRE . e phasel
address, error | e [list-number: [F5 proposal
reason: error- mismatch
reason,list . PRURIKE
number: l/st- LIRS
number) b= G N Ui
!k?vz error- e phase2
info proposal
record(peer mismatch
address: peer- .
address, error IIPSecfié
reason: error- BIVSHR
reason,list PTED
number: (/st- °
number e responder
dh
mismatch
: IRz HY
DHEER
PLfic,

e initiator dh
mismatch
.- F =Yl x|
DHEER
PLie,

e encapsulati
on mode
mismatch
D HEELR
N UTTA

o flow
mismatch
. iR
Security
ACLANPT
T8

e version
mismatch
. PRURIKE
RAS AT
Fco

e peer
address
mismatch
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IKE Peerith
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config ID
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remote-id
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mismatch
: FRIwAIHD
AR AT
Fco
authentica
tion fail:
iRt =
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o

unsupporte
d version:
RZIER
IKERRZA

Do

malformed
payload:
RETFZ &R e
FiRFIH=
BEAA—
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route

limit: IR
ENRIEB
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https://support.huawei.com/hedex/hdx.do?docid=EDOC1100087046&id=ZH-CN_TASK_0176374214&lang=zh
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