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1.  

Ḥ AD֟ ᵬҹҒҙ ט֜ ̆ ҹ ᶫ Ҭ

ȁ ȁ Ⱶ ῃ ᵝ ‗ Ȃ ᴨ ȁ

ⱴ ץ ̆ ҩ Ҭ ȁ ץ Ⱶ

̆ ↕ № Ҭ ȁ ץ Ⱶ

̆ № ̆ᶏ Ҭ ȁ Ⱶ ⌠ᾟ№ ≠

ȂҌֽ ᵣ ⱬ̆ ῒ ̆ ℗ ᵣ

̆ ᵞ IT Ȃ Ҋ Ȃ 

 

1.1. AD֟  ׃

ᴰ ҹ ᶫԅѿ ᴇ Ҍ ̆ Ⱶ

̆ Ȃ ҍט֜ ̆

҉̆ ⱴԅ ᴨ ⱳ ץ̆ ꜛ ԍ

Ҭ ҍ֜ט Ⱶ Ȃ ט֜ ̆ Ҍֽ ѿ

ῒҙⱵ ҍ ῃ ̆ Ҭ ̆ӂ

Ҭ  Ȃל
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1.1.1. 

Ғ

 

Ⱶ ᾢ ⇔ ₮ ץ ‗ ̆ᶛ ѿ

Web ט֜ Ⱶ ӊ № Ȃ ∆ DNS ̆

ᵖ ῒ Ȃ ҉₮ ԅ ⱳ ̆ № ῀

̆ ֓ ꜚ ⌠ Ⱶ Ȃ Ҋ Ȃ 

 

ҹԅ ̆ ѿ ̆ ∆ Ҭԍ

῀ ̆ᶛ ꜚ ≢ Ⱶ ᵬ ץ Ḡ ᵬҌᴪ

ҡ ᴪ Ḡ ⱳ Ȃ ̆ ԅ ̆ ԍῒז ̆

Ⱶ ̆ ᶃ ᶛ Ḃ SSL Ȃ 

̆῏ ⌠ԅ₮ Ȃ ҉Ҍ ₮ѿ ↓ ⱳ ̆ ץ

ҙⱵט֜ Ȃ⇔ Ӟ׆Ғ ԍ ̆

⌠ԅҙⱵ ᴨ ῃ ̆ Ӟ ѿҩ׆ ֟

⌠ ט֜ ѿҩ ȁ Ⱶ ȁҙⱵ ӂ ῃ ῃ ᵝ Ȃ 
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ט֜ .1.1.2  

ᾢ ֟ט֜ ̂AD̃ ꜛ ԍ ׂ ט֜

Ȃ ̆ᵄ ᴑҙ ҙⱵץ ֟ⱬҹ ̆ ԍ

̆ Ӟ ԅ Ⱶ ̂SOA ȁ̃Web2.0 ׂԐ

Ȃ 

ԍ ҙⱵ ̆ ֟ט֜ ᶫԅѿ ↓ⱳ ץ ט

Ȃ ҙⱵ ӄ ȁ ᵣ ȁ Ҭ ҩ ̆

֟ט֜ ԇץᴨ Ȃ ̆ ֟ט֜ ꜛ⁞ Ⱶ

̆ ᶫ └ └ꜛⱬԍ Ҭ ̆ ᵞ Ҭ ᶫ ‛

̆ᶏ ҙⱵ ⁫ȁ ȁ Ḡ  Ȃל

1.2. ȁ ט֜  

֟ט֜ ᶫ ү ᴨ ⱳ ̆ ץ ҙⱵ ҍ ῃ

̆ᵖ ῤ ᶏ Ҭ ᴰץ Ȃ Ҭ ӂ

ҩ֒ ̆ ҉ҙⱵ Ⱶ ₮ ט֜ ̆

ҙⱵ Ⱶ Ӟ ҳ Ȃҍ ̆

ῤ ѿ ̆ ᵣ

ᴨ Ȃ ӊ̆ ט֜ ᴨ ̆ Ҭᴪ ⱴ

€ ₮ ̆ ѿ Ȃ 

ט֜ ׂ № ̆ ֟ ӊ ҉ ̆

ᶷ Ҍ ̕ Ҭ ̆ ̆ Ẓ ԍ ῃ̕ Ḥ

ⱬԍ ᶫ ȁ ט֜ ‗ ̆ ᴧ ⱳ Ҭ ᵣ ԅ Ḥ ԍ

Ҍ ȁҌ ┴ ̆ ₮ҙ ֟

̆ ᵣ ̆ ҙⱵ ԈⱬȂ 

1.3. AD῏  

1.3.1.  

Ḥ AD ט֜ ȁDNS ף DNS ̆

ȁⱴ ȁ ȁꜚ ̆ ‗ Ҭ №

̆ᾟ№ ≠ ̆ ᴑԊҙ ᵝ Ḥ ̕ ғ

ҹ № ᶃ Ḥ ᶏ̆ ᶃ ᵣ Ȃ ̆ Ḥ AD ֜
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ט ≠ ẫ ᴪ Ḡ ̆ ԅ Ҭ ’Ҋׅ

ץ ᶫ ⱬ̆ᾟ№≠ ԅ Ḡ ̆ᶏ ԍ

⌠ԅ ῃ Ȃ 

1.3.1.1. ₮  

ῤ ԑ ̆ Ḥ AD ⌠ ̆ ᾢ

№ ⌠Ҍ ԑ ӊ҉̆ ₮ ̆

ԑ ≠ Ȃ Ҋ Ȃ 

 

1.3.1.2. ῀  

ῤ ̆ Ḥ AD DNS ѿҩ ҩ

Ὲ ̆ Ҍ ̕ Ḥ AD Ҍ

ҹҌ ᶃ ̆ ῀

Ȃ Ҋ Ȃ 
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1.3.1.3.  

Ḥ AD Ҋ ̆ № ̆

ҩ ᶏ ↕Ȃ 

1.  

└̇ ȁ IP ᴆ̆ ҉

≢̆ № ̂ № 1̆ №

2̃̆ ≠ Ȃ 

̇ ԑ ̆ Ҍ Ȃ 

2.  

└̇ῤ Ḥ ̆ ̆

̆ ⱳ Ȃ 

̇ ԑ ̆ῒҬѿ ԍ Ȃ 

3. ̂Round Robiñ 

└̇ ѿҩ ↓ Ҭ̆ ᶭ ↓ҬҊѿҩ

IP Ȃ 
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̇ ѿ ԑ ̆ Ӟ Ȃ 

4. ⱴ ̂Weighted Least Traffic̃ 

└̇ Ԋᾢҹ ṿ̆ ᶏ

ҍ ṿ ᶛ̆ № ⌠ ╠ ᶛ ҉Ȃ 

̇ ԑ ̆ ғ ӊ Ȃ 

5. ̂Static Proximitỹ 

└̇ ᾢҹ ҩ ӈ ᶃ ̆ ῤ

ῃ IP ∞ IP ԍ ҩԑ ̆ ISP Ȃ 

̇ Ҍ ԑ ̆ҙⱵ ҹ῀ Ȃ 

6. ꜚ ̂Dynamic Proximitỹ 

└̇ ̆ ᴰ ̆‰

₮ ᶃ Ȃ 

̇ Ҍ ԑ ̆ҙⱵ ҹ₮ Ȃ 

7. ᶛ̂Bandwidth Ratiõ 

└̇ ԍ ԑ Ҍѿ̆ ҹ ᵬ

ҹ ṿ̕ ҩ ᶛ̂ ṿ̃̆ № ⌠ ҉Ȃ 

̇ ѿ ԑ ̆ᵖ ӊ Ȃ 

8. ̂Hashing̃ 

└̇ ԍLOCAL DNS IP ̆ Ҍ ⌠Ҍ

ӊ҉Ȃ 

̇ ԑ ̆ Ḡ ѿҩ № ⌠ ѿ Ȃ 

9. Һ ̂Primary / Secondarỹ 

└̇ ҹץ Һ ̆ Һ ₮ ̆ ᴪ

ӊ҉Ȃ 

̇ ԑ ̆ ҙⱵ ӄ Ȃ 

10. ҩ ̂First Availablẽ 

└̇ ῃ ѿ ӊ҉Ȃ 

̇ ԑ ̆ ҙⱵ Ȃ 
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1.3.1.4. ẫ  

Ḥ AD ҩInternet ̆ ῍ ∞ ѿ ’Ȃᶛ ̆

Ḥ www.sina.com.cnȁwww.sohu.comץ www.qq.com TCP 80 ̆

Ạľ Ŀ Ȃ ̆ ῒҬѿҩ ̆ Ȃ

ᾧԅICMP ̆Ӟ ᾧԅ ѿ Ȃ 

1.3.2. Ⱶ  

Ⱶ └̆ Ḥ AD ט֜ Ⱶ ҙⱵ

Ⱶ ̆ ѿҩ ⱵIPȂ ⌠ ֜

ט Ṝ̆ ᾢ ԍ ȁ҂ ̆

ҩ № ⌠ Ⱶ ׆̆ ≠ Ⱶ ȂҌֽ ⁞

ᴆ ’Ҋ ‗ Ⱶ ̆ Ḃ ̆ҹ

ᶫ Ḡ Ȃ 

Ⱶ ẫ ’ ῃ ̆ Ḥ AD ט֜

Ⱶ ̆ ℗ ⌠ῒז Ⱶ ̆ Ⱶ ӊ ΌᵩȂ

׆ Ḡ ῏ ̆Ҍᴪ ԍ Ⱶ ̆

Ҭ Ȃ 

IPv4 ץ̆ IPv6 ῃ ̆

IPv6 Ȃҹԅ ̆ל Ḥ AD ט֜ Ҍֽ IPv4

̆Ӟ ԍIPv6 L4/L7 Ⱶ ץ̆

IPv6 Ⱶ Ȃ Ҋ Ȃ 
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1.3.2.1. NAT L4 Ⱶ  

1.  

Ḥ AD ԍ IP ȁ ῤ Ȃ

ҹҌץ № Ҍ Ⱶ Ȃ ԍ

Ҍ ҉ ̆  TCPȁUDPȁIPȁDNSȁE-mailȁFTPȁHTTPȁRADIUS

Ȃ L4 Ⱶ Ҭ ĂD Ⱶ ̆

ҍ Ⱶ ӊ TCP ̆ AD ᵌԍѿ

Ȃ NAT Ҋ ĂD ̆ᾢ IP ̆Ῥ

Ⱶ Ȃ 

2. ᵬ  

NAT L4 Ⱶ ᵬ Ҋ Ȃ 
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1 NAT L4 Ⱶ  

  

1 Ⱶ ̆ IPҹ  IPȁ IPҹ Ⱶ IPȂ 

2 
Ḥ AD ⌠ ̆ ᾢ ӈ ∞ ₮

№ Ⱶ Ȃ 

3 
Ḥ AD ᶏ DNAT № ̆ IPҹ  IPȁ IP

ҹ Ⱶ  IPȂ 

4 
Ⱶ ⌠ ̆ ̆ IPҹ Ⱶ  IPȁ IP

ҹ  IPȂ 

5 
Ḥ AD ̆ IP Ῥ ̆ IPҹ

Ⱶ IPȁ IPҹ  IPȂ 

 

1.3.2.2. DR L4 Ⱶ  

1.  

DR̂Direct Routing̃ ҹ҈ ᴰ ̆ Ҋ Ⱶ ̆

Ⱶ ҉ ⱵIPȂAD № Ҍ

IP ̆ MAC ҹ Ⱶ MAC Ῥ̆ Ⱶ

̆ Ⱶ ᴪ ֜ Ȃ ԍ Ⱶ AD

׆̆ ⁞ ԅAD ⱬ̆ ᾧԅ ҩҙⱵ Ȃ 

2. ᵬ  

DR L4 Ⱶ ᵬ Ҋ Ȃ 
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2 DR L4 Ⱶ  

  

1 Ⱶ ̆ IPҹ  IPȁ IPҹ Ⱶ IPȂ 

2 ֜ Ḥ AD Ȃ 

3 
Ḥ AD ⌠ ̆ ᾢ ӈ ∞ ₮

№ Ⱶ Ȃ 

4 
Ḥ AD Ⱶ № ̆ IPҹ  IPȁ IPҹ

Ⱶ IP̆ MACҹ Ⱶ MACȂ 

5 
Ⱶ ⌠ ̆ ̆ IPҹ Ⱶ IPȁ

IPҹ  IPȂ 

6 ֜ ̆ Ȃ 

 

1.3.2.3. L7 Ⱶ  

1.  

ԍ҂ ῤ └̆ᶏ ץ ῤ ֜ № Ⱶ ̆

ץ ᾝ ҩ ̆ҙⱵ № Ȃᶛ ̆ ԍURIȁ

HOSTȁCOOKIEȁUSER_AGENT HTTP ῤ Ⱶ ̆

HTTP Ώ Ώ̆ ҡ ᵬ̆ Ҍ

ҙⱵ ӊ ֜ԑ ꜚȂ L7 Ⱶ Ҭ̆AD ᾢҍ

TCP ̆ ⌠ ӊ ̆Ῥ Ҭ ῤ

Ⱶ ҍӊ TCP ̆ AD ᵌԍѿ ף Ⱶ Ȃ 

2. ᵬ  
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L7 Ⱶ ᵬ Ҋ Ȃ 

 

3 L7 Ⱶ  

  

1 
Ḥ AD TCP ̆ IPҹ  IPȁ IPҹ

Ⱶ IPȂ 

2 ҍ Ḥ AD ӊ TCP Ȃ 

3 Ⱶ ̆ IPҹ  IPȁ IPҹ Ⱶ IPȂ 

4 
Ḥ AD ⌠ ̆ Ⱶ ̆ ∞

₮ № Ⱶ ̆ Ȃ 

5 
Ḥ AD Ⱶ TCP ̆ῒ SYN ↓ ҹ SYN ↓

̆ IPҹ  IPȁ IPҹ Ⱶ IPȂ 

6 Ḥ AD ҍ Ⱶ ӊ TCP Ȃ 

7 
Ḥ AD ḱ Ҭ IP TCP ↓ ̆

Ⱶ Ȃ 

8 
Ⱶ ⌠ ̆ ̆ IPҹ Ⱶ IPȁ IP

ҹ IPȂ 

9 
Ḥ AD ḱ IP TCP ↓ ̆ ̆

IPҹ Ⱶ IPȁ IPҹ IPȂ 
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1.3.2.4. Ⱶ  

Ḥ AD № ⌠ ҩ Ⱶ ̆Ҍֽᾟ

№≠ Ⱶ ̆ ғ ҩ Ⱶ ᴋⱵ̆׆

ᾧ Ⱶ ᴋⱵľҌ Ŀ Ȃ 

1.3.2.5. ᴪ Ḡ └ 

Ḥ AD ᴪ Ḡ ̆ ҹץ ҉ Ⱶ ̆

̕ ѿ ⁞ץ ̆ ꜛԍ⁞

Ȃ 

1.3.2.6. Ⱶ ẫ  

Ḥ AD ԍ ᴆ ’ Һꜚ ȁ ԍ Һꜚ ̆

ԍ ꜚ ץ ӈ ẫ └Ȃ 

1.3.2.7. Ⱶ ₮ 

Ⱶ ̆ Ⱶ ₮ └̆ Ḥ AD

Ḡ Ⱶ ₮ Ҍᴪ Ҭ Ȃѿ ֲ Ⱶ ׆

Ⱶ ῤ ₮ Ⱶ ̆ Ḥ AD Ҍᴪ № ⌠ Ⱶ Ȃ Ⱶ

╠ ӊ ̆ ץ Ⱶ Ȃ 

1.3.2.8. Ⱶ ҉  

Ⱶ ⱴ⌠ Ⱶ ̆ Ḥ AD ץ ҉

̆ ᾧ Ⱶ ԍ ‖₯ ̆ Ⱶ ῀Ȃ

Ⱶ ҉ ̆ ῒ ῤ ĂD Ҍᴪ Ⱶ ̕

ῤץ ĂD ↕ᴪ ⱴ№ ⌠ Ⱶ ᶏ̆ Ⱶ ⱬ

ⱴ⌠ ׆̆ Ḡ Ⱶ ꜚ ץ ∆ ᶫҌ

ⱵȂ 
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1.3.3. Ⱶ ᴨ  

 

Ḥ ҩ ѿ ᵬ̆ ᴆ ҍ

ҩIT Ȃ ≢ԍᴰ ̆ Ḥ AD ֟ט֜ ԅ

Ⱶ └̆ Ⱶ ≠ ӊ ̆ TCP ȁ

ῤ ȁHTTP ȁSSL ᴧ ᴨ Ȃ ⁞ Ⱶ ᴆ

̆ Ⱶ ̆ ԅ ᴆ ̆ Ḡ

̆ ᵣ Ȃ 

1.3.3.1. TCP  

ԍ HTTP ̆ Ḥ AD ץ ᴧ ̆

Ⱶ TCP ̆ ᶭ ⌠ Ⱶ ̆ Ҍ

ѿ ѿ ѿҩ HTTP Ғ TCP ⌠ Ⱶ Ȃ

̆ Ҍ ᴋᵥ ӞҌ ⱴ ᴆ ’Ҋ̆⁞

Ⱶ ᵬ ׆̆ Ⱶ ⱬȂ Ҋ Ȃ 
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4 TCP  

  

1 ҍ AD TCP Ȃ 

2 ҍ AD TCP҈ Ȃ 

3 Ȃ 

4 AD ̆ҍ ⌠ Ⱶ TCP Ȃ 

5 AD ҍ Ⱶ TCP҈ Ȃ 

6 AD Ȃ 

7 Ⱶ AD Ȃ 

8 AD Ȃ 

9 Ῥ TCP Ȃ 

10 ҍ AD TCP҈ Ȃ 

11 Ȃ 

12 
AD Ⱶ ̂ ӊ╠ TCP ̆ ҍ Ⱶ ҈

̃Ȃ 

13 Ⱶ AD Ȃ 

14 AD Ȃ 

 

Ḥ AD Ḡ ᾢ╠ ҍ Ⱶ ӊ TCP ᶫץ̆

ᶏ ̆ Ḃ ⁞ ԅ Ⱶ ̂⁞ ץ
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⌠90%̃̆ⱴ ԅ ҍ Ⱶ ӊ ̆

ⱬ̆ ᴆ Ȃ 

1.3.3.2. ῤ  

Ḥ AD ԍῤ ף Cacheⱳ ̆ ῤ Ҭ ῏

ῤ ̕ ῤ Ữ ̆ ꜚ ᶫ ῒ

֟ Ȃ Ҋ Ȃ 

 

Ḥ AD ⱳ ᵞ Ⱶ ⱬ̆ ⁞ ԅ

Ⱶ ̆ ԅ ⱬ ᵣ Ȃ 

1.1.1.1. HTTP  

Ḥ AD HTTP ⱳ ̆ ‰ HTTP ꜚ ≢

gzip deflate ’̆ ꜚ Ȃ 

Ḥ AD ⱳҌֽ ҉ ԑ ̆ Ҋ

ῤ ̆ ⁞ ԅWeb Ⱶ ⱬ̆ ᴆ ̆

ᵣ Ȃ Ҋ Ȃ 
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1.3.3.3. SSL  

SSL ҬSSL ⱴ ⌠ Ḥ AD ӊ҉ ׆̆

⁞ Ⱶ ⱬ̆ Ȃ Ḥ AD ΐ ꞊

SSL ⱬ̆Ҍᵖ ⌠ SSLⱴ ̆ ῃ ⱴ ̆

Ⱶ ӥȂ Ҋ Ȃ 

 

Ḥ AD Ⱶ SSL ̆ ⁞ Ⱶ ̆
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Ⱶ ̆ ᵞԅҙⱵ ᴆ ̆

׆ ԅ ᵣ Ȃ 

1.3.4. ῃ  

Ḥ ῃ ‗ ꜛ Ⱶῤ Ҍ

ᵝ ӊ҉ Ḡ̆ Ҭ ΐ ץ

̆ᶏ Ҍ ῃ ᴋᵥᵝ ȁ ᵣ Ȃ Ҋ

Ȃ 

 

ῃ ẫ └ ĂD ҩ Ҭ ’̆

₮ Ҭ ῒῤ Ⱶ ׆̆ Ḡ № ⌠ῒ

ז Ҭ Ⱶ ӊ҉ȂҌᵖᶏ ӊ Όᵩ Ḡ̆ ̆

ԅ ≠ Ȃ 

1.3.4.1. DNS  

1.  

≠ DNS ץ̆ ѿ ҹ Ⱶ Ҭ ᶫ

ѿ ῀ ̆ ֲ ᾢ № ⌠Ҍ Ҭ

ӊ҉̆׆ Ȃ 
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̆ ץ ᶏ Local DNSᵝ

̆ ᶃ IP Ȃ AD ῃ IP ̆ ѿ

№ ‰ ׆̆ ‗ ȁ

Ȃ 

2. ᵬ  

DNS ᵬ Ҋ Ȃ 

 

5 DNS  

  

1 ῒ DNS Ⱶ ₮ Ȃ 

2 
DNS Ⱶ ᾢ ̆ DNS Ⱶ

Ȃ 

3 
DNS Ⱶ DNS Ⱶ ̆ ң NS ̆№≢ Ҭ DC1

DC2Ȃ 

4 DNS Ⱶ DC1 Ḥ AD ₮ Ȃ 

5 
DC1 Ḥ AD ᾢ∞ ẫ ’̆Ῥ ᾢ ӈ

₮ IP ᵬҹ Ȃ 

6 DC1 Ḥ AD DNS Ⱶ Ȃ 

7 
DNS Ⱶ ⌠ DC1 Ḥ AD ̆Ῥ

DC2 Ḥ AD ₮ Ȃ 
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8 
DC2 Ḥ AD ᾢ∞ ẫ ’̆Ῥ ᾢ ӈ

₮ IP ᵬҹ Ȃ 

9 DC2 Ḥ AD DNS Ⱶ Ȃ 

10 DNS Ⱶ ⌠ Ȃ 

11 ⌠ IP ̆ ⌠ DC2Ȃ 

 

1.3.4.2. IP-Anycast  

1.  

ꜚ ҩ ⱵIP̆≠ Ҭ Ḥ

ΌᵩȂ ҩ ᶫ Ⱶ ̆ Ⱶᴪ

Ḥ ₮ Ȃ ҩ ₮ ŎSPF ᴪ− ⌠ ̆

Ⱶ ᴪ ₮ ̆ ץ ̆OSPF ↕ᴪ

ⱴ῀Ȃ ‗ԍ ̆ѿ ’Ҋ 1№

ῤȂ 

2. ᵬ  

IP-Anycast ᵬ Ҋ Ȃ 

 

6 IP-Anycast  
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1 Ⱶ Ȃ 

2 OSPF DC1 Ḥ AD ꜚ Ḥ Ȃ 

3 
DC1 Ḥ AD Ⱶ ẫ ̆ Ⱶ ̆ ⌠

Ⱶ IP Ȃ 

4 OSPF DC1 Ḥ AD ⱴ῀Ȃ 

5 OSPF DC2 Ḥ AD ꜚ Ḥ Ȃ 

6 
DC2 Ḥ AD Ⱶ ẫ ̆ Ⱶ ̆ ⌠

Ⱶ IP Ȃ 

7 OSPF DC2 Ḥ AD ⱴ῀Ȃ 

8 OSPF ⌠ Ⱶ IP ꜚ Ḥ Ȃ 

9 Ḥ ̆ ⌠ DC1Ȃ 

10 

DC1 Ḥ AD ⌠ ⱵҌ ̆OSPF ↕ᴪ ⌠

DC1 Ⱶ IP ̆ Ḥ ̆ ᴪ

⌠ DC2Ȃ 

 

1.3.4.3. ∞ └ 

ҹԅḠ ῃ ̆ ľ ᴨĿ Ҭ ̆ῃ

⌠ ӊ ȁ ╠ Ҭ ᴧ

№ ∞ Ȃ Ḥ ῃ ꜚ ң ̆ң

ץ ᶏ Ȃ 

1.3.4.4. ẫ └ 

Ḥ ῃ ẫ ’ Ḡץ ᶃ̂ ᴨ̃ Ⱶ

Ȃ 

1.3.5. ⱳ iPro 

Ḥ AD ט֜ ↓֟ ᶫ ⱳ iPrŏ Lua ӈ

̆ ȁᴪ Ḡ DNS ⱳ Ȃ ԍԊᴆ ꜚ̆ ԅ

Lua ̆ ⱴ῀ԅѿ Ȃ iPro Ώ ̆

Ҍ Ҍ ̆ 7 ῤ ֜ ̆Һ ԍ ԍ

̆ Ҋץ ̆ iPro ‗Ȃ 
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1.3.6. ԍ  

1.3.6.1.  

TCP clientᴪ server ̆ ᴪᴰ ̆

ѿ ᴰ c̆lientҍserver ᴪ ῤ Ȃ ᴰ

c̆lientҍserver ᴪ ѿ Ҍ ̆ ץ Ȃ

ѿ ԍ ̆ C/S ᴪᶏ ̆

client̆ ᴪҍserverױ Ḥ̆ ⇔ ᴪ

server ̆ ╝⁞ԅ ̆ ⁞ ԅ

server ⱬȂ 

1.3.6.2.  

̆ ԍ C/S ῒ̆ Ҍ̆ Ὲ ̆

ᴰ ≢⌠ ῤ ̆ ԍ Ȃ

Ȃ 

1. Ҍ Ȃᴰ ̆ ѿ Ҭ

̆ ѿҩ ῤ Ҍ ᴪ ѿ Ⱶ ̆ Ⱶ ⱬ ̆

’Ҋῒז Ⱶ ԍ Ȃ 

2. ℗ Ȃ Ⱶ ̆ Ҍᴪ ̆

ѿ ̆ ҩ ̆ ℗ Ȃ 

Ḥ AD ֟ט֜ iProⱳ ̆ ΐᵣ Ώ №̆ ₮

Ҭ ҩ ᵝ ̆ ѿ Ҭ Ҍ ⌠Ҍ ̆

ԍ ̆ᶏ ≠ Ȃ ̆ Ḥ ט֜

AD֟ ᴪҍ Ⱶ ̆ Ⱶ ẫ ̆

ᴪ № ⌠ ̆ ̆ ̆ ҙⱵ

Ȃ 

1.3.7. ҍ  

Ḥ AD ↓ ֟ט֜ ȁ ң ̆ VLANȁSTP

̆ ҍꜚ ̂ᶛ OSPFȁRIPv1ȁRIPv2̃ ץ̆ ꜛ

Ȃ ҙⱵ ӄ ȁ ᵣ ȁ Ҭ

ҩ ̆ AD ԇץᴨ Ȃ 
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AD ҉ ꜚSNMP Ⱶ ̆ ᶏ SNMP ᴆ ⌠AD CPU

ȁῤ ȁ ȁ ȁ Ḥ ̆ Ḃ ᴆ

’Ȃ ĂD Ӟ ACLⱳ ᾛ̆ ԓᾝ

└Ȃ 

1.3.7.1.  

Ḥ AD ῏ ұ Ҭ̆ AD ̆

⌠ Ḥ AD ̆ Ḥ AD ᾢ ̆ №

⌠ ᶃ ԑ ӊ҉̆ Ⱶ Ҭҹ ᶫ ᶃ Ⱶ ̆Ḡ

ᵣ ̆ Ȃ ԍ ȁ Ⱶ ץ

ῃ Ȃ 

1. Ň̇ AD ̆ ץ Ⱶ ̆

AD ҉ẠNAT̆ Ạ Ȃ 

 

2. ň̇ ҉ẠNAT̂ WAN1-LAN1 / WAN2-LAN2̃̆ AD Ạ ̆

ץ Ⱶ Ȃ ң ⌠AD ҉̆

ẠDNS Ȃ 
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1.3.7.2.  

Ḥ AD ץ ⌠ ӊҬ̆ Ҍᴪ ̆

҉ Ҍᴪ ҙⱵ Ҭ ̆ ץ Ȃ ⌠

Ḥ AD ̆ ᾢ ҹ ᶃ Ⱶ ̆ Ⱶ ≠ ̆

ᾧ Ⱶ ᴋⱵ№ Ҍ ’₮ ̆ ԍ Ⱶ Ȃ 

1. Ň̇ Ạ ⌠AD ̆ DNS ⌠

῀ ̆ Ӟ ץ Ⱶ Ȃ 
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2. ň̇ ̆ ╠ ⱳ ̆

AD WAN Ạ ̆ ₮ ῀ ̆

ץ Ⱶ Ȃ 

 

1.3.8. ̂HÃ 

Ҭ ῃ ̆ Ⱶ ̆

Ḥ AD ѿҩ῏ └ ̆ῒ ῃ ↕
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⌠ҙⱵ֜ט Ȃҹԅ ᾧ ̆ Ḡ ҙⱵ

ѿ ‗ ̆ ҉ ᾧԅ ҙⱵ Ҭ Ȃ 

1.3.8.1. Һ  

ң Ḥ AD Ҭ̆ Ҋ AD

ҹҺ ̆ ѿ ԍ AD ↕ ҹ ȂҺ ҙⱵ ̆

ᴪ ҙⱵ֟ ᴪ Ḥ ⌠ ׆̆ Ḡ ℗ ̆ ҙⱵ

⌠ ̆ ╠ ҙⱵ ӞҌᴪ Ҭ Ȃ ԍ

Ҭ ᾧ Ȃ 

1. ꜚ℗ ̇ Һ ᵬ ̆ ᴪ ⌠Һ

Һ Ȃ Ҋ Ȃ 

 

2. Һꜚ℗ ̇ Һ ⌠ҍῒ῏ ̂ᶛ ̆ ẫ WAN

Ҭ ȁARP ℗ ̃̆ ᴪҺꜚ℗ ҹҺ ̆

ץ ḠҙⱵ Ȃ Ҋ Ȃ 
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1.3.8.2.  

AD ̆ ץ ҩ ̆ ғᾟ№≠

Ҭ ѿ ̆ Ҍ Ⱶ̆ ԑҹ ᴍ̆Ḡ ҙ

ⱵҬ Ȃ Ҭׅ ѿ ̆ Ҍᴪ ᴋᵥѿҩ ⱵẢ Ȃ

҉̆ ℗ ꜚ ℗ └Ȃ 

1. AD ̆ Һ ȁ Һȁ ҺȁM+N Ȃ 

2. ҍ ̆ ᶫ Όᵩ ̂N ѿ vs ѿ ѿ̃ ᵞ

└̂1+N vs 2¦ÑȂ 

3. AD ӊ ԑҹ ᴍ̆ ᴪ Ἕ̂ session mirror̃̆ ℗ ҌҬ ҙⱵȂ 

Ҋ Ȃ 
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1.3.9. ῃ IPv6 

╠AD֟ ῃ IPv6̆ ῤ/ IPv6 Ȃ 

DNS64 

̔ IPv6 ̆ ᴑҙῤ PC ѿ ҹIPv6

῏ ₮ ҙⱵ ̆ᵖῤ ᶏ IPv6 ̆

IPv6ҙⱵ ̆ IPv4ҙⱵ ̆ ᶏ ᴑҙῤ IPv6

Ȃ Ҋ Ȃ 
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1. ῤ www.abc.comҙⱵ Ȃ 

2. ῤ DNS Ⱶ AAAA ̆ www.abc.com ẠIPv6 ̆

DNS Ⱶ  A ̆45.2.3.4Ȃ 

3. ῤ ᶏ IPv6 Ҭ3 ̆ҙⱵ Ҭ Ȃ 

Ḥ ‗  

http://www.abc.com/
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1. ῤ www.abc.comҙⱵ ̆ AAAA Ȃ 

2. Ḥ ⌠AAAĂ DNS Ⱶ  A  AAAA Ȃ 

3. ⌠DNS Ⱶ  A ̆45.2.3.4̕ Ḥ ⌠ Ώ IPv6

╠ ̆ IPv4 IPv6 ̆ Ȃ 

4. ῤ IPv6 Ⱶ ̆ Ḥ ̆ IPv6╠ ▫

̆ᶏ ᾢIPv4 ҙⱵ Ȃ 

̆DNS64 Ȃ

http://www.abc.com/
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2.  

2.1. ╠ ‰  

2.1.1.  

1 AD ᶏ  

῀    

110V͘230V 0͘45Ņ 5͘90˿ 

 

ҹḠ ̆ Ḡ ȁ ̆Ḡ ᶏ

Ȃ ֟ ῏ԍ Ḡ ̆֟ ȁ

ᶏ ῏ ȁ Ȃ 

2.1.2.  

SANGFOR AD ↓֟ ᶏ ֜ 110V⌠230V Ȃ ӊ╠̆ Ḡ

Ȃ 

2.1.3. ֟  

 

 

2 ֟  

CONSOLE 

̆ ̔115200̆ IP Ҍ҉ ῒ

ז ’̆ ᶏ console ̂ ↓

 ̃ץ

USB U ̆ ᶏ  

MANAGE LINK ԍ MANAGE ’ 

MANAGE ACT MANAGE ’ 
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NET1 LINK ԍ NET1 ’ 

NET1 ACT NET1 ’ 

NET2 LINK ԍ NET2 ’ 

NET2 ACT NET2 ’ 

NET3 LINK ԍ NET3 ’ 

NET3 ACT NET3 ’ 

Ҋץ NET4ȁNET5ȁNET6ȁNET7ҍ҉ץ ѿ  

HA AD  

ALARM AD ( ꜚ ѿ№ ῤ ֦) 

 

ş 

₫ṵф◦őϖ ỲѰ ו Ẫ ¢ 

 

2.1.4. ΐ‰  

1. Ύ   

2. RJ45   

3. ᾣ ̂ ᶏ ᾣ ‰ ̃ 

4. Windows PC ѿ ѿ  

2.2. ҉  

2.2.1. ҍ  

ӊ╠̆ ̂ IE7-IE11̆ץ ̆googlĕ

Safarî ̃̃ ᶏ ̆ ҍSANGFOR AD ѿҩ

ῤ̆ Ȃ 

2.2.2.  

҉ ̆ ῏̆ ╠ Power ̂ ̆ ̃

Alarm ̂ ̆ ̃ᴪ ֦Ȃ 1-2№ Alarm ̆
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ᵬȂ 

‰ RJ-45ץ ӈҹLAN ҍῤ Ȃ 

ş 

1. Ịὒ ᴧ Ọ ⱨő ⁮ MANAGEⱨл ₭ WEBUIőᴧ ו ⱨἪő

л ԅ ו ⱨ⁮ SANGFOR AD¢ 

2. AD ϐ ѷṰ POWERחѷ őALARMἣ ח ϐ ᴮ ῒ

ᾀѸ ō ᶳ Ŏő ѷṰ ¢ Ị ͛ ӽἣחѸ ő ‏ ϐᵎᴈ

ő Ἢ ἣח Ѹ б ő ḎᾺ ҪṰҠ ¢ 

 

2.3.  

AD ⌠ Ҭ̆ ѿ ̆ AD

ץ ̔ ȁ ̂ ȁ ȁ802.3adȁΌᵩ ̃ȁ

VLAN ̕ ῤ ꜚ ̆AD ҉Ӟ ץ ꜚ

̂OSPFȁBGPȁRIP̃ ȂҊ ₃ ׃ Ȃ 

2.3.1.  

ᵬ  

ҍAD ᶏ ̂ ᾣ ̃̆ AD҉Ӟᶏ

̂ῤ ̃Ȃ 

 ̧ ῤ ̔Ӟ LAN ̆ѿ ῏ Ṝᴪ Ȃ 

 ̧ ̔Ӟ WAN ̆ѿ ’Ҋ AD Ҍ ָӇ WAN

ҙⱵ ҙⱵ Ȃ 

ᵬ  

1̈ ῤ ̔ ῀[ / / IP ] ̆ ₯< >̆ ̔

ȁ ≢ȁ ȁ ȁẫ LAN Ȃ Ҋ Ȃ 
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≢̔ ԍ ̆ῤ LAN ̆ WAN Ȃ 

̔ ԍ ץ ȁ ȁ ȁVAN ̆

ΐᵣ Ȃ 

/ ̔ ̆ ̕ ̆ ғ

ᶏ Ȃ 

↓ ̔ ԍ ӈ IP ̆ IPV4 IPV6 Ȃ 

ẫ ̔ WAN/LAN ẫ ̆ ping

HTTP(TCP) ≢ ̆ ҩ ᴆ Ṝ̆ ᴋѿ ץ ⌠
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Һ ̆↕ ԍẫ Ȃ 

̔ ԍ ̆ѿ ̔pingȁhttp ̆ ץ [

/ ẫ ] ̆ ҍ ȁῃ ҙⱵ

ẫ ᵌ Ȃ 

Һ ̔ ԍ ῀ Һ Ȃ ץ ⱴIPӞ ץ ⱴ ̆ѿ Ώ

῏Ȃ 

̔ ԍ WAN/LAN ’ ∞ WAN/LAN

ẫ Ȃ 

ARP ̔ ԍ IP ARP ∞ WAN/LAN ẫ Ȃ 

ֽ̔ Ҋ ҩⱳ ̆ⱳ Ȃ

Ҍ ֽ̆ № ̂ Ạ ̃ Ȃ 

ו℅* ҝ⸗℮ᶋ῟Ӕּזι ọ ỷẦᵏιẸᴥ / ԓἍῶ ᶵ ᴧּו℅ᾥ ῊιἍῶ ᶵ

Ṅῂ│Ἠ ўח  

ῒז Ḡ ̆ ̆ΐᵣ Ҋ̔ 

DNS̔ ԍ DNS Ⱶ ̆ҍ< /DNSף /ῃ /DNS Ⱶ

↓ >Ҭ ᴪ ѿ ̆ ̔DNS Ⱶ ӈ ̆Ӟ DNS

Ⱶ ↓ ȂҺ ԍ ף ῤ Ȃ 

ş 

DNSḎ ♠ ᴧ ⁮ⱨ ₭ ő ♠ DNSḎ Ѕ֮ᴿ ¢ 

 

2̈  [̔ / / IP ] ̆ ̔ ȁ ≢ȁ

ȁ ̂ ȁ ↓ ̃ȁ ῏ȁ ȁẫ WAN

Ȃ Ҋ Ȃ 

ş 

еᶳ LANⱨ őᵓו WANⱨ Ј LANⱨו ₭ ₆ ¢ 
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̔ ԍ IP PPPOE Ȃ 

· IP̔ WAN ҍ LAN ≢ Ȃ 

· PPPOEֽ̔ WAN ≢ ̕ ȁ ȁ ꜚ

PPPOE ̆ῒז Ḡ Ȃ Ҋ Ȃ 
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̔ ԍ ץ̆ Ḡ ᶛ̔ ⌠

̆ Ḡ ҌῬ ҍ ̆ ᾧ Ȃ 

ῒז Ḡ ̆ ̆ΐᵣ Ҋ̔ 

ꜚSNAT̔ ԍ WAN Ҋ ̆ ̆ WAN

IPᴪ ꜚ ↓ ҬIP ̆ ⱳ ҍ< / >

ⱳ ̆ ᴨᾢԍ ꜚSNATⱳ Ȃ 

2.3.2.  

ᵬ  

AD ҩ ᵬѿҩ ѿ ̆ ᾛ ҩ

ᴰ ץ ᶫ ȁ ѿ̕ ҍAD ᶏ

̂ ᾣ ̃̆ AD҉Ӟᶏ ̂ῤ

̃̕ №ҹ̔ ȁ ȁ802.3adȁΌᵩ ̆ ҍ

Ḡ ѿ ̆ ̔ ȁ802.3adȂ 

ᵬ  

1. ⇔ ̆ ῀[ / / ] ̆ ₯< >̆ ȁ

ȁ Ȃ Ҋ Ȃ 
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̔ ԍ Ȃ 

 ̔ ̆ Ȃ 

̔ ԍ ᵬ ̆ ȁ ȁ802.3ad Όᵩ Ȃ 

· [ ] ԍľ MAC+ MAC+ IP+ IPĿȁľ IP+ IPĿȁ

ľ MAC+ MACĿȁľ MACĿ hashṿ̆ Ȃ 

· [ ] ѿҩѿҩ Ȃ 

· [LACP(802.3ad)] ꜚ ҹҺ ῒ̆ᵩҹ Ȃ

ѿ ̆↕ ȂAD 802.3ad ꜚ ̆Ҍ

Ȃ ץ [Һꜚ] [ ꜚ]̆ ̆ ң ҹ ꜚ ᴪ

Ȃῒ Ӟ ԍľ MAC+ MAC+ IP+ IPĿȁ

ľ IP+ IPĿȁľ MAC+ MACĿȁľ MACĿ hashṿ

Ȃ 

· [Όᵩ ] ҩ ҹѿҩ ̆ ’Ҋ̆Һ ԍ

̆ ᴍ Ӟ ץ ̆ᶏ Һ ̆ Һ

̆ ᴍ ℗ Һ ᵬȂ 

̔ 802.3ad ץ Ȃ 

· [ MAC+ MAC+ IP+ IP] - Ҭ MAC̆ MAC̆

IP IP ҩḤ Ȃ 

· [ IP+ IP] - Ҭ IP IP ңҩḤ

Ȃ 

· [ MAC+ MAC] - Ҭ MAC MAC ңҩḤ

Ȃ 
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· [ MAC] - Ҭ MAC Ȃ 

̔ ԍ Ȃ 

MTUṿ̔MTU(Maximum Transmission Unit) ԍ ӈ ᴰ

Ȃ 

ş 

ו ᵟו ọ 802.3adŠ Ịᵓᵊ ⅝ ‌őו ọ Š Ịᵓᵊ LACPᴮ

ő‌ 802.3ad¢ 

 

2. ⇔ LAN WAN Ȃ 

ΐᵣ ľ Ŀ ⇔ Ȃ 

2.3.3.  

ᵬ  

ѿ ԍ AD ҩ ׆ ҉ ѿҩԋ ֜ ̆ῒҬAD

ҩ ץ Ạѿҩԋ ֜ Ȃ 

Һ ԍ AD ₮ Ҋ̆ AD Ạ Ȃ

ҹԅḠ ҍ ̆ ᶏ ԅ ⱳ ̆ ѿҩ

ᶏ ңҩ Ȃ ̆ Ҍ ⱴ ᵩ ̂ ̔֜ ̃

’Ҋ ᶏ̆ AD ֜ ⱳ ץ ‗Һ- ꜚ ℗ ץ ADҍ

ȁ ҍ ӊ ԑ Ȃ 

ᵬ  

1. ⇔ ̆ ῀[ / / ] ̆ ₯< >̆ ȁ

Ȃ Ҋ Ȃ 



Ḥ 5!ט֜ Ύ                                                     ̔ Ὲ  

01̂2022-01-18̃                                                              оф 

 

̔ ԍ Ȃ 

 ̔ ̆ Ȃ 

/ ̔ ̆ ╠֜ ̕ ̆ ╠֜ Ả ֜ ⱳ Ȃ 

̔ ԍ ҍ ╠֜ ̆ ץ

ȁ VLAN Ȃ 

STP ̔ ԍ̆ [ᴨᾢ ]ȁ[Hello ]ȁ[ ]ȁ[ ] №Ȃ

₯[ ] ̆ Ҋ Ȃ 

 

̔ ԍ ľ Ŀ ľ Ŀ ֜ ҉ STP Ȃ 

ᴨᾢ ̔ ֜ Ҭ ҹSTP ᴪ̆ṿ ̆ ҹ

ᴪ Ȃ 

Hello ̔֜ BPDU ̆ BPDUᴪ ֜ /

Ȃ 

̔֜ ∞ ̆ ṿ Hello Ṑ Ȃ 

̔ ѿҩ ׆ Ȃ 

2. ⇔ LAN WAN Ȃ 
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ΐᵣ ľ Ŀ ⇔ Ȃ 

ş 

Ṥ ⁮ⱨ ᵟ♠ 4Ṥ ⱨ¢ 

 

2.3.4. VLAN  

ᵬ  

ѿ ԍ AD ׆ ҉⅞№ ҩ ׆̆ ᵬ Ȃѿ

ҍAD ԅVLAN̆ AD҉Ӟ  Ȃץ

ᵬ  

1. ⇔ VLAN ̆ ῀[ / /VLAN ] ̆ ₯< >̆

ȁ ȁVLAN ID VLAN ̆ Ҋ Ȃ 

 

̔ ╠VLAN ⇔ ̆ ץ Ȃ 

VLAN ID̔VLAN ID̆ID ҹ1~4094Ȃ 

MAC ̔ ╠VLAN MAC ̆ Ҍ ↕̆ ᴪ ꜚ№ ѿҩȂ 

2. ⇔ LAN WAN Ȃ 

ΐᵣ ľ Ŀ ⇔ Ȃ 
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ş 

ⱨ¡┬ἂⱨ¡VLAN ⁮ⱨ¡†ὔⱨו ő ≤ ầ ş ⱨ< bond< 

vlan < switch¢ 

 

2.3.5.  

ᵬ  

№ ̂SNAT ҍ̃ ̂DNAT̃̆ѿ ѿҩ̂ ̃

ῒז ̕ ԍ ׃ ҊȂ 

2.3.5.1. ̂SNAT̃ 

ᵬ  

AD ῒז ̆ ̔ ῏ ̆ ῤ IP

Ὲ IP ҉ ̆ ⌠ Ȃ 

ᵬ  

1. ⇔ ↕̆ ῀[ / / ] ̆ ₯< >̆

̔ ȁ ȁ ȁ ȁ ᴆȁ ↕ ̆ Ҋ

Ȃ 
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̔ IPv4 IPv6 ̆ѿ SNAT66

SNAT44̕ ẠSNAT64̆ ҍDNSף Ҭ DNS64 ᶏ ̆ΐᵣ

ľDNSף Ŀ Ȃ 

̔ ῤ IP IP ̕ Ạῤ

̆ ῤ ̕ Ạ ̆

̆ ̔ ̆ Ӈ Ӟ ҉

Ȃ 

̔ IP IP ̆ѿ ’Ҋ ̆ IP ̕

₮ ̆ ̆ ̔ ῤ IP׆ Ḥ ₮ ̔

̕ IP ̔ ҩ̂ ̃ IP ̆

↕ Ȃ 

ᴆ̔ѿ ’Ҋ ALL ̕ ̆ ̔

ҩTCP Ȃ 

↕ ѿ̔ ₮ IP ̕ IP ҩ̂ ̃

IP̆ ̕ ѿ̔ IP IP ̆

ҊȂ 
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· IP IP ̔ IP IP

IP̆ѿ ’Ҋ ᶏ Ȃ  

· IP ̔ IP IP̆ ѿ

ԍ ҙⱵ̆ ҩ IP̆ ᶏ IP ̆

Ḡ IP Ҍ Ȃ 

2.3.5.2. ̂DNAT̃ 

ᵬ  

ѿ ԍ ῤ Ⱶ ̂ ̃ ⌠Ὲ ̂Ὲ ̃̆ Ὲ

⌠ҙⱵȂ 

ᵬ  

1. ⇔ ↕̆ ῀[ / / ] ̆ ₯<

>̆ ̔ ȁ ȁ ȁ ȁ ᴆȁ ↕ ̕ Ҋ

Ȃ 

 

̔ IPv4 IPv6 ̆ѿ DNAT66

DNAT44̕ ẠDNAT64 DNAT46̆ ᶏ 4 Ặΐᵣ

̔ľ ⱵĿ Ȃ 
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̔ IP IP ̆ѿ ̆

IP ̕ ̔ ↕Ȃ 

̔ ↕ ̆ѿ ’Ҋ Ὲ

̕ ̔ ῤ ⌠Ὲ 2.2.2.2̆ ҩ Ώ2.2.2.2̆

2.2.2.2 Ṝ ᴪ ↕Ȃ 

ᴆ̔ѿ ’Ҋ ΐᵣ ̕ : ῤ ⌠Ὲ 2.2.2.2

8080̂TCP̃ ̆ ҩ TCP ̆ Ҋ Ȃ 

 

̔ѿ ALL̕ ’Ҋ ̆ ̔ └ Ȃ 

̔8080Ȃ 

↕̔ Ώ IP ̆ ῤ Ⱶ IPȂ 

Ώ ̆ ῤ Ⱶ Ȃ 

῏ ̆ ѿ ℗ Ȃ

Ȃ 

 

2.3.6.  

ᵬ  

ѿ ԍ ⌠ AD ̕ῤ ⌠ ԑ

Ȃ 

ᵬ  

1. ῀[ / ] ̆ ₯< >̆ ȁ ȁ /╠ ȁ

῏ȁ ῏ẫ ̕ Ҋ Ȃ 
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̔ ԍ ⌠ Ȃ 

/╠ ̔ ԍ Ȃ 

῏̔ ԍ ⌠ Ҋѿ IP Ȃ 

̔ ԍ ̂ ᵖ ῏ ҩ̃̆ ᴨᾢ

ṿ Ȃ 

№ ̔ № ץ ῀⌠ꜚ Ҭ̆פ

ӊ ԑ ӟ Ȃ 

῏ẫ ̔ ῏ẫ ĂD ARP ῏IP ̆

῏ MAC ̆↕ ̕ ῏ MAC ↕̆ Ȃ

῏ẫ ̆↕ ѿ Ҋ Ȃ ẫ ԍ Όᵩ

ᴍ Ȃ 

2.3.7. ꜚ  

ᵬ  

ѿ ԍῤ ꜚ ⌠ ԑ ĂD O̔SPFȁBGPȁOSPFV3ȁ

RIP̆ΐᵣᶏ ꜚ ̆ ῤ ΐᵣ ꜚ ‗ ̆ΐᵣ

׃ ҊȂ 
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2.3.7.1. OSPF 

ᵬ  

ԍ AD OSPF Ȃ ԍ AD ᶏ

OSPF ҬȂ 

ᵬ  

[ /ꜚ /OSPF] [ῃ ]ȁ[ ] OSPF ̆

ľ ῏ Ŀ ץ ⌠OSPF ӟ⌠ ̆ΐᵣ Ҋ̔ 

1. ῃ ̔ IDȁ └ № ȁ № ȁRIP

№ ȁMetric-typeȁ ȁ ῃ ̆

Ҋ Ȃ 

 

ID̔ Ώ Ḃԍ Ḥ ̆ ԍ ᴍȂ Ώ ҹ

̂1-4294967295̃ № └ Ȃ 

└ № ̔ ԍ ᾛ OSPF ₮ ̆

AD Ȃ 

№ ̔ ԍ ᾛ OSPF ҉ ₮ Ȃ 

RIP № ̔ ԍ ᾛ OSPF ӟ⌠ RIP Ḥ ₮ Ȃ 



Ḥ 5!ט֜ Ύ                                                     ̔ Ὲ  

01̂2022-01-18̃                                                              пт 

Metric-type̔ ԍ OSPF Ȃ 

ID̔ ԍ Ȃ 

̔ ԍ Ȃ

ԅ ̆↕ ԅ ̆ ᴪ

̕ ľ Ŀԅ ↕̆ Ҍᴪ Ȃ 

̔ ԍ OSPF ̆ ῀ľIP Ŀ ľ

/╠ ĿȂ  

2. ̔ ȁ ̆ Ҋ Ȃ 

 

̔ ԍ OSPF Ḥ Ȃ 

ῒז Ḡ ̆ ̆ΐᵣ Ҋ̔ 

Hello ̔ ԍ ң  hello ӊ ̆ѿ Ḡ

Ȃ 

ᴰ ̔ ԍ ᴰ ̆ѿ Ḡ



Ḥ 5!ט֜ Ύ                                                     ̔ Ὲ  

01̂2022-01-18̃                                                              пу 

Ȃ 

̔ ԍ ῤ ⌠ hello ̆ ҍ

῏ ̆ѿ Ḡ Ȃ 

̔ ԍ OSPF Ȃ ץ ȁ

MD5 Ȃ 

̆ Ώ Ȃ 

 

MD5 ̆↕ Ώ KeyID Ȃ 

 

ᴨᾢ ̔ ԍ OSPF ᴨᾢ ̆ ᴨᾢ ԍDR/BDR

ҽ Ȃ Ώ ̆ῒ ᴨᾢ Ȃ 

ᴇ̔ף ԍ ╠ Ȃ Ώ ̆ῒ Ȃ 

̔ ԍ ╠ ̕ b̔roadcastȁnon-broadcastȁpoint-

to-pointȁpoint-to-multipointȂ 

 

⌠ ̔ Point-to-point̂P2P̃ ̆ ⌠ ҍѿ

Ȃ Ҍ OSPF DRȁBDR ҽȂ 

PPP HDLC ŎSPF ҹ P2PȂ Ҭ̆

OSPFץ ̂224.0.0.5̃ Ȃ 

̔ Broadcast ̆ ⱳ Ȃ
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EthernetȁFDDI ŎSPF ҹ Ȃ OSPF

DRȁBDR ҽȂ Ҭ ŎSPF ץ ̂224.0.0.5 224.0.0.6̃

Ȃ 

̔ NBMÂNon-Broadcast Multiple Access̃ ̆

ѿҩ׆ ⌠ץ ҩ ̆ᵖ Ҍ ⱳ ̆

Ҭ ȁATM X.25 ŎSPF ҹ NBMAȂ OSPF

Ȃ Ҭ̆ץ Ȃ 

⌠ ̔ Point-to-multipoint̂P2MP̃ ̆ ⌠

ҍ Ȃ 

2.3.7.2. BGP 

ᵬ  

ѿ ԍ BGP ץ ᶏ BGP ῒז

ӟ⌠ ₮ Ȃ 

ᵬ  

[ /ꜚ /BGP] [ῃ ] BGP ̆ [ ῏ ]

ץ ⌠BGP ӟ⌠ Ȃ 

ῃ ̔ IDȁAS ȁ № ȁ ȁ

BGP ̕ Ҋ Ȃ 
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ID̔ ԍ Ώ Ḃԍ Ḥ ̆ ԍ ᴍȂ Ώ ҹ

̂1-4294967295̃ № └ Ȃ   

AS ̔ ԍ AS Ȃ 

IP̔ ԍ BGP ḤIPȂ   

/AS ̔ ԍ BGP AS Ȃ   

̔ Ȃ 

ῒז Ḡ ̆ ̆ΐᵣ ҊȂ 

Connect № ̔ ԍ № Ȃ   

№ ̔ ԍ № Ȃ   

OSPF № ̔ ԍ ᾛ BGP ӟ⌠ OSPF Ḥ

₮ Ȃ 

2.3.7.3. RIP 

ᵬ  

ѿ ԍ AD RIP Ȃ ԍ AD ᶏ

RIP ҬȂ 

ᵬ  

[ /ꜚ /RIP] [ῃ ]ȁ[ ] RIP ̆ΐᵣ

Ҋ̔ 

1. ῃ ̔ № ȁ ῃ ̆ Ҋ Ȃ 
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└ № ̔ ԍ ᾛ RIP ₮ ̆

AD Ȃ 

№ ̔ ԍ ᾛ RIP ҉ ₮ Ȃ 

OSPF № ̔ ԍ ᾛ RIP ӟ⌠ OSPF Ḥ ₮

Ȃ 

̔ ԍ RIP Ȃ 

2. ̔ ȁ ȁ ̆ Ҋ Ȃ 

 

̔ ԍ RIP Ḥ Ȃ 

̔ ԍ ҉ RIP ̆ V1 V2 Ȃ 

̔ ԍ RIP V2 Ȃ ץ ȁ
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MD5 Ȃ 

̆ Ώ Ȃ 

 

MD5 ̆↕ Ώ KeyID Ȃ 

 

2.4. ῏  

ᵬ  

ѿ ’Ҋ̆ Ạ ҈ ᶏ ῏ Ȃ 

ᴨ ̔AD ⱳ ̂₮ ȁῃ ȁ ̃Ȃ 

̔ ꜚ ̆ѿ

Ȃ 

Ҋ̔ѿ ADҊ ֜ ̆҉ ̕ ֜ ץ

ꜚ ̆AD ҍ ֜ ץ ȁ ȁ

VLAN ̕ ᶛҺ ץ ץ ҹᶛ̆ῒז ľ Ŀ

̕ Ҋ Ȃ 
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192.168.0.10 192.168.0.11

192.168.0.1

172.16.1.1

172.16.1.2

֜

AD

Ḥ
202.96.137.75

58.64.212.36

www.ad.com

 

̔ᶏ AD ̆ ң WEB Ⱶ Ȃ 

ᵬ╠  

1. ╠ ‰ ȁ ҉ ‰ Ȃ 

2. ̆ ₮Ȃ 

3. ῤ ̆ Ȃ 

4. ⅞ῤ ȁ ץ IP Ḥ Ȃ 

ᵬ  

ᵣ  

1. ѿ ῤ ץ ң ̂ Ḥȁ ̃̆ IP Ȃ 

2. ̆ ADף ῤ ҉ ̂ Ṝ

̃Ȃ 

3. ̆⌠ῤ ̂192.168.0.0̃̆Ḡ ADҍῤ ԑ Ȃ 

4. ̆ Ῥ IP ̆ѿ ᶏ

MANAGE Ȃ 

҉ץ ̆ ᵣ Ȃ 

5. ̆ΐᵣ ľ Ŀ Ȃ 

6. ̆ΐᵣ ľ Ŀ Ȃ 
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ş 

Λ ầе őб ▲ WANⱨ ᵿőִ ᶠ ϐ ő ▲ ¢ 

 

2.5.  

ᵬ  

ѿ ’ Ạ ᶏ Ȃ 

ᴨ ̔ ̆ ֜ ̆ Ȃ 

̔ Ⱳ ̆ῒҌ ADῒז ⱳ Ȃ 

Ҋ ѿ̔ ADҙⱵ ֜ ̕ ֜ ץ ꜚ

̆AD ҍ ֜ ץ ȁ ȁ VLAN

̕ ᶛҺ ץ ץ ҹᶛ̆ῒז ľ Ŀ ̕

Ҋ Ȃ 

֜

AD

ῤ
WAN̔172.168.1.100

FTP WebFtp WEB

172.168.1.10

WEB

172.168.1.11

202.96.137.75

172.168.1.1

 

̔ᶏ AD ң WEB Ⱶ Ȃ 

ᵬ╠  

1. ╠ ‰ ȁ ҉ ‰ Ȃ 

2. AD ץ IP ⅞ Ȃ 
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ᵬ  

ᵣ  

1. WAN ̆ IP ̕ ҩ IP ̆ѿҩ ҉

ץ ҩWAN Ȃ 

2. WAN ῀ Ȃ 

3. ̆ΐᵣ ľ Ŀ Ȃ 

4. ̆ Ῥ IP ̆ѿ ᶏ

MANAGE Ȃ 

5. ҙⱵ̆ AD VIPץ ҙⱵ ⌠Ὲ ̂₮ Ạ

̃Ȃ 

ş 

1. е κ WAN ⱨ Ḏ ᾱ♠őWAN ⱨ Ḏ б

Ṥ ᵍ ♠ ¢ 

2. Ị♩Ἴ֮ϳ ┐Ḩ -ϖש DNS ő DNSḎ ῢ ש ו 53

ᵊⱨ¢ 

 

2.6. Һ  

ᵬ  

ѿ ԍ Ҭ̆Һ ҍ ̆

ҍHA Ҍѿ ῒ̆ז ῃѿ ̆ Һץ ץ Һ ₮

̆ ꜚ℗ ⌠ Ḡץ̆ ҙⱵ Ȃ ̂ ῏ȁ ̃

Һ Ҋץ̆ ῖ 2Ҭ ῒ̆ Ҭ̆ ץ

ᵝ Ȃ 
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ҊҺץ ץ ῏ ҹᶛ̆ ҹᶛ̆ Ӟ ѿ ̆ ԍ ῤ
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ҍ №Ȃ 

ᵬ╠  

1. ╠ ‰ ȁ ҉ ‰ Ȃ 

2. ᴆ 

· ᴆ ѿ  

· ῤ ѿ  

· ѿ  

· ѿ  

3. AD ҙⱵ ̂ῤ ȁ ̃ȁHA ̂2ҩ̃ץ IP ⅞ Ȃ 

ᵬ  

ᵣ  

1. Һ / ҉ ⱳ Ҋץ Һ ҉ ̕ѿ ’Ҋ

̔ ȁ ȁҺ ȁ ȁ ȁ

℗ Һ Ȃ 

2. /Һ / /ꜚᵬ/Һ ̆ ₃ ̕ῒזḤ ᴪ

ῃ Һ׆ Ȃ 

ş 

Ӊ ő ϐṍ♠ ϐ ő ᴮỌő♠ ¢ 

 

1. ᾢ ᶷ Ҭ Ҭ[ ] Ҋ [ ]̆ Ҭ ᶷ ľҺ

Ŀ̕ Ҋ Ȃ 

 

2. < ֜> ҹҺ ̆ ץ ⌠ ᶷ Ҭ [ ]

Һ Ḥ Ȃ 
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2.6.1. Һ  

ѿ ’Ҋ ̔ ȁ ȁҺ ȁ ȁ ȁ

℗ Һ ̕ΐᵣ ҊȂ 

 

 

1.  

 

ş 

‌ Ἴ ᴧ ϐ Қő ϻ џ◒ ᾙ ṧ┼ ᾙ Қּו ᶳ ¢ 

 

ⱳ  

╠ ᶏ Һ̆ ԍ Ҭ ≢ ╠ ҹ

̆ ḱ Ȃ 
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2.  

 

Һ Ȃ 

ⱳ  

∆ ̆ Һ ᴪ ҹҺ ̆ ғ ↕ Ȃ

ҹ ̆ Һ ᶏ ѿ Ȃ 

3.  

· Һ  

 

ş 

‌ ⱨ ⱨōбε+ẫ ⱨŎő ϐו HA ⱨ ōбⅎỌ†ὔᾙŎő

ᵍו IPש ōṨ ᵍбҹ Ŏ¢ 

 

ⱳ  

Һ ҹ ̆ ҉ ᵬ HA ̆

Ȃ 

ş 

‌ HAⱨ őбⅎỌ†ὔᾙ¢ 

 

· ᴍ  

 

ş 

‌ ẫ ⱨ ϐᶺ ⱨő ἂ ו IP ש ō♠ ⁮ Ọ ꜡אַ ẫ

ⱨ שו Ŏ¢ 

 

ⱳ  
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ᵬҹҺ ΌᵩḠ └̆ Һ ’Ҋ̆ ᶭ

ץ ᴍ ᵬȂῒ ҍҺ ѿ Ȃ 

ş 

Λ‌ ẫ ⱨ¢ 

 

ş 

1. ⱨו IPש IPőṨ⁮ⱨ ו IPש ῇб б ᵍ¢ 

2. ϐᶺ ⱨ Ҫ г ⁮Ṩ ἀᾀὅκҪő ϰ ¢ őֺϐᶺ

ⱨ ẫ ⱨ б г ⁮Ṩ ἀᾀὅκҪ¢ 

 

 

· ҉ ̆ ꜚ ᴍ ̆ ᴍ ̕

Ҍץ ҙⱵ ̆ ѿҩ֜ Ȃ 

· ҙⱵ ҹҺ ̆ ҹ ᴍ Ȃ 

· ̆ ҙⱵ Ҍ ̆ ῒז Ҍ Ḥ̕↕

ұ ᵬҹ ᴍ ̆Һ ұ Ȃ 

4.  

 

̆ ҙⱵ Ҋ׆̂ ̃Ȃ 

ⱳ  

ⱳ ԍ ’Ҋ̆ Ҋ

̆ ԍ ᴍ ҉ῬẠԅѿ Όᵩ ᴍ └Ȃ 

5. ℗  
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ş 

‌ ẖ ὔő κ ӊ ẖ ₭ ᾙ ὔ¢ 

 

ⱳ  

ẫ ℗ ᴆᴪ ҈ №̆≢ҹ ᾑ ȁᴋ ȁ ӈ̂ AD7.0.3 ⱴ̃̆

ΐᵣ ӈ Ҋ̔ 

· ῃ  

 

ῤ ӊ ̆ Һ ℗ Ȃ 

· ᴋ  

 

ᴋ 2 ̆ ᴪ ℗ ȂẊ ԅ3 ̆

ҹ2̆↕ ԍ ԍ2 ̆ ᴪ ℗ Ȃ 

· ӈ 
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ῃ ℗ ↕̆ ₯< ӈ ↕> ̆ᴪ ₮Ҋ Ȃ 

 

ҹẫ ῤ ̆ ⌠ ӊ ₯< >̆

ᴪ Ҭҹ ӈ℗ ᴆ ᴆ↓ ῤȂ 

 

ⱴ200 ↕̆ ѿ ↕ ғ̆ ӊ ↕῏ ҹľ Ŀ̆

ᴋ ѿ ℗ ᴆ̆ ℗ Ȃ 

̆Һ ᴪ ẫ ᴆ ≢ ̆ ₮

Һ ҙⱵ ̆ Һ ҙⱵ ̆ ᴪ Һ ℗ Ȃ 

ῒז Ḡ ̆ ̆ ̆ ץ

Ҋ ̔ Ȃ 

2.6.2.  

ѿ ̔Һ ȁ ȁꜚᵬȁҺ ₃ ̕ΐᵣ Ҋ̔ 

https://bbs.sangfor.com.cn/plugin.php?id=sangfor_databases:index#?tags=97&tags=87
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1.  

 

ş 

‌ Ἴ ᴧ ᾙ Қő ϻ џ◒ ᾙ ṧ┼ ᾙ Қּו ᶳ ¢ 

 

ⱳ  

╠Һ ᶏ Һ̆ ԍ Ҭ ≢ ╠ ҹ

̆ ḱ Ȃ 

2.  

 

Ȃ 

ⱳ  

∆ ̆ Һ ᴪ ҹҺ ̆ ғ ↕ Ȃ

ҹ ̆ Һ ᶏ ѿ Ȃ 

3.  
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ş 

‌ ş ⱨ ⱨ ⱨōбε+ẫ ⱨŎő ϐו HAⱨ ōбⅎỌ

†ὔᾙŎő ᵍו IP ש ōṨ ᵍбҹ Ŏ¢ϐ ⱨ ẫ ⱨ ϐᶺ

ⱨő ἂ ו IP ש ō707 Ξϖ♠ ⁮ Ọ ꜡אַ ⁮ⱨ IP ש

Ŏ¢ 

 

ⱳ  

· Һ ̔ҹ ̆ ҉ ᵬ HA ̆ Ȃ 

ş 

‌ HAⱨ őбⅎỌ†ὔᾙ¢ 

 

· ̔ᵬҹҺ ΌᵩḠ └̆ Һ ’Ҋ̆

ᶭ ץ ᴍ ᵬȂῒ ҍҺ ѿ Ȃ 

ş 

‌ ẫ ⱨ¢ 

ş 

1. ⱨו IPש IPő‌ Ṩ⁮ⱨ ו IPש ῇб б ᵍ¢ 

2.  ϐᶺ ⱨ Ҫ г ⁮Ṩ ἀᾀὅκҪő ϰ ¢ őֺϐ

ᶺ ⱨ ẫ ⱨ б г ⁮Ṩ ἀᾀὅκҪ¢ 

 

2.7.  

ᵬ  

ѿ ԍῤ ҙⱵ ̆ ҙⱵ ̆ Ҍ

ҙⱵ Ҍ ҉ ғ ӊ ԑҹ ᴍ̆ ̕

ӯԅ2 ҉ץ AD̆ ᶏ ̕ ҍҺ Ҋ  ̔

̔Όᵩ ȁ ≠ ȁ Ȃ 

̔ ȁ ȁ ҍѿ ѿ ȁ ԍ Ȃ 



Ḥ 5!ט֜ Ύ                                                     ̔ Ὲ  

01̂2022-01-18̃                                                              ср 

ş 

‌ ἁ е őᴻ ṧ┼ ו Έ Ꞌᵷᴧő е ᴻ ᴄ ᾭ ѵ⅛¢ 

 

ᵬ╠  

1. ╠ ‰ ȁ ҉ ‰ Ȃ 

2. ᴆ 

· ᴆ ѿ Ȃ 

· ῤ ѿ  Ȃ 

· ѿ Ȃ 

· ѿ Ȃ 

3. AD ҙⱵ ̂ῤ ȁ ̃ȁHA ̂2ҩ̃ץ IP̂ ȁ ꜚ̃

⅞ Ȃ 

ᵬ  

ᵣ  

1. Һ ̔ -⇔ -Һ Ḥ Ȃ 

2. ̔ -ⱴ῀ -Һ Һ IP - Һ

Ḥ Ȃ 

ş 

Ӊ ő ϐṍ♠ ϐ ő ᴮ ὔ׆ᾬ ¢ 

 

1. ᾢ ᶷ Ҭ Ҭ[ ] Ҋ [ ]̆ Ҭ ᶷ [

]Ȃ 
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2. < ֜> ҹ ̆ ץ ⌠ ᶷ Ҭ [

] ℗ ҹ Ȃ 

2.7.1. Һ  

ѿ ⇔ ᴪ ҹҺ ̆ Ҋ Ȃ 

 

1. ⇔  

  

Һ ⇔ Ȃ 

2.  

Һ ̔ ӊ ᴪ ⱳ ᶭ Һ ̆

Һ ץ ̂ /VLAN/BOND/BRIDGE/MANAGE ̃̆

Ҋ ᴪ↓₮ ᶫ Ȃ 
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ş 

1. ϐ ᵊⱨбו ҹ ő ⱨ ♠ ⱨ¢ 

2. Ị ⱨ ẫ ⱨő ᶅ₭ ᾀὅ г¢ 

 

ᶛ̔Һ ҹ ̆ ҹ Ȃ 

 

IP ѿҩ ҹԋ ̆↕ľ ῏Ŀ Ҍץ Ȃ 

3.  

·  

ѿ ҙⱵ ᵬҹ ̆ ₮ Ȃ 

ⱳ Ӟ ᵬ  ̆ Һ ץ ᴪ̆₮ Һ ̆ ҙⱵⱳ

Ӱ̕ ױ ₮ Һ ץ ᶏ ̂WAN LAN ̃

̆ ҽῒҬѿ Һ ᴪ ῀ ̆ Ḡ ѿ

ҹҺ ̆Ḡ ҙⱵ Ȃ 

҉ ֜̆ ⇔ ⱳ̆ ҹҺ ̕ ῒז ҉ ⱴ

῀ ᵬȂ 

ῒז Ḡ ̆ ̆ ̆ ץ

Ҋ ̔ Ȃ 

https://bbs.sangfor.com.cn/plugin.php?id=sangfor_databases:index#?tags=97&tags=87
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2.7.2.  

ѿ ⱴ῀ ̆ᴪ ҹ ̕ Ҋ Ȃ 

 

1. ⱴ῀  

 

ⱴ῀ Ȃ 

2. Ḥ  

· Һ IP 

῀Һ Һ IP Ȃ 

·  

῀Һ web╠ Ȃ 
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ş 

ו .1 Ỳ ṍ♠ וꜘ API ¢ 

2. ῒ ҝṲ Ἢőḱ ϐו Ἴ ᾀϓ ⱦ гő ⱦו Ἴ טוּ

ᵊő ssh Ἴ ᾀϓ г¢ 

 

ᶛ 

 

3.  

ᵬ Һ ѿ ̆ HA Һ ѿ ̆ӊ ῀IP ῏ Ȃ 

ş 

1. Ị ⱨἀ ⱦ IP Ṥ ᵍő♠ б ầ¢ 

2. ӽӘו ᵍб ϐ ṟ ő♠ εộầ őϠ ϐ   

192.168.1.1/25, ϐ 192.168.1.10/24, ִӘ ẫ ẵᶓἀᶚϻőו ѷ

б‌ ¢ 

 

҉ ᵬ ̆ ֜ ̆ ⱴ῀ ⱴ̆῀ ᴪ ╠ ̆

̆ 1№ Ȃ 

 

ῤ ԍAapche Ⱶ ╠̆ ̆ ᴪ
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ꜚ ⌠ ̕ ⱴ῀ Ȃ 

2.7.3. ₮ ̂ ̃ 

1. ₮ ֜Ȃ 

 

2. ₮ ῀ ֜Ȃ 

 

3. ₮ ⱴ῀ ᴪ ⌠ Ȃ 
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ş 

ӊᾬ Ἢő ϐ ו ầ ϓ ӑᾑ ὒ őκ еᶳו Ϡ ἀ

ᾬ ו őᾀו IPҹ ő ᴮ ¢ 

 

 

2.8. ῃ 

2.8.1. ACL  

ᵬ  

ѿ ԍ ≢ └̆ҍ ῃ ᵌ̆ ⱳ ץ

ȁ ȁ IPȁ IP └ Ȃ ̔ ҩ IP ҩ

IP ҩ ̆ ⱳ ̕ ῃ Ӟ Ȃ 

ᵬ  

῀[ / ῃ/ACL ] ̆ ₯< >̆ ȁᴨᾢ ȁ ↕

ѿ ACL ̆ACL ҉׆ Ҋ Ȃ Ҋ Ȃ 
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.  

̔ ԍ ѿҩ ̆ Ḥ ↕̆ ╠ACL ↕Ȃ0

Ȃ 

῀ ̔ ԍ Ȃ 

IP ̔ ԍ ѿҩIP ̆ IP IP ̆↕ ╠ACL ↕Ȃ 

IP ̔ ԍ ѿҩIP ̆ IP IP ̆↕ ╠ACL ↕Ȃ 

ꜚᵬ̔ ԍ ѿҩꜚᵬ̆ ҉ ᴆ ̆ ꜚᵬȂ 

· ľᾛ Ŀ ԓᾝ Ȃ 

· ľ Ŀҡ ԓᾝ Ȃ 

ş 

ICMP ő ᴧ ICMP ♠ ᴧѷẵ ¢ 

 

 

ş 

€ ő ő IPő ו IPו┴╪ᴮ ő ᾀׅ

е ѷő ט ϐⱦ ѷ¢ 
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2.8.2. ῤ DDOS  

ᵬ  

ѿ ԍ ῤ ̂LAN ̃ ₯̆ ῤ ₃ Ҭ ҙ

Ⱶ ’̕Һ DDOS̆ ῤ Ғ ῃ ̆ Ҍ Ȃ 

ᵬ  

῀[ / ῃ/ῤ DDoS] ̆ ̆ῤ ҙⱵ

Ҍ ӞҌѿ̕ Ҋ Ȃ 

 

SYN-Flood ̔ ԍ LAN ץ̆ LAN SYN

ҩ ∞ ₯̕ ṿ̆ TCP ף ҈ ̆

Ҭ ѿ ̆ ⌠ ѿ SYN ᵞԍ ṿ Ả ҈ ף

Ȃ  

· IP ṿ̔ ԍ SYN └Ȃ 

UDP-Flood ̔ ԍ LAN ץ̆ LAN UDP

ҩ ∞ ₯̕ ṿ̆ ῤ UDP ҡ ̆

Ҭ ѿ Ȃ 

· IP ṿ̔ ԍ UDP └Ȃ 

· ҡ ̔ ԍҡ ̆ ҌẠ ṿ∞ ̆ҡ № ҹ

̕Ӟ ҡ Ҍ ῤ ̆ ҡץ ̆ⱳ

ҡ ҹ ᵌ̆Ҍ ṿ̆ ҡ Ȃ 

ICMP-Flood ̔ ԍ LAN ץ̆ LAN

ICMP ҩ ∞ ₯̕ ṿ̆ ῤ ICMP ҡ

̆ Ҭ ѿ Ȃ 

· IP ṿ̔ ԍ ICMP └Ȃ 



Ḥ 5!ט֜ Ύ                                                     ̔ Ὲ  

01̂2022-01-18̃                                                              тп 

̔ ԍ Ҍ ↓ Ȃ 

ᴪ ̔ ̆↕Ҍᴪ ̕ ҡ

̆ᶏ UDP ICMP ᴪ ҡ Ҍ⌠ ̆ ץ

Ȃ 

̔ ĬCMP-Flood ȁUDP-Flood ȁ

SYN-Flood PASSҌ ᴋᵥ Ȃ 

ş 

‌ б ᴧ ᵟ֞ф ő♠ ֞ ő Ἢ ṧ┼ Ꞌ וֺ

ᴘ ő ♠ ᶝ Ọו ѷו ¢ 

 

2.8.3. DDOS  

ᵬ  

ѿ ԍ ῤ ̂WAN ̃ ₯̆ ₃ ҙⱵ ₯

׆ ҙⱵ ’ Һ̕ DDOS̆ ῤ Ғ ῃ ̆ Ҍ Ȃ 

ᵬ  

῀[ / ῃ/ DDoS] ̆ ̆ҙⱵ Ҍ

ӞҌѿ̕ Ҋ Ȃ 

 

SYN-Flood ̔ ԍ WAN ץ̆ WAN SYN

ҩ ∞ ₯̕ ṿ̆ TCP ף ҈ ̆

Ҭ ѿ ̆ ⌠ ѿ SYN ᵞԍ ṿ Ả ҈ ף

Ȃ 

· IP ṿ̔ ԍ SYN └Ȃ 



Ḥ 5!ט֜ Ύ                                                     ̔ Ὲ  

01̂2022-01-18̃                                                              тр 

UDP-Flood ̔ ԍ WAN ץ̆ WAN

UDP ҩ ∞ ₯̕ ṿ̆ ῤ UDP ҡ

̆ Ҭ ѿ Ȃ 

· IP ṿ̔ ԍ UDP └Ȃ 

· ҡ ̔ ԍҡ ̆ ҌẠ ṿ∞ ̆ҡ № ҹ

̕Ӟ ҡ Ҍ ῤ ̆ ҡץ ̆ⱳ

ҡ ҹ ᵌ̆Ҍ ṿ̆ ҡ Ȃ 

ICMP-Flood ̔ ԍ WAN ץ̆ WAN

ICMP ҩ ∞ ₯̕ ṿ̆ ῤ ICMP ҡ

̆ Ҭ ѿ Ȃ 

· IP ṿ̔ ԍ ICMP └Ȃ 

̔ ԍ Ҍ ↓ Ȃ 

ᴪ ̔ ̆↕Ҍᴪ ̕ ҡ

̆ᶏ UDP ICMP ᴪ ҡ Ҍ⌠ ̆ ץ

Ȃ 

̔ ĬCMP-Flood ȁUDP-Flood ȁ

SYN-Flood PASSҌ ᴋᵥ Ȃ  

ş 

‌ б ᴧ ᵟ֞ф ő♠п ő Ἢ ṧ┼ Ꞌ

ᴘוֺ ¢ 

 

2.8.4. ARP/ND  

ᵬ  

ѿ ԍ ARP ̆ ԍ ҍ Ⱶ ARPḤ ̆ ῤ

ARP ̆ AD ҍῒז ḤȂ 

ᵬ  

῀[ / ῃ/ARP/ND ] ̆ ₯< >̆ ȁ ȁIP

ȁMAC ѿ ARP ̕ Ҋ Ȃ 



Ḥ 5!ט֜ Ύ                                                     ̔ Ὲ  

01̂2022-01-18̃                                                              тс 

 

̔ ԍ IP/MAC Ȃ 

IP ̔ ԍ IP Ḥ Ȃ 

MAC ̔ ԍ ҉ IP MAC Ḥ Ȃ 

₯< ꜚ > ԍ IP MAC ̆ MAC ↕

Ȃ 

̔ ѿ̆ ѿ ̆ ᶏ AD ᶫ ꜚ

MAC ⱳ ̆ ₯< >̆ ԍ ꜚ IP MAC ̆

Ҋ Ȃ 

 

̔ ԍ ῀ ľ IPĿ ľ IPĿ̆ ₯< ꜚ >̆
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ARP IP MAC Ȃ 

MAC ↓ ̔ ԍ ARPḤ Ȃ 

₯< >̆ ԍ Һꜚ ῏MAC Ȃ 

 

̔ ԍ AD ῏ № ѿ ARP ̆ ̆

Ḡ Ȃ 

2.8.5. ARP/NDף  

ᵬ  

ѿ ԍWAN/LAN ҊIP └̆Һ ӟ⌠IP

MAC ̆ AD̆ADᶏ IP Ⱶ

ҙⱵȂ 

ᵬ  

῀[ / ῃ/ ARP/NDף ] ̆ ₯< >̆ ȁ ↓ ȁ₮

ARPף ̕ Ҋ Ȃ 
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↓ ̔ Ώ ARPף IP Ȃ 

₮ ̔ ԍ ARPף ᶏ ̆ѿ ҩ₮ ̕ ꜚ

₮ ⌠ARP ᶏ MAC ARP ̕ ₮

⌠ ARP ̆ ᴪᶏ MAC ARP Ȃ
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3.  

ᵬ  

ԍ Ḥ ̆ ᵬȂ [ ]ȁ

[ ]ȁ[SNMP]ȁ[ ]ȁ[ ]ȁ[ ]ȁ[ ] ₃ҩ

№Ȃ 

3.1.  

3.1.1.  

ᵬ  

ԍ AD IPȁ ῏ȁҺ Ḥ Ȃ Ҋ Ȃ 

 

ᵬ  

῀[ / / ]̆ ľ ↓ ĿҬ ľ͂IP Ŀľ Ŀ̆

₯< ⱴ>̆ IPⱴ῀ ↓ ҬȂ ₯ ↓ IP ̆ ץ

IPḤ ḱ ̆ḱ ₯< > Ȃ ₯− −

IPḤ Ȃ 
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IPv4/IPv6 ῏̔ ԍ AD ῏Ḥ Ȃ ῏IP

IP ѿ Ȃ 

Һ ̔ ԍ AD ̕ Ҍ Ҭ Ȃ 

3.1.2.  

ᵬ  

ԍ Web └ ȁ ȁᴪ ȁ Web ῏

Ȃ 

ᵬ  

῀[ / / ]̆ Ҋ Ȃ 

 

HTTPS ̔ ԍ AD └ ̆ 443 ̕
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ῒז Ȃ 

HTTPᴪ ̔ ԍ └ └ ̕ѿ Ḡ Ȃ 

̔ ԍ Ⱶ ̆ 85 ̕ѿ Ḡ Ȃ 

UIᴪ ̔ ԍ Ҭ ᴪ ̆

ῤ ᴋᵥ ᵬ̆ ᴪ ᴪ ̆ ̕ѿ Ḡ Ȃ 

APIᴪ ̔ ԍ APIᴪ ̕ѿ Ḡ Ȃ 

ӥ̔ └ ӥҊ ̆ Ҋ ӥ̆ ῀ Ҭ̆

└ ҌῬ ӥ Ȃ 

Ḡ ̔ ԍ ῀ └Ȃ Ҭľ Ŀ

̆ ҈ҩ ץ ̔[ ] ԍ ѿ

̆ 300sȂ[ ]ҹᾛ ̆ ҹ5 Ȃ[

]ҹ ⌠ ӊ ̆ IPᴪ ῤ └ ̆ ҹ

300sȂ̂ ѿ 300sῤ̆ ⌠ 5 ̆↕

IPᴪ 300sῤ └ ̃Ȃ 

̔ ԍ ⱳ ̆ ԍ ↓

ҬIP /IP /IP IP Ȃ 

 > ↓ ̔ ԍ IP /IP /IP ̆ ⱳ

ҹ Ȃ 

̔ ҩ Ҍ ҉ Ȃ 

̔ ԍ҉ Ȃ ѿ ̆ῤ ᴪץ... Ȃ 

3.1.3. SSH פ  

ԍ פ ҍᴪ ̆ Ҋ Ȃ 

 

SSH̔ ᶏץ SSH ΐ AD ̆ ᶏ SSH ΐ

AD Ȃ 
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SSH פ ̔ SSH פ ῀ Ȃ 

SSHᴪ ̔ ԍ SSHᴪ ̕ѿ Ḡ Ȃ 

3.1.4.  

ᵬ  

ԍ ̆ ῏ ῏ⱳ ̆Ҍ ↓ Ҍ

ⱳ Ȃ 

ᵬ  

῀[ / / ]̆ Ҋ Ȃ 

 

̔ ҹ ӯ Ȃ 

῏ ̔ ҹ AD ῏ Ȃ 

̔ AD Ȃ 

̔ ↓ ᶏ AD ᶫ Һ ⱳ ̂ ȁ

̃Ȃ ᶏץ Ȃ  

SSL ̔ SSL ↓ SSL ῏ ⱵȂ 

TCP ⱴ ̔ TCP ⱴ ↓ Ⱶ TCP ⱴ

ⱳ Ȃ 

HTTP ̔ HTTP ↓ Ⱶᴨ HTTP
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HTTP ⱳ Ȃ 

ῃ ̔ DNSῃ ↓ ῃ ȁ ῃ

῏ⱳ Ȃ 

̔ ⱳ ȂNetns

Netns └Ȃ 

MADѿ ̔ MADѿ MADⱳ ȂVAD MADҊ

VAD └Ȃ 

ᴆ ̔ ᴆ ̆ ᴆ ↓ ѿ ῤ ̆

Ҍ ᴆ Ȃ 

₯< ῀> ̆ᴪ ₮[ ῀] ̆ Ȃ ῀ Ҭ̆

ľ ῀ ↓ ̆ѿ ѿҩĿ̆ ץ ῀ ↓ Ȃ ₯< ֜>

↓ ῀Ȃ 

 

₯ ↓ ᶷ< ↓ > ̆ ץ ҩ ↓ Ȃ ₯<

> ᴪ̆ ₮ ľ ↓ ⱵȂ ҩ ᵬ̙Ŀ̂

[ ᴆ ]Ҍᴪ₮ ̃̆ ₯< >̆ < > ᴪ < > ̆

↓ ῀ ̆ ῀ ↓ ̆ ₯< > Ȃ 
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3.1.5. ᴆ Ⱶ  

ᵬ  

ԍ ᴆ Ⱶ Ḥ ̆ ᴆ Ⱶ Һ ľEMAIL Ŀ ľ ꜚ

Ŀ ᶏ Ȃ 

ᵬ  

῀[ / / ᴆ Ⱶ ]Ȃ  

₯< >̆ ₮[ ᴆ Ⱶ ] ̆ Ҋ ѿ̔ ȁSMTPҺ

ȁSMTP ȁ Ȃ 

 

̔ ᴆ ̆ ҙⱵ ̆ѿ ꜚȂ 

SMTP Ⱶ ̔ ԍ SMTP Ⱶ ̆ ΏIP Ӟ ץ Ώ

Ȃ 

Ⱶ ̔ ԍ SMTP Ⱶ ᶏ ̆ 25 Ȃ 

Ⱶ ⱴ ̔ҍ Ⱶ ᶏ SSLⱴ Ȃ 
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SNMP Ⱶ ᴍ ̔ SMTP Ⱶ ̆↕

ᴍ ̆ ῀ / Ȃ 

̔ ԍ Ⱶ Ȃ 

/ ̔ ԍ Ⱶ ̆ Ȃ ᴆֲ ҈

̆ ῀ Ȃ 

̔ ץ ꜛ SMTP Ⱶ ̆ ’ ’Ҋ̆

‰ Ȃ 

3.1.6. /  

ᵬ  

ԍ AD Ȃ 

ᵬ  

῀[ / / / ]̆ ᵬ̕ Ҋ Ȃ 

 

₯< PC > ԍ ҍ └ Ȃ 

 

ꜚ ̔ ľ Ŀ̆ ꜚҍ Ⱶ Ȃ 
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Ⱶ ̔ ΏINTERNET Ⱶ Ȃ 

ᴍ Ⱶ ̔ Ώ ᴍ INTERNET Ⱶ Ȃ 

< > ԍ ҍ Ⱶ Ȃ 

̔ Ⱶ ̆ѿ ꜚȂ 

̔ҹ ҍ Ȃ 

ş 

ỊṪ ו ῦ ῦ Ἢוὅőᾀׅ ῦ ᵍ ῦו ┼ ῆ ő ỊṪ ו

ῦ ῦ ὅőᵓו οЅ ᶳו ¡ ו ┼ őᵓ οЅ

ו ἀ ┼ᴟῒἪ₅וỊ  ¢ו┼

 

3.1.7. HOSTS 

ᵬ  

ԍ AD HOST ̆ ԍ Ȃ 

ᵬ  

῀[ / /HOSTS]̆ Ҋ Ȃ 

 

₯< > ԍ hosts ̆ [HOSTS] Ȃ 

 

 

Һ ̔ ԍ Һ Ȃ 
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IP ̔ ԍ ҉ץ Һ IPv4 IPv6 Ȃ 

3.1.8.  

ᵬ  

ԍ AD ̆ ԍ № ⱳ ̆ ̆

ⱳ Ȃ 

ᵬ  

῀[ / / ]̆ Ҋ Ȃ 

 

WAN ῀ ̔ ⱳ ĂDҍ ⱳ ᵌ ĂD׆WAN

⌠ ᴪ ̓͂̕ ⱳ WAN׆̆ ⌠

ȁ Ⱶ AD Ⱶץ ᴪҡ ̆ ⌠ ԋ ̆

⁞ Ȃ 

̔ ⱳ ̆ ⌠ ̆

⌠ Ⱶ Ҍᴪ ̆ ̆ ̆

AD ѿ ̓͂̕ ⱳ ̆ ⌠ Ⱶ

Ṝ №̆≢2 ̆ ⌠ Ⱶ ᴪҌѿ Ȃ

Ḡ Ȃ 

ᾛ ping ̔ ̆WAN Һ pingץ WAN Ҋ IP
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̕ ̆WAN Һ pingҌ WAN Ҋ IP Ȃ 

ᾛ traceroute/tracert̔ ̆ᾛ traceroute Ҭ̕ ̆

traceroute ̆ῒ traceroute ץ Ȃ 

ᾛ SYN ᴪ ̔ ̆ TCP T̆CP ץ ̕

̆ TCP ̆TCP ץ Ȃ 

̔Ҍ Ҍ ̆ῃ ׆ ѿҩ

⌠ ̆ ESTABLISHED ҈׆ ⌠4

Ҍ̆ Ҭ ̆ close Ȃudp ῃ Ȃ 

̔ ̆ ̂ᶛ ̃ ᴪ TCP Ҭ

̕ ̆Ҍᴪ Ȃ 

↓ ̔ ̆ ̂ᶛ ̃ ᴪ TCP

Ҭ ↓ Ȃ 

̔ ԍ Ҭ ꜚᵬȂ 

[ ] - ĂD ⌠TCP Ҭ ᴪ

Ῥ Ȃ 

[ Ώ] - Ώ̆AD ⌠ ḱ Ȃ 

[Ḡ Ҍ ] - Ḡ Ҍ ̆AD ⌠ TCP Ҍ ḱ ̆ ̆

Ҍ Ȃ 

↓ ̔ tcp ↓ ᴪ Ḡ ѿ ̆ ‗snat Ҋ

↓ Ӱ Ⱶ Ȃ 

SNAT ꜚ / ↓ ̔ ̆ ꜚ ẠԅSNAT

↓ Ḥ ̆ tcp Ҭ / ↓ ᴪ ̕

ẠSNAT̆↕tcp Ҭ Ȃ 

ALG ̔ ≢ ῏ ḱ̆ ῤ ̆ Ȃ 

№ ̔ ↓ ⌠ ᴪ№ ̆ ‗ №cpu

≠ Ȃ 

3.2.  

3.2.1.  

ᵬ  
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ѿ └ AD ᴆ Ȃ 

ᵬ  

῀[ / / ]̆ Ҋ Ȃ 

 

[ ↓ ] ԍ └ Ȃ 

< >ȁ< >̔ ԍ Ҭ └ Ȃ 

<− >̔ ԍ− Ҭ └ Ȃ 

₯ ԍḱ ̆ ץ Ȃ 

[ ↓ ] ҉ ₯< >̆ ԍ └ Ȃ 

Ҋ Ȃ 

 

̔ WEB └ Ҭ ̆ ȁ

Ҋ⅞ ̆ └ҹ1~63 Ȃ 

̔ ̆ Ȃ /  
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/ ̔ ԍ ᾛ ᶏ Ȃ 

̔ ԍ ̆ᶏ ΐ Ȃᴰ Ҋ

ᶏ └ Ȃ 

⌠ ̔ ԍ ̆⌠ Ȃ 

̔ ̂ ғ Ữ AD ̃̕ ̂AD

ֽ̆ ̆ Ⱶ ҉

̃̆ ғ Ⱶ Ȃ 

̔ ԍ Ȃ 

̔ ԍ ̆ҍľ ĿҬ ѿ Ȃ 

└ > ̔ ԍ ̆ᶏ ΐ Ȃ 

└ > ̔ ԍ ̆ᶏ ΐ Ȃ

Ҋ ᶏ ȁ ңҩ └ Ȃ 

ӥ ̔ ԍ ̆ / ╠ Ȃ 

UKEY̔ ⌠ ukeyȂ 

ӥ̔ ukey ᴆҬ Ώ῀ ӥȂ 

ӥ̔ ӥ̆ ץ ꜚ ̆ ῀ ӥȂ 

 

└ ̔ ᴪ Ȃ 

̔ Ȃ 
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└ḱ ̔ Ҍ ῃ ̆ᴪ Web └ SSH

פ └ ḱ ̂Web └ SSH פ ѿҩ̃Ȃ 

̔ ᴪ ῤ ̆ Ҍ

̆ ҩ ҹ64Ȃ 

 > ̔ ѿ ῤ ̆ Ҍ

ᶏ Ȃ 

̔ ӈ ұ Ȃ 

̔ ӈ ұ Ȃ 

3.2.2.  

ᵬ  

└ ӊ╠ ᾢ └ ᶏ ̆[ ] ԍ Ҍ

└ ץ ῒז ῏ Ȃ 

ᵬ  

῀[ / / ]̆ Ҋ Ȃ 

 

[ ↓ ] ԍ └ Ȃ 

 <− >̔ ԍ− Ҭ └ Ȃ 

[ ↓ ] ҉ ₯< >̆ ԍ └ Ȃ[ ] Ҋ

Ȃ 
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̔ ̆ ľSSH פ ĿȁľWeb └ Ŀ ľWeb 

APIĿȂ 

SSH פ ̔ ԍ └ ΐ SSH פ Ȃ 

Web └ ̔ ԍ └ ץ web └ Ȃ 

Web API̔ ԍ └ ץ web api Ȃ 

└̔ ԍ ᶏ └ └ῒ IP Ȃ 

ľ Ŀ̆ └IP Ȃ 

 

↓ ̔ ԍ IP ̆ ῀IP ̆ ₯< ⱴ>

IP Ȃ 

̔ ԍ └ ̆ ̔ ̆ ̆

̆ ̆ ̆ ̆ῃ ̆ῃ

̆ ӥ ̆ ↕ ̆ ̆ ̆ ̆

Ҭ ̆ ῃ ̆ ̆№ Ȃ 
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3.2.3.  

ᵬ  

ѿ ԍ Web └ ľ Ŀ̕ ץ RADIUSȁAD ȁTACASA+

Ȃ 

ᵬ  

῀[ / / ]̆ Ҋ Ȃ 

 

/ ̔ Ȃ 

̔ ’ Ⱶ ̆ ץ RADIUS/AD

/TACACS+ Ȃ 

[RADIUS] - ᶏ radius Ȃ 
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[AD ] - Ḡ AD Ⱶ ҉ Ȃ 

[TACACS+] - ᶏ tacacs+ Ȃ 

RADIUS/TACACS+ > ̔ 

[ ᴨᾢ] - ᴨᾢᶏ Ⱶ ҉ / Ȃ 

[ ᴨᾢ] - ᴨᾢᶏ AD ҉ / Ȃ 

RADIUS > NAS-IP ̔ RADIUS Ҭ NAS-IP-Address Ȃ 

RADIUS/AD /TACACS+ > ̔ Ⱶ ̆ѿ

ꜚȂ 

[ ] - ᴨᾢ Ȃ 

[ҙⱵ ] - ᴨᾢ ҙⱵ Ȃ 

[ ꜚ] - ѿ Ȃ 

RADIUS > ID R̔ADIUS ῤ̆ 56 ȂӞ ץ ӈIDȂ 

RADIUS/TACACS+ > Һ / Һ ̔ Ⱶ IP Ȃ 

RADIUS/TACACS+ > / ̔ Ⱶ Ȃ 

RADIUS/TACACS+ > ῍֣ / ῍֣ ̔ Ⱶ ҍ Ḥ "῍֣ "Ȃ 

TACACS+ > ̔ ⱳ ῏ Ȃ 

TACACS+ > / ̔ Ⱶ ᶏ ̆ ץ PAP CHAPȂ 

AD  > Һ ̔ Ⱶ IP Ȃ 

AD  > ̔ Ⱶ Ȃ 

AD  > SSL ̔ SSL ̆ Ȃ 

AD  > SSL  > Ⱶ CA ӥ̔SSL ԍ Ⱶ ӥ

ḤȂ 

AD  > SSL  > ӥ S̔SL Ⱶ ӥ

Ḥ̂ ԍ ̃Ȃ 

AD  > ̔ ̆ SSL Ⱶ ⱳ̆ ↓׆ץ

Ҭ Ȃ 

AD  > ̔ ᵥץ Ⱶ ѿ ̆ Ȃ

ҹ ̆ Ȃ ҹ

̕ ҹ DN Ȃ 

AD  >  > ̔ ҹ" " ҩ

̆ ҩ ҹ${user}@sangfor.com̆↕ᴪ
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${user}Ȃ 

AD  >  > DN̔ ᶏ ῀ LDAP҉ Ḥ Ȃ

Ḡ ῀ ΐ ̆ᶛ ῀LDAP Ȃ

Ώ DN ̆ѿҩᶛ MS Active Directory Ώץ

user@domain Ȃ 

AD  >  > ̔ ῀ Ȃ 

3.3. SNMP 

ᵬ  

ѿ ԍ AD SNMPḤ ̆Һ ԍ SNMP

AD ѿ֓ Ḥ ̆ CPU ȁῤ ץ Ȃ 

ᵬ  

Ҋ Ȃ 

 

₯<Ҋ MIB >̆ ԍҊ ᶏ MIB ᴆ̆ Ḡ ⌠ PCȂ 

₯ ↓ ᶷ └̆ ץ └Ȃ 

3.3.1. SNMP(V1,V2C) 

ᵬ  



Ḥ 5!ט֜ Ύ                                                     ̔ Ὲ  

01̂2022-01-18̃                                                              фс 

ѿ ԍ SNMP  V1 V2C Ḥ Ȃ Ҋ

Ȃ 

 

ᵬ  

₯< >̆ Ҋ Ȃ 

 

῍ ᵣ̔ ԍ ҍ Ḥ ̆ Ḥ ҍ ѿ Ȃ 

ᾛ IP ̔ ԍ ᾛ ֓IP SNMP ⌠AD Ḥ ̆

ץ ľῃ IPĿ ľ IPĿȂ 

̔ ԍ SNMP AD ̆ ҹľ ĿȂ 
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3.3.2. SNMP(V3) 

ᵬ  

ѿ ԍῒז SNMP V3 Ḥ Ȃ 

ᵬ  

₯< >̆ Ҋ Ȃ 

 

̔ ԍ AD Ȃ 

̔ ԍ SNMP AD ̆ ץ ľ Ŀ

ľ ΏĿȂ 

̔ ԍ Ȃ 

̔ ԍ ̆ ץ ľMD5Ŀ ľSHAĿ̆ ҍ
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ѿ Ȃ 

ⱴ ̔ ԍ ⱴ Ȃ 

ⱴ ̔ ԍ ⱴ ̆ ҍ ѿ Ȃ 

̔ ԅľᶏ Ŀ̆↕Ҋ ľⱴ ĿҌ Ώ̆ᴪᶏ

҉ ľ ĿȂ 

3.3.3. Traps 

ᵬ  

ѿ ԍAD Һꜚ ҩIP Ḥ Ȃ 

ᵬ  

₯< >̆ Ҋ Ȃ 

 

̔ ץ ľV1Ŀ̆ľV2CĿ̆ľV3Ŀ Ȃ 

̔ ץ GBK UTF8ң Ȃ 

῍ ᵣ̔ ԍ ҍ Ḥ ̆ Ḥ ҍ ѿ Ȃ 
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̔ Traps Ⱶ ̆ѿ ꜚȂ 

[ ] - Traps Ⱶ Ȃ 

[ҙⱵ ] - ҙⱵ Traps Ⱶ Ȃ 

[ ꜚ] - ꜚ Traps Ⱶ Ȃ 

IP̔ AD Һꜚ IP Ḥ Ȃ 

̔ Ȃ 

V3 ̆ ҊḤץ Ȃ 

 

ID̔ ԍSNMP ᵣ ≢ȁ ⱴ Ȃ 

̔ ԍ AD Ȃ 

̔ ԍ Ȃ 

̔ ԍ ̆ ץ ľMD5Ŀ ľSHAĿ̆ ҍ

ѿ Ȃ 

ⱴ ̔ ԍ ⱴ Ȃ 

ⱴ ̔ ԍ ⱴ ̆ ҍ ѿ Ȃ 

̔ ԅľᶏ Ŀ̆↕Ҋ ľⱴ ĿҌ Ώ̆ᴪᶏ

҉ ľ ĿȂ 
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3.4.  

ᵬ  

ѿ ԍAD E-MAIL SNMP Trap Ḥ ȂῒҬ̆

HTTP ȁSyslog Ȃ 

3.4.1. E-mail  

ᵬ  

E-mail AD ꜚ E-mail ᴆḤ ⱳ Ȃ 

ᵬ  

῀ Ҋ Ȃ 

 

E-mailԊᴆ ̔ ľ Ŀ̆ E-mailԊᴆ ̆ ꜚ

ᴆ ⱳ ̆ ľ Ŀ̆ ԍ ᴆ ⱳ Ȃ 

Ԋᴆ̔ ԍ ֓Ԋᴆ ᴪ ᴆȂ 

[ Ⱶ ]̔ ᴪ Ȃ 

[ ]̔ ҩ ᴪ Ȃ 
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[ ]̔ ᴪ Ȃ 

[ ]̔ ԅ ̆ ℗ ᴪ Ȃ 

[CRL ]̔ CRL ᴪ Ȃ 

[ ₯]̔ Ҍ http ≢ ₯ ᴪ Ȃ 

[ ӥ ] - ӥ ᴪ Ȃ 

[ ]̔ AD ᶏ ᶛ Ȃ 

[ῤ ]̔ AD ῤ ᶏ ̆ ᶛ Ȃ 

[ ]̔ AD ̆ ҉

Ȃ 

[ Ⱶ ]̔ AD Ⱶ ̆ ҉

Ȃ 

[CPU ]̔ AD CPUᶏ ̆ ᶛ Ȃ 

[ ] - ṿ̆ ғ 60s( )̆↕ ᴆ SNMP

Ȃ 

[ ] - ṿ̆ ғ 60s( ) ↕̆ ᴆ SNMP

Ȃ 

[ Ⱶ ] - Ⱶ ṿ̆ ғ 60s( ),↕

ᴆ SNMP Ȃ 

[ ῏ ] - AD ῏ Ȃ 

SMTP Ⱶ ̔ ԍ ᴆᶏ SMTP Ⱶ S̆MTP Ⱶ

ľSMTPĿ ῏ ̆ ץ Ҋ SMTP Ⱶ Ӟ̆ ץ

₯< > ₮[SMTP Ⱶ ] ̆ ԍ SMTP Ⱶ Ȃ 

ᴆ ̔ ԍ ᴆ ᴆ Ȃ 

ᴆֲ̔ ԍ ᴆ Ȃ 

ᴆֲ̔ ԍ ᴆ ̆ѿ ᶏ SMTP Ⱶ

Ȃ 

ᴆ ̔ ᴆ ̆ ῤ Ḥ ᴪ ⌠ѿ

ᴆҬ Ȃ 

₯< > Ȃ 

₯< > ᴆֲ ᴆ ᴆȂ 
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3.4.2. SNMP Traps  

ᵬ  

ѿ ԍAD SNMP Trap Ȃ 

ᵬ  

Ҋ Ȃ 

 

SNMP Traps ̔ ľ Ŀ̆↕ SNMP Trap ⱳ Ȃ

ľ Ŀ̆ SNMP Trap ⱳ Ȃ 

Ԋᴆ̔ ԍ ֓Ԋᴆ ᴪ Ḥ Ȃ 

[ Ⱶ ] - ᴪ Ȃ 

[ ] - ҩ ᴪ Ȃ 

[ ] - ᴪ Ȃ 

[ ] - ԅ ̆ ℗ ᴪ Ȃ 

[CRL ] - CRL ᴪ Ȃ 

[ ₯] - Ҍ http ≢ ₯ ᴪ Ȃ 

[ ӥ ] - AD ҉ ӥ ᴪ Ȃ 

[ ] - AD ᶏ ᶛ Ȃ 

[ῤ ] - AD ῤ ᶏ ̆ ᶛ Ȃ 

[ ] - AD ̆ ҉
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Ȃ 

[ Ⱶ ] - AD Ⱶ ̆ ҉

Ȃ 

[CPU ] - AD CPUᶏ ̆ ᶛ Ȃ 

[ ] - ṿ̆ ғ 60s( )̆↕ ᴆ SNMP

Ȃ 

[ ] - ṿ̆ ғ 60s( ) ↕̆ ᴆ SNMP

Ȃ 

[ Ⱶ ] - Ⱶ ṿ̆ ғ 60s( )̆↕

ᴆ SNMP Ȃ 

[ ῏ ] - AD ῏ Ȃ 

3.4.3. Syslog  

ᵬ  

Syslog Syslog Ⱶ Ȃ 

ᵬ  

Ҋ Ȃ 
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/ ̔ / Syslog Ⱶ Ȃ 

Ⱶ ̔ 

[IP ] - syslog Ⱶ Ȃ 

[ ] - syslog Ⱶ Ȃ 

[Ҭ / ] - Ȃ 

[ASCII/UTF8/GBK/GB2312] - Ȃ 

[ /ҙⱵ / ꜚ] - ҩ Ⱶ ̆ѿ ꜚȂ 

̔ 

[Ḥ ] - AD Ҭ֟ Ḥ ≢ ̆ ῤ <

/ / > Ⱶ Ȃ 

[ ] - AD Ҭ֟ ≢ ̆ ῤ <

/ / > Ⱶ Ȃ 

[ ] - AD Ҭ֟ ≢ ̆ ῤ <

/ / > Ⱶ Ȃ 

[SSL ] - ԍSSL/HTTPS Ⱶ Ḥ ̆ ῤ

< / / > SSL Ȃ 
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[ ] - ԍ ᵬ ̆ ̆ ῤ <

/ / > Ȃ 

[HTTP ] - ῤ < / /HTTP >  

[NAT ] - AD ⌠ Ạ ȁ Ḥ ̆

ῤ < / / > NAT Ȃ 

[iPro ] - Ⱶ iPro ̂ < /iPro>̃ Ȃ 

[LOCAL0-LOCAL7] - ҉ץ syslogץ facilityṿȂҌ Ҍ

facilityṿ ̆syslog Ⱶ ⌠ ץ ṿ ∞ ≢Ȃ 

[NONE] - ҉ץ ҹNONE Ҍᴪ ⌠syslog Ⱶ Ȃ 

Ḥ ȁ ȁ ԍ Ⱶ ̆ ̆

ᵝ Ȃ 

3.4.4. HTTP  

ᵬ  

[HTTP ] ץ ӈ Ⱶ ̆ Syslog Ⱶ Ȃ 

 

ᵬ  

₯< >̆ Ҋ Ȃ 
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̔ HTTP Ȃ 

Ⱶ ̔ HTTP HTTPS Ⱶ̆ѿҩ Ⱶ ⱴѿ

Ȃ 

ӈ ̔ ̆ ₯[ ]̆ Ҋ ̆ ץ

Ȃ 

Ҋ ̂ ̃ 

· Http Ώ  

${client_ip} IP     ${client_port}  

${vip} ⱵIP        ${vport} Ⱶ  

${uri} URI              ${host} host  

${rs_ip} Ⱶ IP      ${rs_port} Ⱶ  

${rs_val} ῏       ${user_agent} Ḥ   

${method}          ${time}  

${cookie.XXX} XXXcookiêXXXҹcookie ̃ 
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${xff_ip} x-forwarded-for ῤ  

· ӥ Ώ  

${X509.version} ӥ     ${X509.serial_num} ӥ ↓  

${X509.signature_algorithm} ӥ   

${X509.issuer} ӥ  

${X509.not_valid_before} ӥ ̂ ӊ╠ ̃ 

${X509.not_valid_after}  ӥ ̂ ӊ ̃ 

${X509.subject} ӥ Һ   

${X509.subject_public_key_type} ӥ Һ Ὲ  

${X509.subject_public_key} ӥ Һ Ὲ  

${X509.subject_public_key_bits} ӥ Һ RSAῈ   

${X509.hash} ӥ MD5 ↓̂ ̃ 

${X509.whole} ӥ ̂PEM ̃ 

${X509.DN_CN}            ${X509.DN_E} ᴆ 

${X509.DN_O}Ὲ /           ${X509.DN_OU}  

${X509.DN_C}                ${X509.DN_S} / ᴍ 

${X509.DN_L}                ${X509.errno} ӥ  

· SSL Ώ  

${SSL.version}SSL             ${SSL.cipher_id}ⱴ ᴆid 

${SSL.cipher_name}ⱴ ᴆ    ${SSL.session_id}ᴪ id 

${SSL.tlsext_server_name}SNI Ⱶ  

· SSL Ώ  

${STAT.resp_latency_time} ׆ ⌠ ⌠  

${STAT.resp_elapsed_time} ׆ ⌠ ⌠  

${STAT.rs_latency_time} ׆ ⌠ ⌠  

${STAT.rs_elapsed_time} ׆ ⌠ ⌠  

${STAT.resp_length}  

${status_code} Ⱶ  

ῒҬ ԍ HTTP ̆ῒSyslog ץ ľ Ŀ ľ Ⱶ ĿȂ 
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ľ Ŀ̆↕ HTTP ᴪ ľsyslog ĿҬ syslog Ⱶ

Ȃ 

ľ Ⱶ Ŀ ̆ ╠ Syslog ̆ HTTP ֽ

Ⱶ Ȃ 

 

3.4.5. DNS  

ᵬ  

ⱳ ӈ Ⱶ ̆ ғ Syslog Ⱶ Ȃ ̔

ҙⱵ Ȃ 

ᵬ  

₯< >̆ Ҋ Ȃ 
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̔ DNS Ȃ 

̔ DNS ̆ Ȃ 

Ⱶ ̔ DNS Ⱶ̆ѿҩ Ⱶ ⱴѿ Ȃ 

ӈ ̔ DNS ῤ №̆ ץ ⱴῤ Ȃ 

 > DNS ̔ 

[${query_time}] -  
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[${query_id}] - ID 

[${srt_ip_port}] - IP  

[${dst_ip_port}] - IP  

[${protocol}] -  

[${query_detail}] - ῤ  

[${query_flag}] - ᵝ 

[${ecs}] - ecsῤ  

[${schedInfo}] - Ḥ  

 > DNS ̔ 

[${response_time}] -  

[${query_id}] - ID 

[${srt_ip_port}] - IP  

[${dst_ip_port}] - IP  

[${protocol}] -  

[${query_detail}] -  

[${response_detail}] -  

[${response_flag}] - ᵝ 

 

ῒҬ ԍ DNS ̆ῒSyslog ץ ľ Ŀ ľ Ⱶ ĿȂ 

ľ Ŀ̆↕ DNS ᴪ ľsyslog ĿҬ syslog Ⱶ

Ȃ 

ľ Ⱶ Ŀ ̆ ╠ Syslog ̆ DNS ֽ

Ⱶ Ȃ 
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3.4.6.  
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̔ 

[${time}] -  

[${username}] -  

[${URL}] - URL 

[${description}] - ꜚᵬΐᵣῤ  

[${method}] - ᵬ  

[${operation_result}] - ᵬ  

[${module}] -  

[${login_ip}] - ip 

[${log_id}] - ID 

[${command}] - פ Ḥ  

[${project}] -  

[${netns}] - (netns) 

Ⱶ ̔ 

[${time}] -  

[${log_level}] -  

[${module}] -  
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[${log_id}] - ID 

[${details}] - Ḥ  

[${project}] -  

[${netns}] - (netns) 

NAT ̔ 

[${log_id}] - ID 

[${action}] - ꜚᵬ 

[${protocol}] -  

[${src_ip}] - ip̂nat╠̃ 

[${src_port}] - ̂nat╠̃ 

[${dst_ip}] - ip̂nat╠̃ 

[${dst_port}] - ̂nat╠̃ 

[${nat_src_ip}] - ip̂nat ̃ 

[${nat_src_port}] - ̂nat ̃ 

[${nat_dst_ip}] - ip̂nat ̃ 

[${nat_dst_port}] - ̂nat ̃ 

SSL ̔ 

SSL  > ӥ Ώ  

[${X509.version}] - ӥ  

[${X509.serial_num}] - ӥ ↓  

[${X509.signature_algorithm}] - ӥ  

[${X509.issuer}] - ӥ ̂ ҹRFC2253 ‰̃ 

[${X509.not_valid_before}] - ӥ ̂ ӊ╠ ̃ 

[${X509.not_valid_after}] - ӥ ̂ ӊ ̃ 

[${X509.subject}] - ӥ Һ ̂ ҹRFC2253 ‰̃ 

[${X509.subject_msb}] - ӥ Һ  

[${X509.subject_public_key_type}] - ӥ Һ Ὲ  

[${X509.subject_public_key}] - ӥ Һ Ὲ  

[${X509.subject_public_key_bits}] - ӥ Һ Ὲ  

[${X509.hash}] - ӥ MD5 ↓ 

[${X509.whole}] - ӥ ̂PEM ̃ 

[${X509.DN_CN}] - ӥ  

[${X509.DN_E}] - ᴆ 

[${X509.DN_O}] - Ὲ /  

[${X509.DN_OU}] -  
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[${X509.DN_C}] -  

[${X509.DN_S}] - / ᴍ 

[${X509.DN_L}] -  

[${X509.errno}] - ӥ  

SSL  > SSL Ώ  

[${log_id}] - ID 

[${project}] -  

[${netns}] - (netns) 

[${time}] -  

[${vs_name}] - Ⱶ 

[${client_ip}] - IP  

[${client_port}] -  

[${vip}] - ⱵIP  

[${vport}] - Ⱶ  

[${rs_ip}] - Ⱶ IP  

[${rs_port}] - Ⱶ  

[${err_info}] - Ḥ  

3.5.  

3.5.1. ᴍҍ  

ᵬ  

ѿ ԍAD └ ᶫ ҉ ᴍ ҍ ᵬȂ 

ᵬ  

῀[ / / ᴍҍ ]̆ Ҋ Ȃ 
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Ҋ ╠ ̔ AD ╠ ҹbcf zip ᴆ̆ᶫ Ҋ Ḡ

Ȃ 

Ҋ ╠  > ₮ ̔ ₮ ᴆ Ȃ BCF ᴍ ̂bcf ̃

JSON ̂zip ̃Ȃ 

̔ AD ⌠ӊ╠ ҩ Ȃ ׆ ᴍҬ ׆

ᴆҬ ң Ȃ IP ̆ ҹ Ҭ ̆

ᴪ IPȂ 

׆] ᴍҬ ] - ᴍ ⱳ ꜚ ᴍ ᵬ̆ ץ ׆ ѿҩ ᴍ

ᴆҬ AD Ȃ 

׆] ᴆҬ ץ - [ ҉ᴰ ᴍ ᴆ̆ bcfȁzip Ȃ 

ᴍ ̔ ҉ ᴍ̆ ץ ₮̆ − ᴍ̆Ӟ ץ

ᴍȂ 

₮ ̔ ᴪ ̆ ᴪ Ȃ 

IP̔ ̆ ᴪ IPȂ 

₯< ᴍ / ᴍ>̆ ₮[ ᴍ] Ȃ 
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ᴍ > ᴍ ̔ ᴍ ╠ ̂ ᴍ ᴆ ᴪ ᴍ

ⱴ҉ ȁ Ḥ ̃Ȃ 

ᴍ > ̔ ᴍȂ 

ᴍ > Ữ ̔ Ữ X ᴍ Ȃ 

ᴍ > ̔ ỮȂ 

ᴍ > ᴰ ̔ Ữֽ ftp ̆ftp Һꜚȁ ꜚᴰ ң

Ȃ 

ᴍ > ̔ Ữ ץ ȁ ̆ ΐᵣ

Ữ ᴍȂ 

ᴍ > ҉ᴰ Ⱶ URL̔ΐᵣ Ⱶ URL̆ ftp Ȃ 

ᴍ > ̔҉ᴰ ftp Ȃ 
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ᴍ > ̔ Ȃ 

ᴍ > ̔ ҙⱵ ̆ѿ ꜚȂ 

ᴍ > ᴍ ̔ ᴍ ᴆ ̆ BCF ᴍ ̂bcf ̃ JSON

̂zip ̃Ȃ 

ᴍ > ⱴ ̔ ᴍ ҹJSON ץ

ⱴ ⱳ Ȃ 

ᴍ > ̔ ⱴ ̆ zip JSON

Ȃ 

3.5.2. №  

ᵬ  

№ ҹץ ᶫ ҩ ̆ ҩ ӊ ץ ԑ℗ ץ̆

Ḡ Ȃ ̆ ’Ҋ̆ ᶫ ⱬȂ

№ ⱳ ֽ Ȃ 

3.5.2.1. Ἕ  

ᵬ  

Ἕ҉ᴰ̔ ᶏ ’Ҋ̆ ץ Ἕ̂ SSI ᴆ ҉̃ᴰ⌠

Ȃ≠ ҉ᴰ Ἕ ᴆ ѿҩ Ȃ 

Ἕ− ̔ − Ҍ ἝȂ 

 

3.5.2.2. №  

ᵬ  

[№ ↓ ] ҹ⇔ № ↓ ̆ ץ № ℗ ȁ ᵬȂ 

⇔ № ̔ ₯< >̆ ῀ Ἕ̆⇔ № Ȃ< ֜>
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⇔ № Ȃ 

 

№ ̔ ⇔ № Ҭ̆ ̆ ╠ֽ ľ Ŀ №Ȃ 

 

№ ̔ № ҉̆ № Ȃ 
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℗ № ̔ ᶏ ῒז ̆ ץ № ℗ Ȃ ̆ ľ

῀ ╠ ĿȂ ҩ№ ℗ ̆ ץ ץ̆ Ҋ Ḡ Ȃ 

 

− № ̔ Ҍ ҩ№ ӊ ̆ ץ № − ̆ ꜚ№ Ҍ −

ᵬȂ 
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3.5.3.  

ᵬ  

ѿ ԍ ҉ Ȃ 

ᵬ  

῀[ / / ]̆ Ҋ Ȃ 

 

₯<҉ᴰ >̆ ssu ᴆ ₯҉ᴰȂ Ҋѿ ᵬ̆

Ȃ 
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₯< >̆ ץ Ȃ 

 

3.5.4.  

ѿ ԍ web └ ᾛ ̆SSH ᾛ Ȃ 
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̔ ԍ AD Ȃ ľWAN ĿľLAN

Ŀ WAN/LAN ̆ῒҬľWAN Ŀ

̆ 24 Ȃ 

SSH ̔ ԍ AD SSH ̆ ľ Ŀȁ

ľLAN ĿȁľWAN ҳ Ŀ /LAN/WAN SSH

̕ῒҬľWAN ҳ Ŀ 8ҩ 8̆ ᴪ ꜚ῏ Ȃ 

SSH ̔ ᶏ Ȃ 

3.5.5. ꜚ  

ᵬ  

ѿ ԍ ꜚ ץ ↕ ȁ ץ ISP Ȃ 

ᵬ  

῀[ / / ꜚ ]̆ Ҋ Ȃ 

 

̔ ľ Ŀ↕ ᴪ ꜚҊ SANGFOR׆ ҉Ὲ Ҁ̕

ľ Ŀ↕ Ҍᴪ ꜚҊ ҀȂ 
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↕ ̔ľ Ŀ ľ Ŀ ↕ Ȃ 

̔ ץ ľ Ŀȁľ Ŀ ľ ĿȂӞ ץ ₯<

>Ȃ 

̔ҹ ↕ Ȃ 

Ḥ ̔ ԍ ꜚ Ḥ ҹ̆ ↕ ╠ ץ ↕ Ȃ 

̔ľ Ŀ ľ Ŀ Ȃ 

̔ ץ ľ Ŀȁľ Ŀ ľ ĿȂӞ ץ ₯<

>̆Ҋ Ȃ 

̔ҹ Ȃ 

Ḥ ̔ ԍ ꜚ Ḥ Ȃ 

ISP ̔ľ Ŀ ľ ĿISP Ȃ 

̔ ץ ľ Ŀȁľ Ŀ ľ ĿȂӞ ץ ₯<

>Ȃ 

̔ҹISP Ȃ 

Ḥ ̔ ԍ ꜚ Ḥ Ȃ 

ף .3.5.6  

ᵬ  

ԍ Ȃ 

ᵬ  

῀[ / ף/ ]̆ Ҋ Ȃ 
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ף Ⱶ ̔ ᶏ ף Ⱶ ̆ ῒ HTTP HTTPS̆ ľ Ŀץ

̆ ף׆ Ⱶ ҉ Ҁ Ȃ 

IP ף̔ IP Ȃ 

ף̔ ̂ 1~65535̃Ȃ 

̔ ף Ⱶ ᴍ ̆ ץ Ȃ 

ף̔ Ⱶ Ȃ 

ף̔ Ⱶ Ȃ 

3.5.7. ῏ /  

ᵬ  

[῏ / ] ᶫ ҉ ̆ Ḃ ᵬȂ 

ᵬ  

῀[ / ]̆ ₯[῏ / ] Ҋ Ȃ 

 

₯<῏ >̆ ԍ῏ AD Ȃ 

₯< >̆ ԍ AD Ȃ 

₯< Ⱶ>̆ ԍ AD Ⱶ̆ ᴆҌ Ȃ 

3.5.8.  

῀[ / / ]̆ Ҋ Ȃ 
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ץ Ḥ ᴍ Ὲ Ȃ 

3.5.9. ℗  

῀[ / / ℗ ]̆ Ҋ Ȃ 

 

ᴰ ̔ ҹᴰ ̆ Ҋΐ ῃ ⱳ ̆ Һ

̆ ԍ ҩ ҙⱵ ̂ᴰ Ҭ ̃Ȃ 

̔ ѿ ₮ ҉ ҩ ᶛ̆

ԍԐ Ҋ ̆ ҩ ѿҩ ҩ ᶛ̆ ҩ

ᶛӊ ȁ ȁ ȁ Ȃ 

̔ ֽ ̕Ҍ Ҭ ⱳ Ȃ 

3.6.  

WEBUI ̔[ / ]Ȃ 

Ȃ 
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3.6.1. ᴪ  

[ ᴪ ] ҉ Ḥ ̆ғ ҂ ῏ Ȃ 

 

῀ IPȁ Ḥ ̆ ₯< >Ȃ ᴪ Ҋ ↓ ↓₮Ȃ ץ

῏ Ḥ Ȃ 

3.6.2.  

ᵬ  

ҹ ҉ ⱳ Ȃ ⌠ ̆ ҉

̆ № ̆Ḃԍ ‗Ȃ 

ᵬ  

῀[ / / ]̆ Ҋ Ȃ 
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₯< >̆ [ ] Ȃ 

 

̔ Ȃ 

̔ ץ Ȃ ᶷ

Ȃ 

IP ̔ҹ IP ᴆȂ 

̔ҹ ᴆȂ 

̔ ֓ ӈ ᴆ Ȃ ҹhost 200.200.0.1 and port 

50Ȃ ⱳ Ҍ 808̆830̆1360 Ȃ 

₯< >̆ ᴆ Ȃ ₯< > ↕̆ ╠ Ḥ Ȃ 

Ả ̆ ₯ <Ả >̆ ₯ ̆ Ả Ȃ 

₯ ̆ Ҋץ Ȃ 

3.6.3. Ҋ  

ᵬ  

ԍ ҉Ҋ Ḃԍץ̆ ⌠ ӊ╠

̆ᵬҹ ᶭ Ȃ 
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ᵬ  

῀[ / /Ҋ ]̆ Ҋ Ȃ 

 

̔ Ҋ ̆ 30 ӊῤ̆ғ

Ҍ 7 Ȃ ץ ₮ 30 ғ̆ѿ ₮7

Ȃ 

Ҋ ̔Ҋ ῤ Ȃ 

Ҋ / ⱴ ̔ ԍⱴ ᴆ̆ ⌠Ȃ 

3.6.4.  

ᵬ  

ⱵҬ ҩURL AD ’Ȃ 

ᵬ  

῀[ / / ]̆ Ҋ Ȃ 

 

Ⱶ̔ ⱵȂ ̔ ᴨ HTTP

ⱳ HTTP/HTTPS Ⱶ Ȃ 

URL ̔ ῀ URL ̆ Ȃ 

₯< >̆ Ȃ 

₯< >̆ Ȃ 
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3.6.5.  

ᵬ  

[ ] ѿ ῤ URL Ҍ Ȃ 

ᵬ  

῀[ / / ]̆ Ҋ Ȃ 

 

Ⱶ̔ Ⱶ̆ ̔ ᴨ HTTP

ⱳ HTTP/HTTPS Ⱶ Ȃ 

IP̔ ῀ IP̆ Ȃ 

URL ̔ ῀ URL ̆ Ȃ 

₯< >̆↕ URL ’̆ ̆ ₯<Ả

> Ȃ 

3.6.6. ᴪ Ḡ  

ᵬ  

[ᴪ Ḡ ] ԍ Ⱶ ᴪ Ḡ ̂ IP̃ Ȃ 

ᵬ  

῀[ / /ᴪ Ḡ ]̆ Ҋ Ȃ 

 

ᴆ Ҭ ῀ ῏Ḥ ̆ ₯< >̆ ᴪ ᴆ

ᴪ Ḡ Ḥ ̆ cookie ῀ȁcookie Ώᴪ Ḡ Ҍ Ȃ 
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3.6.7. WebConsole 

ᵬ  

[WebConsole] ԍ web פ ᵬ̆ ѿ֓ Ḥ Ȃ 

ᵬ  

῀[ / /WebConsole] ̆ Ҋ Ȃ 

 

[ פ ꜛ↓ ]↓₮webconsole ץפ פ ᵬ ̆ Ҋ

[Sangfor Technologies Inc Webconsole#] ῀ helpפ ̙ ľEnterĿ

⌠ Ḥ Ȃ 

Ҋ Ȃ 
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4.  

4.1.  

[ / ] ԍ AD ȁ ῃ Ȃ ץ

҉ [ ]ȁ[ ]ȁ[ῃ ] ℗ Ȃ 

 

4.1.1.   

[ / ] ԍ Ⱶ ץ ’Ȃ ҙⱵ

̆ ȂҊ №ҹ ҩ ̔ ҙⱵ̆SSL ̆ҙⱵ ⱬץ

ᴨ Ȃ 

 

[ҙⱵ ]ҹ ╠ Ⱶ ȂҙⱵ Ḥ ᶷץҌ

₮ ̆№≢ҹ̔ ȁ ȁ ȂῒҬ ҩ ῒ ҙⱵ Ȃ

₯ ̂ ₯< >̃ ץ Ⱶ ̂[ / Ⱶ]̃Ȃ 

[ / Ⱶ] Ҋ̆ ҩ ҹ Ⱶ ҙⱵ ’Ȃ Ⱶ

ȁ ̂ ȁ ̃ȁ ץ Ḥ ̂҉ ȁҊ ̃Ȃ 

 

₯ ҉ < ̆<ל ץ Ⱶ Ḥ Ȃ ȁ
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ץ ̂ ȁ ȁ ȁ Ⱶ ̃Ȃ 

 

₯ ҉ <ᴨ >̆ Ⱶ ᴨ Ȃ Ȃ 

 

[ ] ԍ Ⱶ ҩ Ȃ ᶷץҌ

₮ ̆№≢ҹ̔ ȁ ȂῒҬ ҩ ῒ Ȃ ₯

̂ ₯< >̃ ץ ̂[ / ]̃Ȃ 

[ / ] Ҋ̆ ҩ ҹ ’Ȃ ȁ

̂ ȁ ̃ȁ ץ Ḥ ̂҉ ȁҊ ̃Ȃ 
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ş 

ầ Ḏ ו ᾀ [ / Ḩ ] ӊּו¢ϻ ⁮ᾐ Ḏ

¢ 

 

4.1.2.   

[ / / № ] ץ № ̆ № ץ

Ԋᴆ Ȃ 

 

ԍ Ḥ ̆ ץ [ / ] ̆ ȁ

Ȃ ѿ / ѿ / ѿ ’ Ȃ̂

ȁ ≠ ȁ ȁ₮ ȁ Ҭ ץ Ȃ̃  

 

4.1.3.  ῃ  

[ /ῃ ] ԍ ȁ ȁ ȁDNS ץ




























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































