@ SANGFOR | F‘\%EHE%IT
BB v SANGFOR INFRA

m3 0Z71 T H AD

T A€ ¢

F«o" V7021

n" o 01

ryol 2022-01-18




ck a

© H M ET 2022AG W® %
~ A
H M E vy ' H E L"s
pi ) " p 0 a "Ea a
a a o Pb G a
Tz H BB 17 F A -
Kv., b pl1 i p a Pb 6 La
Yir apo ~ A
y U oa b o vooE 3.
T n N & F " b %
3 I M = b bBAKY
G A
" 1 I S B p wb y
A 3 N buag - T
K v G H M E b
K v K A
g
| * 400-806-6868
F ' 400-630-6430 " T -
H " www.sangfor.com.cn
7*24 * https:/bbs.sangfor.com.cn/~ D U

IFHER—1
RIEFHLIRE



https://bbs.sangfor.com.cn/

"oul!s Y
H 0 AD” 3 AD a
T o A
sy 1
l_
: v A v
p A
b %«
2022-01-18 01 w-
T F WL T moq " A
a 1t
W b0 na
VAN WA
AR N
A\ = -
Y DO
Al]\lt‘\ . A
bT b b~
A i . b
L1 3288 b p H A
Tw* 1 A

0712020211 8




“v!s5 Y

~

I [

F[

~

[ <>k

¥ De<

>

0712020211 8

A A



H !5 Y 'E
.......................................................................................................................... i
...................................................................................................................... 1
o Y I 1 T OO 1
Lo L L s 2
Lo 1 20 0 s 3
I S O A T 2 vl - TSRO 3
IRCI N D I St R 3
L o B . L s 3
L. B E . L s 4
L o 3 L 2 e 4
L o B . L B e 5
L. B0 10 B . e 7
L o B . B s 7
1. 3. 2. 1. LBAT e 8
1. 3. 2. 2. LADR e 9
1. 3. 2. B i L7 e 10
1. B 2 A e 12
1. 3. @ . B . Lo 12
L. 30 2F BA e 12
1.3.2k7 F e 12
L. B 2k B . e 12
1.3.8B. Tl oottt 13
1. 3. B . L T C e 13
L o 3 e B e 2 i s 15
1. 1. 1. A HT TP 15
1. 3. B B oSS e 16
L o B ) A o e 17
1. 3. 4. DNS e 17
1. 3. 4ABY CAPL e 19
1.3.4. 3w L s 20
1.3.3. 4 L s 20
I T - SRV T =30t o YOO OSSR OTSU RN 20
L. B B . e 21
Lo 3 0 B . L o e 21
L o 3 . B . 2 e 21
L . B . T b e 21
L o 3 0 T L e et 22
L o B e T 2 e et 23
071 20 20241 8 AAA



L o B BB . L s 25

L o B . B i 2 i e 26
1.3n9 L P VBt 27
............................................................................................................. 30

2 R B et e e n e e e e eatnae e e 30
2 L . L et 30

2 o L . 2 ettt 30

2 L B s 30
2.1. 4 [ 200 ettt 31

2 BB e 31
2 2 L b e 31

2 2 2 ettt 31
2.3, LB TR <ot n e 32
2 0 B e L 0 ettt 32

2 0 B i 2 0 ettt ettt 36

2 0 B B ettt 38

2 0 B A ML AN et 40

2 0 B . B ettt 41

2 . B3 5 L T S N AT e 41
2.3.5.2 N D N AT et 43

2 0 B s B ettt ettt 44

2 0 B T ettt 45
2.3.7. L. 1S P F et 46
2.3.7. 2. BB P, 49
2.3.7 .. 3. R P, 50

2.4, B I T et e ettt e e enenas 52
2, B B BB et e et e, 54
2B, BT et 55
2 0 B P L . ettt ettt 58

2 0 B e 2 ettt 6 2

2.7 BERETRIE oottt ee e e 64
2 0 T R L ettt 6 6

2 T 2 ettt 6 8
2.7.%. 7 e 70

2B A 2 oottt ettt 71
2 0 8 i L e A et 71

2 . 8P 2 DD OS et 73

2 0 8 . B3 DD OS ettt ee et 74
20 8 . A A RPN D et 75

2 8 . 5 . A RPN Do 77
............................................................................................................. 79

B B B B et an 79

071 2020211 8 AD



TP RPPRRRTRI 79
USSP 80

3 . Ll B D S S H e 81
S USRI 82
e T USRS 84
USRS 85

3. 1. 7 LHIO S T S e 86
- o (USRI 87

B B e 88
USRS 88
USRS 91
e USRI 93

R T | 1Y [ PSPPSRI 95
3. 3. 1. SNMPML, M 2C ) 95

3 . 3. 2 . SN B e 97

R N N SR o 98

34 T B E e 100
T A o 1= N T | SR 100

3. 4. 2. SINMP T @ P S e 102

3. 4. 3 S NS DG ———— 103

B . 4 . A H T P s 105
3.4.5 D 8 IS SRR 108
SR 111

B D R T oo aeeas 114
T RS 114

1 T R 117

3 o 5 L 2 E L e e 117

3 o B O 2 e 117
T 1 SR 120
T SR 121
T PR 122

G T2 < SR 123

T T A OO 1214
T - SR 1214
T SRS 125
36, IR e 125
1 T T SRS 126
T TR 126
T 7 1< TP 127
T T R 128
T T SR 129

S . B W B G e 129
3.6.7 We.h.C.0n.8..0. 0. 8 130
........................................................................................................... 131

01 202011 8 %)



H v!s Y E
R LTRSS 131
PSR 131
PSR 133
T T TSR 133
G B R A e s 135
R S M NSO 136
| PSR 136
A 3 2 e — e e e e e e a i aeaeeeeannnes 136
. PSRRI 137
4. 3. 4. IPNDO Sttt 137
e 2SR 137
B e D = SRR 137
N PSR 138
A A 2 e —a e e e e e n i raaeeeaannne 138
4. 4.3 S S L ————— 140
........................................................................................................... 141
T T . RO PRRRRTRPRRRR 141
B Ll . L M S S e ————- 141
LS R N O £ NP EUPRP 144
5. 1. 3 ... R L e 144
5.2, EATE Y2 oottt ettt 147
5.3, FIMHLHEIE (oo e 149
LSRG T U EUPTP 149
5.83.2 S P 150
LG R S OO EPPTRPP 153
LG R S OO UPPTRPR 154
LG - OO PPTRPP 155
ST I 7% i ) T 157
LS S OO UPPTRPR 157
5 2 I = S 1 SRS 159
L S S OO EUPTPP 161
........................................................................................................... 164
T B T 164
ST 1 N | = SRS 175
B.3. SNAT HI R e et 178
ST B S TR 179
B . 4 o e 179
6. 4. 2. b e e e 184
B.5. U R o overie ittt 186
6.5.1 SOLULL L. L P 187
6. 5. 2. G000 B 188
6. 5. 3. HT T.R. . P a.S. S M, 191
6.5. 4 RADLLULS. 193

071 2020211 8 dA



H 015 Y ' 'E

6.5.5. SSL..Ses.s.i.0.n0Ll.D 194
B . 5 . B Sl Pl 195
B.6. MV AT T ..o 196
B . 6. 1. ddCMPo e 198
6. 6. 2. LLuCMPAMB e 199
6.6. 3. CONNECT.(T.CP)ieeeerieeeessssiseseene, 199
6.6. 4. CONNECT.(UDP) e, 201
B . 6. 5 i H T R 202
6. 6. 6. HIT RS 203
6. 6. 7. COENECT s 204
6. 6. 8....l T P s 205
B . 6. 9. . SINIMPoi 206
6.6. 10... DUNLS 207
6. 6. 11. .RADLUS e 208
6.6.12... S P 210
B . 6. 13N T C R 211
B . 6. 1 4.7 Tl P 212
B. 6. 15 . 7 HI TP 213
B . B . 1.6 . 214
B . 6. 17 . 215
B . 6 ORBACL E oot 216
B. 6. 19. MSS.QLu s 218
B.6.20. MY S.QLu s 219
6.6.21.... LoD AP 220
B.7. MG HL vt 222
B.8. HI T FEIE ©.vverevereseeee sttt 222
B . 8. L .| 8 5 8.3 e 224
B . 8 . b L B 225
B . 8 . B AN Y e 225
B . 8. 4 T C P e 226
B . 8. 5L 7T CP oo 226
B . 8. B | U D P 228
B . 8. TaL7 JUDP e 228
B . 8. 8 . | HT T P 2209
B . 8. 9. [FHT T P S 230
B . 8. L0 S S e 231
6. 8. 11 . [RADLIUS e 232
6.8.12... S P 233
B . 8 .DINTFE e 234
B . 8. LA F T P 234
B . 8. 15T CRUNS. o 235
B . 8. 1 BUDBNS .o 236
B.9. SSL NI TR ..ottt 236
6.10. SSL HIEITEIME ..o 239

071 2020211 8 BA A



H 015 Y ' 'E

BT HTTP BB FEEE oottt ettt n e 242
B.12. HTTP AL I oo 245
B. 13, HTTP2 HEIE ettt ettt ee e 249
B. 14, TCOP B oottt et e et n e 250
6. 14 1. e 252
6.14. 2. e 252
6. 14% 3. e 254
B. 15, SIP ettt en e 258
B.16. HTTP [T7H RIS oottt e et ee e 259
B.17. QOS FEME .ottt ettt 261
B. 18, VT T TEIE ..ottt ettt 263
B.19. IPRO -ttt en et 265
T et 267
T B B Ll ettt ettt aan 267
7.2 DNS AT e, 275
T 2 ) o ettt 275
T 0 2 I BT ettt 278
7 0 2 D 3 DN S oot 280
ST o P 283
ST I ] NES Y 283
B . 1. 1. F DN Sttt 283
B . 1. 2 . DNt 287
B.2. GSLB ...ttt 289
B . 2 i ettt 2809
2 2 P ettt 293
8.2.3 L DN S oottt 296
8. 23 B A e 298
B . 2 . B ettt 314
8.3, BT .ottt 315
B . B . L ettt 315
8.3.2 DS ettt 317
8.3.3 DN S.S.ECareeeeeeeeeeeeeee et 321
8.3.4 TSl Gttt 322
B4, LDNS ... ettt ettt 323
B o A . L et 323
B . A . 2 ettt ettt 325
B o A . B ettt 326
8. 4. 4 R P.Ze oottt ettt ettt 327
SR e < ST 329
B . 5 o L T oottt 329
B . B s 2 . b ettt 330
8.5n3 L ettt ettt 331
B . B e ettt et 332

071 2020211 8 GAAA



1 ST U RO PO TR TSNP 334
0. A R T e 334

O 0 L o L ettt 334

O . L . 2 . e 335

O 0 L . 27 L e 335

O o L . 2 2 e 336
0 2 B R T 0 e e 341

0 0 2 . L . T e 341

0 0 2 . 2 T et 342

0 0 2 . 2 L e 342

0 o 2 . 2 2 e 346

0 . 2 . 2 . B e 349

O . 2 . 2 A e 352

O . 2 B . 5 e 353

L 0 . e, 359
101, HBE AT TR TEII oo e 359
10,2, BB B R S A BT e et 360

10 . 2 . L s 360

1 0 . 2 002 . e 360

10 . 2. BCPU e 360

10. 2. 4. et 361
10,3, BB B R T e et 361
104, B B AR T oottt ettt 362

10 . 4. B T e 362

L0 . 4 e 363
10.5. B H i R T e e 363
10.6. BB H B HIPETE T e 364
10.7. U BRI B oo 364

L L o N D ettt 366
T B B B Y E e ee e 366
112 R T A e et 367

L 2 e, 369
12,0, AR BT TIL <ottt 369

12 0 Lo L ettt 3609

L 2 o L . 2 B ettt 370

12 0 L0 2 0 Lt et 370

120 10 Do 2 . et 371
12.2. BB T AT oo 371

12, 2 .70 47 s 371
12,3, BB I <ot 372

120 30 Lo H e 372

12 0 3 2 H e 373

L 2 . 3 B e ettt 374

01 2020211 8 AE



H 015 Y ' 'E

12,4, 3 T EIHETE e 376
12. 4. 1. AD LT e 376
12 0 4 . 2 b e 377
12. 4. 3AD et 378
1 2 . A M s 380
12.4.86 AD VRO 382
12. 40 6 A P F H ot 383
12. 4.+ . 123 RSO OTT 384

L B . D et 385

130, BB B 2SI oottt et et e e eae e ens 385

13.1. 1y a "ati ) €0 e 38
130 10 Lt L et 385
13 0 1t L o 2 et 386
13 0 10 Lt B et 387
L3 . 1. 1. 4 H oo 395
13 0 10 Lo B et 395

13.1.20 ) YL TN 395
13 0 10 2 0 L et 395
1 3 0 L . 2 2 et 396
1 3 0 18 2 et 397
13 . 1. 2. 4 H oo 398
1 3 0 L . 2 . B e 399

13. 15 30 B D ettt 400
13 0 10 B L et 400
1 3 0 L . B . 2 et 401
13 . L. B B s 402
L3 . 1. 3. 4 H oo 406
1 3 . L. B B s 406

13.2. L GRS BT ST 00 e 406
13.2. 1. B0 e 406

13 0 2 0 L L e 406
1 3 0 2 . L 2 et 408
1 3 0 2 . L . B et 408
130 20 1 4 HU oot 410
1 3 0 2 . L . B et 411

13. 2+ 2. € D ettt 411
13 0 2 . 2 . L et 411
L 3 0 2 . 2 2 ettt 413
L 3 0 2 . 2 . B ettt 413
130 20 20 4 tHU oot 415
L 3 0 2 . 2 . B ettt 416

13. 2. 3 0 s 416
1 3 0 2 . B L et 416
L 3 0 2 . B 2 et 418

01 2020211 8 E



!5 Y
13.2.3. 3 s
13.2.3.4.H .
13.2.3.5 s
13.2. 148 € "
13.2. 4.1 i,
13.2. 4.2
13.2. 4.3
13.2.4.4.H ..
13.2. 4.5 s
13.2.5. HRTPer
13.2.5. 1 i,
13.2.5. 2 e
13.2.5. 3 s
13.2.5.4.H .
13.2.5.5 s
13.2.6. HRTPer
13.2.6. 1 i,
13.2.6. 2 e
13.2.6.3
13.2.6.4.H ..
13.2.6.5 s
13. 20 7, | P
13.2.7. 1 e,
13.2. 7.2 e
13.2. 7.3 e
13.2.7.4.H .
13.2.7.5 s
13.2.8. TCP
13.2.8. 1 i,
13.2.8. 2 e
13.2.8. 3 i
13.2.8.4.H ..
13.2.8.5 s
13.2. M "SiIswi -
13.2.9. 1 i,
13.2.9. 2
13.2.9. 3
13.2.9.4.H .
13.2.9.5
13.2.10." $Shi

071 2020211 8

~
N
W wWNNOOOO®

................................................................. 42
................................................................. 424
................................................................. 425
................................................................. 42

................................................................. 42

EA



H 015 Y E

L 3 . 2 . L 0 . D 465
13 . 2. L8 .7 S HELL o 467
1 e N 467
D S 468
D S 468

1 3. 2. 11 . AH e 471
e TN 471
13. 2. 12F 6 NATB 4 47 2
1 e N 47 2
1 N 473
D e N 47 4
13 . 2. 1 2. AH e e 476
e I TN 477
13 . 2. 13 F 48 NAT Z Bueeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeessessssssssssssssessnsernenes 477
1 I e N 477
e I S 479
e I e S 479

1 3. 2. 1 3. 4AH e 482
e I L < TS 482
13.3. MU BERE AT BB B 240 483
13. 3.611L.SP T B D i —————— 483
e S 483
e S 484

1 e e 2N 484

1 3. 3. 1. 4 H e 486
e I o TR RS 487
13. 3.62. T B D i ———— 488
1 N 488
e S 489

1 e LS 490

1 3. 3. 2. 4 H e 491

1 e S < TN RN 492

1 3. 3. 39 TD NS 0 iiiiiiiiiieeeeeeeeeeeeeeeeeeeeeereeerereererrarerrra——————————. 494
e N 494

1 e e S 495
T N 496

1 3. 3. 3. 4 H 497

I S S T < TN 497
13. 3.¢4. T © 0 e an 497
L3 . 3. 4. L oo 497
S PN 498
. PN 499
L3 . 3. 4. 4 H s 500

I S S < TN 500
0712020211 8 EAA



H 015 Y ' 'E

13. 3.65. T © 0 s 501
T T T - T OO 501

1 B . B . B . 2 e 502

T T T - T OO 502
13 . 3. 5. 4 H oot 503

T T T - - OO OOTTTT 504
13. 3.66. T © D e 504
ST T T - S OO 504
13 0 B B i 2 et 505
13 0 B B . B e 505
13 . 3. 6. 4 Hi oo 509

ST T T - S - OO 509
13 . 3. 7 DN S B 510
13 0 B T o L e 510

L B . B . T 2 e 511

L B . B T B e 511
13 . 3. 7 0 4 HU e 513

L B . B . T B e 513
13.4. NG HEE A BT I TR B 2501 514
13.4n 1. Ao B D s 514
130 4 L L oo 514
13 0 4 L 2 e 515
13 . 4 L B e 515
L3 . 4. 1 4 HU e 521
13 . 4 L B e 522
13. 4n 2. B D e 523
13 0 4 2 0 L e 523

1 3 0 4 2 . 2 e 525

1 3 0 4 . 2 . B e 526
13 . 4. 2. 4 HU oo 541

1 3 0 4 . 2 . B e 541
13.5. AU MR B0 B 25 01] oo 543
13. 5. 1. 1 © 0 et 543
13 0 50 Lt L e 543
13 0 Bt L i 2 e 545
13 0 5 . L . B e 545
13 . 5. 1. 4 HU oo 553
13 0 B . L . B e 553
13.6. SEFFETE ML B 25001 e 556
13.6.1 B D s 556
130 6. L i Lo 556
13 0 B . Lt 2 e 557
13 0 B . Lt B e 558
13 . 6. 1. 4 HU oo 565

01 2020211 8 EAAA



H o015 Y 'E

T T T N - TR 565
13.6. 2. © 0 s 566

TR T T S R 566

TR T T S RN 567

TR T T S RO 568

L3 . 6. 2. 4 . H oo 58 1

TR T T S - R 581

137 ZEBZENN oo e 582
13.7. 14 +8Si D e 582

T T A N RPN 582

T T A N TR 583

T T A N R 584

T T A N S RN 589

T T A N - TR 589
13. 7. 20 SHLTPS Q€0 e 590

TR T A S TR 590

L B . 7 o 2 . 2 s 592

L 83 . 7 0 2 . B ettt 593

T T A B R 597

T T A B - TR 598
13.7.30 SHLTPIS Q€0 e 600

T T A T T 600

L B . 7 0 B 2 s 601

T T A T RO 602

TR T A T T 606

T T A T - RPN 607

L A et 609
L D ettt et e ettt e e et e e te e areeares 610
071 20 20211 8 EAQ



H AD buf3 0 - Y 0 L T
a a + n 8 _ A n
v Yl - N @ T a Yi
) ! Ne T a vyi F
} Ne ™ a T a F [ "HNe #
A b r z - | - - ® r
Ty IT A A
SN ' tj
REMADRE oz 0o apisye; 5
MEREGEAL
S§LHD1‘$ : ﬂ
sinimE P e g
LSRRI Bk Sl T L
SHBAESE o) |

e SIS REITE
ki RERADIRE

" il
il ; = ~ EfFkeE
RSN WeblESH MimnEss By ~
Cisco ~
Lotus. ex ﬁ | \ ~N
sap - slype’ =
Redg i 7=
ry s RERP
+’ ORACLE S el
o BahmF FiEEH
ap
1.1. AD :
Y L uW E b i
l ) L A b
TowR n w Ty 7T G
T L0 F A o - b W
3t b on "7 T "X
T 5 A

0712020211 8 M



Web G) F H

INTERNET
Y -
- Too - £ F
X v G w A -
F g ° B
T [F A
03k Ao
[ 23 F n n
o b We I a

0712020211 8

SSLJ

A

=

DNS

<1

ao

1.1.1.



H 015 8% E
1.1.2. 0
® 0” ~ AD” G 0
A Mot e o o3 Y3k Tzw T G
N 3 LY F "~ SOA™ aWeb2.0 €
A
G 3 F - * Ly®W Lw Yy U
A 3F K a a T ° @ -7
. Unn ’i Y |'| A Dun 1+ |_
Tt L tTze T v T e
T a 3k a a G 5 A
1.2. a
0" L y now "7y 3 F b
o p a T ypb A T %
Q@ - 3 F ¥ V) -
0 3k F 3 X At 0 v
p i W - :
Ay 0 n. v Ty v
€ F - Y
b 0 MNe “NA Uy ..
v b ) } ¢ n’ H
ZG a o _ TN W r v H
b ab L N ¥ 3 e
) r oA 3F Juz A
7
1.3. AD
1.3.1.
H AD 0 a DNS 9 DNS N
av a a’ T T Ne
* "HNe v oHsz i P H COF
W Ne g H ~a o r A H AD

071 2020211 8



RMEIRADIRE

0 # a
Y ¢ z"
[ n A
1.3.1.1. %
P €
e
1.3.1.2.°
p
- .
ub
A n A

0712020211 8

G
oy

H AD
[ b €
! A

AD

DNS

#REIRADIRE



H !5 Y 'E
RMEIRADIRE RMEIRADIR S
1.3.1.3.
H AD 7 Ne -
@ a t A
1.
L a o° IP )
E Ne ~ No T No
2" £ A
€ N A
2.
L p H -
v A
£ TITW G A
3. “ Round Robin”
L e + T L TAw
P A

0712020211 8




9. h ~ Primary/Secondary”

L 4™ yu h " h ¥ v
Hs A
€ T 3 F K A
10. @ ® First Available™
L+ Y n W He A
£ Y 3 F A

071 2020211 8

L!'s Y
W € N 3 A
4. v ~ Weighted Least Traffic™
L Hii v’ Toal
L v o~ Ne [ [ o A
£ TFN H A
5 ~ Static Proximity™
L AL I H % v D
n IP 00 IP ¢ et - ISP A
b £ 3k W~ A
6. ° ~ Dynamic Proximity”™
L- - D " %o
F g A
b € 3k W ¥ A
7. o~ Bandwidth Ratio™
L 6N ¢ T obW w '\
ooy’ @ ©° v Ne |
W € T H A
8. ~ Hashing~
L 6 LOCALDNS IP b [ b
HE A
£ v G W e Neb [ W

)



'E
1.3.1.4. a
H AD @ Internet - T o W " Ao~
H www.sina.com.cnd www.sohu.comy T www.qq.com TCP 80 o ~
Al L A "7 i TWe DR A
4 ®3ICMP T3 oI W i A
1.3.2. F
B L H AD §) F o3k
F v 0 Wa F IPA [
) R” ® G a -
@ Ne | F C 2 F Ab
) "MW o_1T Ok v B " 0
L G A
F A S| * H AD ) 0
Foood ® [ir1 [ " F H Oy A
t G 7 “bw 6 F il
T A
IPv4 YY1 IPVv6 " -
IPv6  Au = 5" H AD "0 b, IPvAN
3 G IPv6 L4/L7 Y

IPv6 F 0 A A

=c

071 2020211 8



REIRADIRE

- A 14 1y
BEE BEE

1.3.2.1. NAT L4 F

1.
H AD G IP a o A
“Yub Ne b F A G
b o\ ok *~  TCPaUDP3aIPaDNSaE-maila FTPAHTTPa RADIUS
A L4 F T  AD 0 FoT
L F H TCP AD s 6 W
A NAT 11" AD A IP TP
0 T F A
2. b
NAT L4 F b ! A

0712020211 8 y



!5 Y
Eum R EIRADIEE
; 1. ipialis sk i
2 REE
3: DNAT & SEiER
4. [EE
S EEES [———————===

T T

I

|

2 H AD [ ; AN o ¥
NO ~ F A
3 H AD a DNAT N - 1Py IPa IP
w F IPA
4 i [ ) ; P4 F IPa P
u IPA
5 H AD - P P b - P
F IPA IP w IPA
1.3.2.2. DR L4 F
1.
DR Direct Routing™ i wz D - " E
Tk 03 F IPA AD Ned b
L MAC 4w F  MAC P 5
CF w ’ A e
07 v AD 17" v @3k
2 b
DR L4 F b " A

0712020211 8



i 1o ipEiE R

2 0 H AD A
3 H AD ( T A w F
NeD F A
4 H AD F Neb o 1Py IPa 1Py
FOIP MAC4 F  MACA
5 F il v 1Py F IPa
IPwy IPA
6 - 0 A
1.3.2.3. L7 F
1.
c¥ P L g Ty ) Ne F
Y H e . T3k MNe Ao ~ 6 URI
HOSTa COOKIEA USER_AGENT HTTP \ F
HTTP Q Q X b~ b
3k H ’ A L7 F T° AD &b
TcP 6 H ~ P T p
F b H TCP AD 3 6W 9 A
2. b

0712020211 8



L7 b i A
h.f".
2 R{SERAD] IR538
| 1: TCPIEF |
2 @F=
% __________
3: ipialiE=R

5. TCPEESE
6 IBF
% __________
7 iR
8 [EE
9 @S T T
== —=—== T |
L | |
| | |
3L7 F
1 H AD 0 TCP - Py IPa
F IPA
2 L H AD H TCP A
3 0 F - IPy IPa Py F IPA
4 H AD [ Ty F -
¥ Ned o A
5 H AD F 0O TCP 1 SYN 17w SYN
T IPy IPa Py F IPA
6 H AD L F H TCP A
. H AD k T P TCP 1~ ~ 0
F A
8 F [ - - Py F IPa
W IPA
9 H AD k P TCP |~ ~ 0 -
Py F IPA IP IPA

0712020211 8




1.3.2.4. F
H AD w Iva b
Noz F - FNe F e
1.3.25.v G L
H AD v G T yw 3t
e Ty Cot e
A
1326, F 4
H AD G b , h- 5 o .
° ] v H a L A
1.3.27. F ¥
-t - F L H AD
¢ r ¥ b T Aw -
+ p % © H AD bW No | LA
||I= TR y L A
1.3.28. F o
F v [ F - H AD "y
o (I) F G II Dp v F - A
(o T p- AD by FoB ,
Y p~ AD tw v Ne [ - “ a - .
‘! ee ) vi A L b
FA

0120 20211 8



H X a
@lT A
F o
o aHTTP4 & SSLJ
o F ”
- 1
1.3.3.1. TCP
6 HTTP
F
9w e
S T kv
F bt

0712020211 8

A

W

.F

¢

>



B2 | 1| |FemeonE | | Es |
1 | 1: TCPHES ] |
| I
| 2: BFs5e I
| e — — — — — — |
| I
| 3: isliR I
1 4: TCPIES |
|
! 5: IBFIEAL
1  CETTEE
I
| 6: iAEiEH
|
: 7 EE
| 8: @ T

e — — — L
| |
! o TCPRF !
|
10: {255
e — — — — — T ——
11: iR
i 12: ihiEliEE
1
1 13: @=
14: [@8 T T T T T
k— - — — -—————— L
L I I L

2 L AD TCR: A
3 0 A
4 AD b [ F 0 TCP A
5 AD Lk TCR: A
6 AD 0 A
7 F AD A
8 AD A
9 P 0 TCP A
10 b AD TCR: A
11 0 A
1 AD FO - HiI TCP bk
A
13 F AD A
14 AD A
AD G O LTk H TCP "y
a =~ B N - Ty

0712020211 8 MmN



H !5 Y 'E
[90%™ " v = b Tk H v
z” A
1.3.3.2.p
H AD G p i n Cachew ~ p T
p 7 p o i
* A A
E i REIRAD]
i 1: {EREEA | i
2 rRIFR I
]
& _________
|
>« EETEmARE |
5: IEE A EA |
fF—————————— = T I
T 6: HANUERTEA : :
|
> nEEmRs :
|
O s EFRTRIRTREANS,
9: iE[ETEA I
T T T T T T T T T |
T I |
I I I
H AD woTo B Az~ )
F N Ry Z r A
1.1.1.1. HTTP 1
H AD HTTPA w =~ % HTTPA .
gzip deflate4 n 4 A
H AD 4 whb. £ ” 7
p 7 3 Web F 1z° D 4
A

071 2020211 8

M p



1: SR T EA

SEEBADISE
|

2 &R |

3: iR @A EA
%— _________

|
I
I
|
6: B A EAEREIE I
|
I
|

== — == T
- |
| |
1.3.3.3. SSL |
SSLJ TSSL v [ H AD
i F Az A A H AD i
SSL z~ bp [ SSLy  ~ n ¥
" F A I A

=TIt}

[ 1: SSLIEE |
|
2 BE= '
R :
3: SSLEUEISR |
|
> 4: SSLIRE :
S: BITEiRL B |
6: B CEIR ERT _U

e — — —— — —— ——
|
> 7: SsLhngE I
8: SSLETIREIRL |
=== T I
Ly I |
| | |

H AD = SSLJ v + -

0712020211 8



H L!5 Y
[ A A VE- N D )
C 1 A
1.3.4.n
H n t |‘b b

B " G T i - i
"a‘ b Ky B r A m
A

'g
LR AR

i }
N

=]
o

0712020211 8

<l

>

a RISRADIRE
I =

HE&EPLC

T "1 0
Ne [
IO(DVG ~
F T

Ne [b T

MT



B ¢ a Local DNSB
v o IP A AD n IP W
Ne %o T _ a
A
b
DNS b n A
2P Local DN Root DN ADig#&Z DC1 ADIZE DC2
: 1: DNSH&R : T T T
2: DNSi&R : : :
I |
3: DNSEE | |
=== I |
4:DNISi§TR : :
1 -
I |
| S EE |
6: DNSEE |
f——————— F—————— |
| T: [ DNSER : :
I I
I I
I . I
9: DNSEIE
woNsEE | [T T T T T :‘ _______ :_ ______ |
——————— ] h
1 11:3508 I |
T T 1 ’
L I I I U
| | | | |
5 DNS
1 i DNS + 0¥ A
DNS F & v DNS F
2 A
A
3 DNS F+ | DNS F H NS ~ Ne T DC1
DC2A
4 DNS F DC1 H AD 0F A
: DC1 H AD M o a TP ® Y
F P Dy A
6 DC1 H AD i DNS + A
. DNS [ DC1 H AD i C P
DC2 H AD 0F A

0712020211 8




H !5 2% . .
8 DC2 H AD Qw H < p o y
£ IP by A
9 DC2 H AD i DNS F+ A
10 DNS [ 5 A
- [P b ) [ DC2A
1.3.4.2. IP-Anycast
1.
) A @ b FIP % T H
Oy A (0] L oo b
& * A @ Ed “OSPF  w- | .
- F 0 Y - OSPF 1w
VoA 6_c W B INe
p A
2. b
IP-Anycast B 7 A
& OSPER&H ADig# DC1 ADIGE DC2
[ 1: KRS I : :
2: IR | |
' |
|
3:@5@ I
4 BfplgE |
AL |
|
| 6: EEFL T
7. BRpEGH
8: MEIBHIER F—————— —— = r—-——————-
— —— — — — — — —L | |
|
9: Bhi3AI : :
| u |
| 10: HE3EMIRkiIRAH |
|
|

| 1l
' |

6 IP-Anycast

0712020211 8

M



H v!'s Y '
1 0 F A
2 OSPF DC1 H AD v} - H A
3 DC1 H AD F a - F- U]
FIP A
4 OSPF DC1 H AD 0 v~ A
5 OSPF DC2 H AD v} . H A
5 DC2 H AD F a - F- ) [
FIP A
7 OSPF DC2 H AD 0 v~ A
8 OSPF [ F P H A
9 H ) [ DC1A
DC1 H AD Fb~ * OSPF 1w
10 DC1 FIP - H - W
[ DC2A
1.3.4.3. o0 L
v 3G n v [ nL T °
[% a i T A
Ne o A H n T H T H
Yy a A
1.3.4.4. & L
H n a ’ " Y6 % n-
A
1.3.5. w iPro
H AD o 1" L w  iPro Lua
v av G DNS w A cHp ~°
Lua oyt W A iPro Q R |
b b - 7 [f) " h G \ G
i ny 7 iPro A

071 2020211 8




H L!5 Y E
1.3.6. @G
1.3.6.1.
TCPA clientw  server wb -
W D * clientb server W b A
~ clientb server W W b v Y
W G N C/s wa N
client I wb server H” =
server 4 3 - "
server A1z A
1.3.6.2.
TG C/s A b N
D (N p T G
A
1 b, AD 7 - W T
T oW b w0 Wk F Az -
AT T " G A
2 ® A F 0O - bw 4 0 -
W iy @ y A
H AD 0~ iProw (i " Ne %
TYa B~ W T b [ b -
G “a\ z A~ H 0
AD" wb N - Nk a "0
W 4 Ne | - - - 3k
A
1.3.7. b
H AD | 0~ a H - VLANa STP
A IR S \ " o OSPFa RIPv1a RIPv2” Ty T
e A 3F K a a 717
@ v 7 AD 3yn A

071 2020211 8



AD :: * SNMP F ~ " a SNMP ) [ AD CPU
ap VU a a o a N H - B )
A~ AD 3 ACLw ~ "H 7 H
LA
1.3.7.1.
H AD Ty T AD -
[ H AD ~ H AD ® v Ne
[ & ¢ H: T F Tu L o +F G
r - A G a F Y1
n A
1 N AD “ Ty + -
AD 't ANAT A A
INTERNET
ISP 1 ISP 2
FEIRADIRE
BRIk

BER &k

fRSS=RX PRI

2. n’ 2t ANAT WAN1-LAN1/WAN2-LAN2™ ™ AD A )

~ ~

Y F A H  [AD

071 20 20211 8 HH



1.3.7.2.

0712020211 8

INTERNET

ISP 1 ISP 2

REIRADIZS

0

RS =X Sl =
[ HTV by |
3 T ° Y g A
Y g, F >
o 6 F
Ao [AD ~ 7 DNS
) 37 vy F

b=



INTERNET

ISP 1 ISP 2

RMEBRADIR S

AP
2 - I
AD WAN A 7 ¥ ~
Yi + A
INTERNET
ISP 1 ISP 2

REIRADIRE

1.3.8. ~ HA"

0712020211 8



[3F 0 - Auw =z O } 1 G 3F
W _ v g 3F T A
1.3.8.1. h
H™ H AD T 7 AD
wh ~ s % 6 AD 1 Ah 3 F )
W 3 |—“ (V7] H [ ¥ C Glll ® N [_‘) 3 |_
[ Ok 3k 3bw T A G
T & A
1. " @ h o b - w [ h y
h A A
INTERNET

2. h* ® h (b1 7 ~ o a 0  WAN
T AaARP 0 o I ® = vh” ® wh ~
Yy G3F A |7l A

071 2020211 8 HPp



INTERNET
ISP 1 ISP 2 ISP 3
""" SHEE
ADZEH ADEH
""""" WES
BHK B | BRK A

IRF5E8X kIR
1.3.8.2.
© AD Y @ “ F "HNez

T W "0 b F- i euw m G 0 3
FT Ad- T W T by KvWwae FA A

- ® ° ® LA

1 © AD " - h ai ha haM+N A
2. b1 N L Op "N W vsWw W~ i

L~ 1+Nvs2! N* A

3. AD H €4 M W "E sessionmirror> 0 ® bT 3FA

=c
>

0712020211 8 HC



ﬁll!]ﬂiﬂ{#

RISERAD #4
Active: Mail
Standby: ERP

OA
Web

F AD" n

0712020211 8

1}'j|n OA

17J'II=JERP

F(SERAD #3

Active: OA
Standby: ERP
Web

Mail

IPv6

IPv6 ~

FSIRAD #2

Active: ERP
Standby: Web
OA

Mail

p/ IPv6

°3p
IPv6
IPv43 F Y

b=

PREERAD #1

Active: Web
Standby: ERP
OA
Mail

A
PC W W IPv6
o3 p IPV6
HT



!5 Y
server DNS
45.2.3.4 www.abc.com
45.2.3.4
IPvG IPv6 IPv6
1. p www.abc.con3 + A
2. p DNS F 0 AAAA *  www.abc.com AIPV6 T
DNS F A Y 45.2.3.4A
3.9 a IPv6 T3 T3k T A
H -

0712020211 8

HY


http://www.abc.com/

4?;2-?4 lné i wwwDar\tf com
' 45.2.3.4
IPv6 IPv6 IPv6 :
o www.abc.com F © 0 AAAA A
H [ AMAA DNS +F & A AAAA A
[ DNS F A~ 45234 H [ Q IPv6
- 1pv4 IPv6 A
p IPv6 F ) H © PV s
Y g A OIPV4 3k A
" DNS64 A

0712020211 8 H


http://www.abc.com/

2.1. [ %o

2.1.1.

110V" 230V 0" 45N 5" 90,
u G -G a G g
A" "6 G - a

a i a A
2.1.2.

SANGFORAD 1~ a = 110V[ 230V A HIF G

A
ap

2.1.3.

-
- - * 115200” IP br i
Tt '~ " a console - LT

CONSOLE Ty”

UsB - u - " a

MANAGE LINK G MANAGEo

MANAGE ACT MANAGEo

0712020211 8 on



H V!5 Y E
NET1 LINK G NET1o
NET1 ACT NET1o
NET2 LINK G NET2o0
NET2 ACT NET2o0
NET3 LINK G NET3o0 :
NET3 ACT NET3o0 ’
Y i NET4a NET53 NET6a NET7b y:'t o W
HA AD
ALARM AD ( * WNe p )
LY s
dydgo 6w A I A ¢
2.1.4. 1
1. 0 Y
2. RJ45
3. ® 7 & o
4. Windows PC W~ W
2.2. 3%
2.2.1. b
B ) IE7-IE1T Y 1 google
Safari . a L SANGFOR AD W @
[N A
2.2.2.
T L Power * ~
Alarm } ~ A 1-2Ne  Alarm
07120204 8 oM



%o RJ-45Y H 4 LAN o bp A

LY seps

1. 10 A O h6 I MANAGEh n & WEBUI6A | h"H6
n 3 1 h!  SANGFORAD¢
2. AD 8 VT POWERN V' M 6 ALARM n & B i
G OWM 0 s 06 VT ¢ 1 XARNOMSE |1 8! 3
6 "H AN OWM 6 6 | DA CTXK ¢
2.3.
AD [ T W - AD
o Ty o da _ o" a a802.3ada 0y 1 V™~ a o
VLAN o’ o : “AD ::37 vy -
~ OSPFa BGPa RIP~ AN 3 A
2.3.1. 0
b
L AD o a o o Wo " AD: 3 g
o p o o ~ A
p o LAN o~ W i Rw A
o' 3 WAN o W "W ADb . H WAN
0 3F0 3 F A
b
T p o' 7 / o/ P 1 7 D< ¥ '
a #a o a aa LAN A 1 A

071 2020211 8



HEESIP
=33
E=tih
iz
Al WAN [« JEY
Fii0: NETS |v|
+ NETS
BIZR:
O
PU4RELE vian100
Hohtz: Ip/ 1P
EictoH + #hn
ERE
RSN O=R =R
R ping v EimEtl 4 5&in
Py BitnE =i b 3
BT
SHEES 0/16 R
RGN [+ J=1] =5
PI<ARPHAES: [« J=15] Z=H
HEEES: 5 #
#BRdHiE: 15 i
FRESENO . QFER ZH
#ERdEdiEl: 120 i
wiE: IR
' G 0 T p o LAN - 0 WAN
o' G o Y o a a o aVAN o~
T r A
/ ! ” 0 ! - ) f
a A
It G H o IP N IPV4 IPV6 A
a ) WAN/LAN a ping
HTTP(TCP) #  ° @ p R KW Y [

071 2020211 8




h T o Ga A
Y6 YW " pingahttp 7y
/| & ] - b an 3 F
a 3 A
h * 6 ~ h A"y vIP3" v w W Q
A
"G WAN/LAN 0 ' o WAN/LAN
a A
ARP ' 6 IP ARP o WAN/LAN & A
) i 7! ew T w A i
b " Ne - A ~ A
*pl T kzef, " AT 1 0 VAKX I E2 |/ T gA® t A1 %® Hl AQ
Np|H yn
T a =~ G - - T "'
DNS o DNS F "~ b< IDNSH I IDNS
- W W ~ 4" DNS F ° H o ~ 3" DNS
oo Ah G 0 p A
A
DNSD & A [ h ¥ 6 & DNSD NS R ¢
2 o " [ / o / IP ] ) ' a #a
o a - a LT a Ta aa WAN
0 A " A
BiEs
es LAN h I 6> WANh J LANhI K ¢ ¢

071 2020211 8 on



HEERIP
= E3
E=t i
it
281 O wan LAM
R0 NETS | v|
+ NETS
BIZ=A )
mOEE
FRtEECE EOE
Feigienl: O @5l PPPOE
HhitsIE P/IPSEE
EiioH &
ZES
PYERYE !
DHNS:
EINSHAT: =k O =/
HEpETE
EiTEE: 1000 Mops  EMEREE 80 %
T 1000 Mbps EEEE 80 %
RS
fiHEEERE: O BR A
WEE: ping v EfFEN
FiE BRI &5 b
PR
HRIEEE 0/16 FicF
iR O BR =3z
I ARPRE : [« J=T: 3]
famliEhs: 5 B
e 15 #
! G o P PPPOE ~ A
IP WAN b LAN Z o A
PPPOE | WAN # o' a a -7
PPPOE ~ i1t a G 4 A U A

071 2020211 8 op




H 0!5 E
FlsgELE
Tt il Bslp O rrPOE
APE:
e R
MACHH : SaEr;
ECHO/EgAE: B0 Ea)
ECHOSE & : 3 i
MTU: 1492 T
Shaira=F O =H =H
HEEER: 1 L
"6 Ty G ‘ [
v G bPab A A
T a =~ G - - “ "'
* SNAT @ WAN o - WAN 0
IPw -~ L TIP ) w b < o / >
w “ Y n®c * SNATw A
232. . o
b
AD Q@ 0 DPWwaelw 0 "H @ o
D Y a * W L AD Y
0 °o ., Wo ., 77 AD: 3 g 0" P o
o 7' o Now * a a802.3ada 0y 1 V~ b \
G W - ' a 802.3adA
b
1. = | / o/ o ] Dp< > ) a
3 0 0 A I A

071 2020211 8



v!'s Y E
BAREO
#OER: bond
fR - ERAERMEE
HETETRE: B v
pra—. EHACH BEMACHE TP+ ERP v
[ZESEN Bl (0/8) /i (2) C  BEA
NETT
NET2
MTU: 1500
0 Y6 0 A
] ° - A
‘6 °o . b v a ag023ad O, VA
[ | ! Gl MAC+ MAC+ IP+ IPLE IP+ IPLa
[ MAC+ MACL a I MACL hashv ~ o A
[ ] “WaeWa 0 A
[LACP(802.3ad)] 3 W h 1o u A
Wt 0 A AD 802.3ad~ . -
A"y h1 [T i H w o
\ Ai 3 ¢l MAC+ MAC+ [P+ IPL a
| P+ IPL al MAC+ MACL a I MACL hash v
o A
[0 V] @ 0 W W e o~ "W h o 60
i om0 37y “a h o " h o
” M o ® h o b A
) 802.3ad vy A
[ MAC+ MAC+ IP+ IP] - T MAC MAC
IP IP @H o A
[ IP+ IP] - T IP IP HaeH
o A
[ MAC+ MAC] - T MAC MAC HeH
o A
071 20 20241 8 oT



H !5 Y 'E
[ MAC] - 7 T MAC A
o' G o 0 0 A
MTUy * MTU(Maximum TransmissionUnit) ¢ 4 o D
A
LY weems
I %1 o 802.3adS | °° 9% | 6] S o LACP B
6 | 802.3ad¢
2. < LAN WAN o A
l' r (L'x I, (o] L = A
2.3.3. o
b
W ¢ AD @ o Wae o~ i TAD
@ o Y AWaeHr 0 A
h ¢ AD Fo I} AD A
uuG ) L T - a ol woTod W @
a Ha A 7 b v g ‘ ~
"W a AD ow Y _h- BNC) Y1 ADbL
a L H e A
b
1. = o - T / o/ o ] T De< > ) a
0 o A |7l, A

071 2020211 8

oy



071 2020211 8

o

!5 Y 'E
[#Eren
EOE | wem
it
BIZR: [ J=T] =3z
Pl : S (2/4) FE(3)
NET1 NET3
NET2 o NET4
NETS
STPHNY
Wt = [» Jd:
o ! G 0 A
] o ~ A
/o o 0 : - s o A w A
o' G ab 0 o © 7 Y
o A 0 VLAN o A
STPA * 6~ [N® Ja[Hello Ja] ]a[ o ] NeA
D[ 17 n A
STPHIY
sz O =/ =gz
{if s . 32768
Helloialg: 2 30
E{kptia: 20 i
LR 15 ElY
\ oG L L o't STPYV A
ne * 0 TN 4y STP vy -
W A
Hello *° o U BPDU 0 BPDUw
0 A
' o i iy v Hello O A
0 " Wae oft 0 A
2. < LAN WAN o A



l r o | o L = A
N s
S T h 3a 4S5 hte

2.3.4. VLAN 0

b
W ¢ AD o L It 7%Ne @ o T L b AW
L AD 2 VLAN AD: 3 YA
b
1. < VLAN o~ 7| / o VLAN o ] =~ IDp< 5
0 a o a VLANID VLAN o | A
VLAN
EFR: EENEIR
ik BRAAER
MBEO: NET1 v
VLAN ID: 1
MACHEIE B&ERE
o' |IfVLAN 0o o o 7~ Y 0 W 0 A
VLANID' VLAN o ID ID W 1~4094A
MAC ° FVLAN o MAC ~ b Tt v " Ne WeA

2. - LAN WAN o A

Ty a T o L - A

071 20 20211 8 nn



/N s

hiTahijVLAN [ hijtohi 6 < a s h <bond<
vlan < switch¢
2.3.5.
b
Ne "~ SNAT'b " DNAT™ W Ve 7
i1 o6 1 v A
2.3.5.1. ~ SNAT
b
AD (I v T - b IP
E IP v [ A
b
1. = O | / / ] 7 D< >
‘ a a a an pa |

>

071 20 20211 8 nm



Pt
HEl{ES
s £
ik ERMN AR
B [« )= =
ESiE O P IPv6
fri==izi=r (ERABE—MIE)
ik
AEEE: [« Y fen=a
RIPHEL: FEIP v
Bttt
iz: O Freisis fon=i]
S RYIPHELE: FEIP v
st
ik ALL v
LN
EHFIP: =P v
RS O FFNERIPIEE RIS
R B v
' IPvd  IPV6 W SNAT66
SNAT44 A SNAT64 LDNS, T DNS64 . a ~ i a
I DNSAH - A
' p IP i IP ’ Ap
. 5 R A .
o 47" ' 0 I 3
47 A
R | = P W "W v IP4”
vOF o7 ) Pc H F
T P e” IP y
t 47 A
\ p' W | ALLA ™ h \ iy
@ TCP o A
AR F o = IP @
P~ 47 "W IP P 47
A

071 2020211 8 n



H L!5 Y ' E
IP P IPi IP
P W "N a 47 A
P IP =4 W
G 3k B 1 @ 1P a P -
G IP bi A
2.3.5.2. ~ DNAT"
b
W G P FoC - [E ~ E " ‘E
3FA
b
1. - | / / 1~ D<
> = a a a an p A |
A
r BRIt iR
HiHE=
=i TBRANSR
o ERANEAEE
] [« J=50] =R
#£E: P Pvs
EFS (B EE—MIE)
Btk
AgE: Lo =0 st
RPNt FrEIP v
Bbitht
EEIPHEHE: FrEP v
RN
A ALL v
S
EHERIP: HIAIPA/IPVERENFEEIPTER, 41.1.1.1-1.1.1.24
B FRA: Default v
) IPv4  IPV6 W DNAT66
DNAT44 A DNAT64 DNAT46 a 4 AT T )
a ‘I FL A

071 2020211 8



IP i P W
IP4” ‘ \ T A
' \ t W "N
’ ‘ o [E 2227 @ 02227
2222 R w\ t A
\ p" W "N i o’ : o [E 2222
8080 TCP™ o ~ @ TCPN ~ W A
HniseE TCP v
EiOEE: ALL
=g mEEESH
0 W ALL "W v - L
0 * 8080A
ttQ P~ P F IPA
Q o~ P F o A
i - W ® A
A
SN
EHARRIIP: & N IPv4/TPveiEHEERIPTERE, #01.1.1.1-1.1.1.24
R wAROEEEE, 80-88( S NERESET)
- Default - FREEREE0AHTE MRS
2.3.6.
b
W G [ AD "B [
A
b
1. / 1 - D< 5 a  ~ 3 /|
"a " a | A

071 2020211 8

)



H !5 Y 'E
FisH
=R |-:§¢sa;\@ﬂ<
Tk B NEAER
j=TE=s=2F O =A =
pEs: B FES
A S aphE
ZES PSS St IR ATt
WE: 10
=HEENE: =] (o Fosiz
FIcARPEFERES: =R [ o Jiii]
Tt G [ A
k' A
"' 6 [ nw 1P A
6 S v p " one
v A
Nob * Neb ™y " T o \
H e 3 A
T & : " a “AD ARP P -
i MAC 1 ’ " MAC A
" A Tt W no A a G ()%
M A
2.3.7.7
b
W Gp : [ € * AD " OSPFaBGPaOSPFV3a
RIP i g 3 1T o T A I
v A

0712020211 8



2.3.7.1. OSPF
b
G AD OSPF \ A ¢ AD a
OSPF TA
b
[ r /OSPF] In al o ] OSPF )
I i L™y |[OSPF 3 | iy n
1. 1 ' IDa L Nob a Neb & RIP
Neb & Metric-typed 1 a n -
! A
OSPF HEEE
JR— BIZR: ER (o Foi3]
EERES FEEEERID: 0.0.0.0
EHEHRRE
S\ BEENES S =] 0z=
BEEHES A ER (o Foi3]
RIPEEEESA: BB [o 2]
Metric-type: Type-1 O Type2
KIS
[XHEID: 0
EZEEESIEMER: QER =
EMERE
IEfTRER: BERAIPRFRERS, —T—1,
Tl 1.1.1.0/20
D Q B H ~ ¢ MA Q Y
~ 1-4294967295" NM L A
L Neb* @ "H OSPFY ¥
AD A
Neb' "H OSPFY 3t ¥
RIP Neb' "H OSPFY 5[ RP H ¥

071 2020211 8 nec



015 Y . E
Metric-type 6 OSPF A
M ID 6 v A
t "6 A
J Tt S
o L= i bw A
‘oG OSPFY “TIP L
e LA
2. ) ‘ a 0 ! A
FgEn
BEXasE
&R
it
FinEg v
DDA =
Hellojahg: 10 b
EikiEka: 5 e
SN 40 o
FAIFECES
iATERER FIME v
BItEE
ki 1
EETENARITE 10
Bk esith broadcast | v ‘
 broadcast
non-broadcast
point-to-point f
point-to-multipoint
"6 OSPFA H
i T a = G - { i
Hello ‘' G0 H hello W G
A7 A
b " 6uU D W G ‘
07120204 8 n



L!5 Y
A
"6 0 p [ 0 hello” ~ b
T w G 47 A
G OSPF A Ty a
MD5 A
- Q A
IAEACE
TAIE2EA: BSTiAGE v
TAUER
MD5 7 Q KeylD A
IMIEACE
TAUEZEEY: MOSARE v
JAIEKeyID: 1
IAIEES:
ne G OSPFA 0 ong - o N ¢ DR/BDR
€ A Q R s A A
ne' 6 oo A Q T A
"6 o '~ ' broadcasta non-broadcasta point-
to-pointd point-to-multipointA
s e, | broadcast v
+ broadcast
non-broadcast
point-to-paoint {
point-to-rmultipoint
[ " Point-to-poinf  P2P” v 0 [ bW
A b OSPF DRa BDR <€A
\ PPP HDLC ~ OSPF Y P2PA T
OSPFy ~ 224005 0 A A
' 4 Broadcast - w A \
ny

071 2020211 8



H !5 Y E
Etherneta FDDI ~ OSPF Y A OSPF
DRABDR € A T  OSPF Yy "~ 224.0.05 224.0.0.67
o N A

* 4 NBMA" Non-Broadcast Multiple Access™ i

tWae o Y| @ TP b woT \
T aATM X.25 ° OSPF Y NBMAA OSPF
A T v 0 A
[ ' 9 Point-to-multipoinf P2MP~ Y 0 [
b A
2.3.7.2. BGP
b
W G BGPY Y a BGPY i
3 A
b

[ r IBGP] n ] BGP R I

Y [BGP 3 | A

n ' IDa AS™ a NeD a a

BGP | A

=S
)=l ER o=
FEHERID: 0.0.00
ASS: 1
BN ARE
ConnectigEES =] [o =5 ]
SERENE: BER O=A
OSPFEEERES %! ER O=A
RS
SBEIP: SBEIP:  IBESSEP ASE:  EESASS

Eil=l ASE/¥EE

01202011 8 n g



V!5 Y
SEITRERE
IS TRIER: B IPHENY FRER, —T—
T 1.1.1.0/20
D 6 Q B H -~ ¢ MA Q W
"~ 1-4294967295~ Nev L A
AS"' ¢ AS A
= BGP H IPA
IAS" ' G BGP AS A
' 0 A
ir a = 6 v - “lx nA
Connect NeD* Neb A
NeD* NeD A
OSPF NeD' @ "H BGPY 5[ OSPF H
¥ A
2.3.7.3. RIP
b
W G AD RIP A ¢ AD
RIP TA
b
[ r IRIP] In Ja[ o ] RIP
Vl!
1. n ‘ Neb A n -

071 2020211 8

e
>



RIP
HifiE
J— B =R o=F
BB RRE
SRR ESE: =] o=A
EESREEES =A o=R
OSPFIBEESDE: EAR O=A
ISTRERE
IETRE: ERAIPR TSR, — 71,
Tl 1.1.1.0/20
L Ned* "H RIPY ¥
AD A
Neb' "H RIPY A
OSPF Neb*' "H RIPY 5[ OSPF H
_
"6 RIPY A
2 o ‘ a a ) “ I7L A
gl
EAEE
E=tik
fEiE:
Fon:
RARE
Ao V2
TAIE2EA!: TN
v T
BRTiAE
MDSIALE
o6 RIPY o H A
"6 03t RIPY - Vi v2 A
"G RIP V2 A Ty a

0712020211 8



Y
MD5 A
) A
L iEER ARZCIAE | - ‘
WIES:
MD5 7 ¢ QO  KeylD
ThEZEEL MD5,iE | - |
TAIEKeyID: 1
AN CE
= 4
2.4.9
b
w L A 2 A
n ' AD w ~ an -~ A
' - W
A
W' @ ADW -
) “AD b a
VLAN o’ D R YT . 4
b m A

071 2020211 8




H !5 Y €
www.ad.com
H 8.64.212.36
202.96.137.75 58.64.212.
AD
192.168.0.1
( {)
192.168.0.10 192.168.0.11
“'a AD il H WEB F A
b |
|If % a 5t %o A
- ¥ A
P 7 A
7P o a o Y1 IP H A
b
r
W P o YiH 0 ~ Ha v P A
*  ADR p 3 T ) R
~ A
3. (e ® 192.168.00°° G ADLpPp & A
4. i o " P 0 P W a
MANAGE A
Yai: T A
5. R s B L A
6. R s B L A

071 2020211 8



t

b |f
1. [ %
2. AD

!5 Y
A;,’é‘ﬁ
AN ae 66 A WANh A 856 6 6
x
251 A
b
W : A a A
n ' A g ) ) 47 A
W “ib ADiT w A
N % AD3 Fo ‘ ' ‘ Ty :
“ AD b ’ o Y od _o0oa o VLAN
o’ o h Y Y1 o w1 a | ’
! A
202.96.137.75
172.168.1.1
TP  WebFtp  WEB

WAN'  172.168.1.100
WEB
172.168.1.10 172.168.1.11

a AD H WEB F

b

a %0

o YT IP 2

)

0712020211 8



071 2020211 8

H !5 Y
b
r
1. WAN - = @ P~ We
Y @ WAN A
2. WAN ~ 0 A
3. N TR - A
4. i o - TP 0 IP R a
MANAGE A
5. 3k AD VIPY1 3+ o [E "~ Fo A
) ~ A
L) s3ems
1. d e K  WANh D o a48WANh D
S 9 o
2. L3 4H -wYDNS 6 DNS D O w 1 53
ah([;
2.6. h
b
W G T°h b
L HA bW it n% ~ ¥yYh “Y h ¥
ot e | “vG 3t AN ~ Tay -
h YW T 2T i T 7y
B i A
PP



v!5 Y E
INTERNET INTERNET
e ISPEET K
AD RETNSE
BLERNEESE
iR
&
8
oy oy R
ISPEER
INTERNET
= INTERNET n
B K@
AD BRI
Ynh y ” W woooy 3 W p

0712020211 8

pc



071 2020211 8

!5 Y 'E
o b o M NeA
|L
L
1. | % a s %o A
2 i )
) w
p W
o W
W
3. AD 3Fo " p o A o TAHA " 27 YT IP % A
r
1. h A w ! h C W |
' a ah o a o a 0 a
® h A
2. /h [  blh 0 i s AT T T H w
n th T A
LY wems
H 6 66 8 6 T B OG e ¢
1 ® v T TI[° ] [ 1 T v I'h
L A
(]
2 < > fuh - Ty [ v T [ 7 ]
i h H A



26.1.h

¥ s M " - ah R o 3 o N
® h i WA
ES e «
HRrcay i3
Tt OgRm Rt
3G G
) WEEh:
 m=Eam
® emam AR [E3) B
0 dmp v l Bigh v
& mrem W {m| P/ (HiER)
© s F0H0: v PHEE (D M
.a e ek BRRd El =
= =ame i 1=l = =
&=t DR OATE OgRm E
O ESES EETIFED: v
9 i

wEH A O 2FpiS BT 8 0 AisAmREiTE B

BEE(0) i (0)
«
»
1.
wE B
L1 eems
| A 8 K6 M y~ H §+ H K1 s
w
F a “h e 7 T 2 [
) i k A

071202011 8 Py



!5 Y
e .
IETHRE: O x4, =1,
h A
A - h v wh ° f T t A
W - h a W A
3. 0
h 0
Fa30: NET1 v P45 v
LY sems
| h ho6e+a hO6\N 81 HAh ~ 064 0t0HO6
91 IPY 06S 36w OC¢
” o b HAo ~

LY seps

HAh ~ 66310t 0 H¢

M ¢}
020 MANAGE IP/EE:  10.252.252.252/2¢ v
L) seegs
| a  h 8 A hé6 & 1 IPY 06 | O N a
h lw O¢
p

071 2020211 8



071 2020211 8

byh 0 ,O(pG L* 4 h 0 ’ Vl W
Y M 0 b A b h o W A
L1 s3ems
Al a  hte
I\ s
1. hi IPw IP6ST h | IPYU f{6 6 g ¢
2. 6~ h ¢ r"1 S aa6kGo n 6 6~
h a h 6 r'1S aa6kCe
1 ~ - M o ~ M o 0
“yb f I 3k g 0 W@ 4"
3Fo wh o = o Y M o A
N 3F ob 7 0 T b H’
yobu M o h Yo 47 A
4, 0
LY P iy 1L H O =8
FEESmFE - wanl v
- 3ko "t I 47 7 A
0 WG 0 0 v 0
v G M o PA3W 0Oy ™ LA
5 ®



BREER
EETRER: O 2w SarEni = 0 ARt S EPERHTHA BEX ERnml
BHEE (0/200) ik (4)

lan (FC: NETS, IP: 182.168.111.81/24)
EEfE (RIO: NETL, IP: 202.96.132.1/24)
ESE (FO: NET2, IP: 202.96.95.1/24)
¥ EEsh (MO NET3, 1P 1.2.3.1/24)

«

RS

h 06 K YAH h K H 0¢
a ® pw 2 “Nezw'n ak a y~ AD7.0.3 v
Ur H A’
n
R RER: O 2ESAEITH BE 0 AGSamEETSE SmxEm
S (2/200) 5 (2)
lan (F: NETS, IP: 192.168.111.81/24) B (WO: NETZ, IP: 202.96.95.1/24)
EE(E (M0: NETL, IP: 202.96.132.1/24) |T| ESE (MO NET3, IP: 1.2.3.1/24)
»
o 0 Ho h ® A
K
BRI SEMSATEHIN OHE 2 AVISNENIGR  SEVEwA
SE (3/200) &5 (1)
lan (FIJ: NETS, IP: 192.168.111.81/24) S (MO: NET3, IP: 1.2.3.1/24)
EE{S (MI: NET1, IP: 202.96.132.1/24) |T|
Bl (F0: NET2, IP: 202.96.95.1/24) =
»
o K 2 0 R i ® AX 3 }
wZ ot G G2 = w i ® A

071 2020211 8 cM™



B HRE M EE AR 8 2 ArgdmertE O BEX RN

+ FESEVAL FAUTEEEHTRERETSR

= HAE fiis 3
o
B
n ® 1T < H 1> T~ w FI A
| FEEE
SIEE(0) fHE(4)
lan (FC: NETS, IP: 192.168.111.81/24)
« FEf5 (FI0: NET1, IP: 202.96.132.1/24)
EHE (M0 NET2, 1P: 202.96.95.1/24)
» #E5k (MO: NET3, IP: 1.2.3.1/24)
B
- W a P ) [ ) H Dp< >
W Tu H ® ) plL pA
BERER: S SR 8 2 iuedmHiE O Seitman
+ swEESEVHN  FaUNMESEHREREISEE
== HRE fivslic3
1 lan&ifER T x
2 B, RESUSETHERE X
v 200 tTW t T ¥ H SR "I (R PR
K W ® p° 0 I ® A
T h o w a D -
h 3k h 3F  w 0h ® A
(. a = G i - - v
! “q A
W7 “h a a” bah o 3 ATt 0

071 2020211 8 c


https://bbs.sangfor.com.cn/plugin.php?id=sangfor_databases:index#?tags=97&tags=87

L !5

SHERE o

58 TR

<«

071 2020211 8

¢ R FEiE: [ =] B
a e BEEH: AD-DEMO-707
- EIRE: E2\1 O =i,
& apem =0#0: v TR EE .
© msss oEO: v TP/4588 (BISD : v
{} zmEEm
= mamiE
® ==E8
1.
wEE: &1,
L] wimgs
A H K6 M u- H S+ H K1 s ¢
[Fh a “h e 7 T 2 |
i k A
2.
ETRE: I, O &4,
A
A Ny h v wh  f i t A
W v h a W A
3. 0
EFut:1m| MET1 v IP/RS:  10.10.10.10/24 v
o0 MANAGE v IP/fEf8:  10.252.252.252/2¢ v



LY ems

| s h h hob6e+~a hO6\ 81 HAh ~ 6640
t 6’ HOG6 91 IPY 0S s6u OC¢CB h a h 8 A
h 6 8 1 IPw 0707 Zwe I 0 XN I h P w
O¢
w
h o 'y N o b HAo ~ A
L) tems
| HAh ~ 66310t 0 H¢
o " buh o 0¢G L 4h o N
W A’Y M 0 b AT b h o W A
L) seems
| 4" he
I\ sis
1. hi IPw PG| ST h 1 IPYU {6 6 g ¢
2. 8 A h ¢ r"1$S aa6kC6 n ¢ 6 8
A h a h 6 r"1S aa6kCe
2.7.
b
W Gp 3F v 3k " v b
3+ b F H T g4y M
yuZ y:i: AD a ’ b h n'
" Oy a £ a A
[ { a {a LW W a o A

071 2020211 8 cn



LY ems

| 1a e 61§+ I E 'pgAbB e n c Q v¥%e
L
b |t
1. | % a % A
2. )
) W A
p W A
o W A
w A

3. AD 3Fo" p o 2 o "aHA " 2" Y1 IP a " -

7% A

b
r

1. h " - -h o H A
2. ' -« " -h h PP - - h 0

H A
L wsmms

H 6 60 e 6 6 B 0L Q ¢
1. & v T TI 1 W[ T T v [
1A

071 2020211 8 cp



H !5 Y 'E
2. < ' > Tw l [ )
] | 1 ® u i A
W - v 4wh 7 Z A
2GS0 o «
e i
RS
3G mifimE
s (o] B,
§ sman
Ehie: pIEN= 3 O alzgr
@ =mmn
AiGEERE
£ mE==
FnEkO: v
® mEss
IPHth/4RER (BT M
£ zoEm
_ R
= =amit
_— BOBO: v
® SHEE AL ARR (B v
REEE
REFE:
REFARIE
SRS
R E (R - 5000
CHERRETE (=) ¢ 100
BTIARREE T : 0 EF 12
RO v
1. =
kre o H ® 28 O BH
aME: () hnwsEBs OR:F=225 =
h = A
2.
h 0 ' H W w u h ) N
h o Y '\( 0" /VLAN/BOND/BRIDGE/MANAGE -
" W F o t A

071 2020211 8



1 6 Il ®h6 4w 6 h¢
2 | h & ho | K re
D' h o Y o = o Y A
FiMiS SRS
E vt mE NETS
IPiEHH T 123.234.1.250/28
f2(==] =S 123.234.1.254
=gk MAMAGE
Pk /RS 10.146.10.125/15
BRI 10.147.255.254
o IP Wa W H N LT YDb A
3.
(o]
W 3Fo Dy o~ ¥ A
w3 b - h 0 Y “w¥F i h ° 3 Fw
y' v ¥ h 0 Y a s ~WAN LAN T 7D
o el T® h w v G W
wh ~ G 3t A
) o w wh (I
" b A
[ a =~ G i h “ U
A ' A

071 2020211 8 cT


https://bbs.sangfor.com.cn/plugin.php?id=sangfor_databases:index#?tags=97&tags=87

2.7.2.

<l
<

2iHEhE & «

B SET

SERERS
30 puAmE
s O =8
B smas
£ [FIN =
& =mas
==
< mp=w
EREELHOP:
®© RN
ERERPE:
& 5pem
ERRETO:
= =ame
iR SAE
=t
EOH0:
o ===
HEsE IPHEHE D, (BT
aAEEE —
00
PSS (TR
TR
1. ¢~
Wk OF=):
RHE: O IL¥:==
¥ A
2 H
h o IP
" h h o IP A

071 2020211 8

R

el

cy



!5 Y 'E
I\ sxas
1. Y 6 o "1 API ¢
2.1 xU "Hé6k 61 aay ¢ ré6 rieo a1 vd
a6 1 ssh "I a’Y r¢
D
=3 =
SR OEELIP: 1.1.1.1
EFeERPE: admin
SEgETE: sssse
3.
b h W HA h @ ~ H P TJ4T A
I\ sxgs
1. ! ha [ IP S 964 6 ac
2. x91 96 N 8 r 6 & ce6a 69 8
192.168.1.1/25, A & 192.168.1.10/24, © & 1 8dgazmb6 V
0| 6 ¢
b - v~ - Yy If -
v INe A
B
IFEIASERE RS EERTE..
p G Aapche F Tk v w

071 2020211 8

c o



kr 8= @B
2 ¥ - A

RS ERERRIRHEERKSERS

BRES: admin

FAEE: | sessess o

IFEERER Bt EERTE..

............

0712020211 8 TNn



/N s

HQ "H6 6 I a )
Q| .

i

IS S ST SERERERIIPIEE, BEENE
BEIERIS & DEV-10_136]?

FIFs: )\ SEASESNEE
o
2.8. n
2.8.1. ACL
b
W G # Lt s ow Ty
av a IpPa IP L A ' @ |IP @
P @ o~ ~ w ' n 3" A
b
] / n /ACL ] 7 D< > an® a
W ACL * ACL (3: U A

N

>
=c
>

071 2020211 8



L !5 Y

FHEACLEE
=13
i |
i
prive [« J=i] 33|
fuBFES:
HMEE
g FAh v o0
EEAEO: O s 1R
TEIPHL EEIP v
[El:pits il HEP v
ahik: b [+ F=]
L I eV 7 < S [acL : Ao
i\ A
o' G A
P ' @ WalP IP P71 FacL : A
P ' @ WalP P .. P 7ot FacL : A
P 6 We” b~ ) L “bA
'"H L \ 'H A
r Lk Y A
L) sems
ICMP 6 A ICMP"~ & AVET ¢
i ICMP v 1
ICMP2eEl: Figa 05X
SHEE (0) 4 #E fHE (15)
- SR
« EIZ R (TYPES0)
BHIFENATYPERS)
” FEEA(TYPER4)
EER(TYPEAS)
EIZER(TYPERS)
B o SRIE A TWNE M
A\ s
€ VA6 6 IP6 I IP1 L8 6 G
e V& ol 6Y¢ Ve

071 2020211 8




H !5 Y 'E
28.2.p DDOS
b
W G p " LAN Dy P 3 T 3
" h DDOS b F n T b A
b
] / n/p DDoS] N a "~ p 3k
b a 3bw N A
Laink= o'l
SYM Floodphia: =1 O =g
UDP Floodpiif: = [~
1CMP/ICMPYE FloodBhidfi: B Ozm
HEg
SHEEEIER: O iz E35
Bt Bt v + s
[PHEE/FRS/FHIP EBE E sl =3
SYN-Flood ' @ LAN Y LAN SYN
" @ 0 0 Dp v’ TCP 0 “
T 0 W [ W SYN 6 v A iz 9
A
P v' @ SYN LA
UDP-Flood ' @ LAN Y LAN UDP
@ ) 0 Dy v’ p UDP’ X “
T 0 W A
P v' @ UDP LA
X o G X T BbA vo TX Ne Y
37 X b [ IR O T w
X Y 37 b v© x A
ICMP-Flood ' G LANo Y LANo
ICMP” @ 00 0 D v’ o ICMP’ X’
- T 0 W A
P v' & ICMP * LA

071 2020211 8



H v!5 Y
1* 6 b r A
W o T i bw ' X
" a UDP ICMPA TwooX b[ - Y
A
| ! ’ ¥ 7 ICMP-Flood aUDP-Flood a
SYN-Flood PASSb Kv A
LD sstmms
| 6 A 4N 57 p  Ge 6 H 5+ ! |
p 0 3 1 O v ¢
2.8.3. DDOS
b
W G p " WAN D o7 3 k0 De
C 3 F "’ h DDOS ) F n b A
b
| / n/ DDoS] N a ~ 3F b
a 3w N A
BAHPEE
SYN FloodBip: =] 0 =5
LUDP FloodgiA: = 0 =R
ICMP/ICMPVS FloodRifa: =] (o3
BEE
EESEEHER: O mig X
BeEN -t v i
PRt/ F RS/ FHIP = E—= ke
SYN-Flood ‘G WAN Y WAN SYN
@ 00 0 Do v’ TCP 0 s -
T 0 W [ ® SYN ve v Az 0
A
P v' @ SYN” LA
TN

071 2020211 8



H !5 Y 'E
UDP-Flood Y6 WANo Ty WANo
UDP @ 0 0 Do v D UDP’
v T 0 W A
P v' @ UDP LA
K o G X " bA voeo T X No
* 37 X b Ty X T w
X W 3 b v x A
ICMP-Flood G WAN> Ty WAN>
ICMP" @ 0 0 Do v’ o ICMP’ X’
v T 0 W A
P v' ¢ ICMP * LA
1" 6 b . A
Y o ” ! by ! X
3 UDP ICMPY ¥ X b | Y
A
| ! Yy 7 ICMP-Flood aUDP-Flood a
SYN-Flood PASSb K v A
L eems
| 6 A 4\ 57 ¢p  6Gen H s+ !
1P ¢
2.8.4. ARP/ND
b
W G ARP ~ G L+ ARPH -~ p
ARP AD bir HA
b
" / N/ARPIND ] =~  D< 5 A alP
a MAC W ARP | A

071 2020211 8



ARP/ND
EHR: BEASR
A EEAEAER
R vlan200 v
IPihit: A IPVA/TPV6REE
MACHE B\ ESIMACHDHT Bz
G IP/MAC o A
P ' 6 P H A
MAC * @ IP MAC H A
D< * 0> 6 0 P MAC MAC !
0 A
5 "W W “" a AD L
0 MAC WO De< 0> 6 - IP MAC ~
! A
HtEFHEIARP/ND
FobE: | ]
Mo SRR
MACHHEIE :
558 IPHEhE MACHEtt il
L
HIEE
YEDEE /500 Fi2F
6~ [ IPL T IPL”  De< * 0>

0712020211 8 T



0 ARP ) IP MAC A
MAC I ' G ARPH A
Dp< > 6 h- " MAC A
B EARPITE
I iEEREaTE]: 5 b (5~3600554%h)

G 47 A

2.8.5. ARP/ND q

b
W & WAN/LAN o KIP L h 5 [1P
MAC ~ 0 AD ADa P 0 F
3 FA
b
" / N/ARP/INDR ] ~ Dp< 5 a

0 ARPA) | A

0712020211 8



!5 Y ' 'E
ARP/NDf{EE
s | mse s
faEk: ERNERER
BER: [« }=15] =R
HEAFIER: EEAGDIAIPV4/IPVE B ANERIPV4/IPVE b &
#2ealP ERIP Eo il
ETAR
SEICECE 0 NPHEIE
HiE: O 8=ndiiE0 ezl
Lt Q ARPA P A
o' 6\ ARPA a o T W " @F o' "
0 [ ARP 0 o MAC ARP ¥
7 o [ ARP ~ wa MAC ARP

071 2020211 8




G H ~ DA’
[ ]a [SNMPJa [ la[ la[ la [
NoA
3.1.1. 0
b
0 IPa o 7 ah H A
BEOES EEEE I SSHEESITEE I EEe I BRHRE R I BHA/EiE I HOSTS
HsFE: 4 ATPV4/ TPVG L EENER 4 &in
IP/IPEE T ERE/EER s i3
172.16.10.16 24 =R il
LEEES 1 Fox
IPvASTIER %! 172.16.10.1
IPvEETER >
Eil=aH AD7021
b
"I / /I o I r L LT “rip
D< v > Py~ I\ TA D | IP
IPH k “k D<  >47 A Do— 47
IPH A

071 2020211 8

N



H L!s5 Y ' E
HEHEFIR: NPV TPVEREHE 4 %&m
X HEs
Ip/IPz2 mEE = BB
172.16.10.16 24 & BB
S | S
PEAEERS: 17216101
IPveETERER !
HHER AD7021
k4 5 n e
IPv4/IPv6 ) G AD 0 H A IP
o IP W A
h ' G AD ' b T A
G Web L o a aw a o Web
A
T / / T ! A
EOES I wsEE Issw—;%@aﬁl jEiEE I e ESS I R/ I HOSTS I s
HTTPSER 443
HTTP&IEREaESB]: 36000 13
w0 85
BRUISIEERATE): 600 #
APIESEEATEE): 600 #
EERER: T=
R oR" =
Erain=4 300 7
BRARUEL 5 i
ExpriialzI 300 b
f=sna=t=t BA o=F
BRPHEESR: (o )= =R
BRENE:
HTTPS o * & AD L= o~ 443 o’

071 2020211 8




!5 Y
) i1 o A
HTTPw "G L= L W G 47 A
o' G F o " 85 o' W G 47 A
Uly ‘G T W )
o Kv b~ w v W G 47 A
APly "G APly "W G 47 A
" L 77 T T
L P i A
G ' ¢ ~ LA Tr L
T omre YT Y O ] 6 W
il 300sA| Ju "H - W5 A
IR Ho IPy P L=~ W
300sA” W 300sp [ 5 7 1
IPw 300sp L= ~ A
i G 0 fw 77 G B
TIP /P /IP IP A
i > 11 ' @6 (= (1= S [ = I i w
W A
) 0 ' i@ b A
' Gt Av W " p Wy A
3.1.3.SSH b©
G D o bw N0 A
sENEE I szEE T o— EReE I RS I
SSH: (o =1 =5
SSHES{TIRL: 22
SSHESEERTRTA]: 600 F
SSH " ya SSH f AD a SSH
AD A

071 2020211 8

.



15

SSH D o' SSH b9 -

SSHw ' G SSHwy

3.1.4.

€l
2}

A

serpe | meme || swecome [ mwmz | wemes [ smwe [ os [ oemen
R
e 6029(
R
FHISERIER
. BAER BHFFIS »  SSLEMEER BRI w  TCPEMNIEET RIS
H SR 15 ﬁ IS XMS3NGFAZHC | v h IS DPA2YXES 0
FHIE CCHI3GHACI Q BRE: BN LR B
ﬁ HTTPE IR EEEAIS m LRERERHL EREFIS }2‘ EHP R s
F5IIE: CDABEZ2RGY! 1 e N FHIS: 7T9F9FYZEBEX: Q NetnstSlEg: 40
B BBl RS 2EN FHIS: BGBDEM2FFLI Q
iR 2
= MAD— £ 15 EHEAIE @ BREFHRIE e
B o 4 IS 9BBITDXAQCH v
FAIS: F2REKFBL3C 9 RS 2SN
FERRA - EED L2202 1A%
' oy A
ks ~ 5 o ~
' W AD A
' AD A
' L a AD L h w ” 3
A Y a A
SSLV ' SSLV L SSL FA
~
TCPY ¥ ' TCPY ¢ l F TCPY ¥
w A
HTTP ' HTTP L” Fn, HTTP

071 2020211 8



!5 Y
HTTP4 w A
n ' DNSn L” n 1 a
"w A
' w A Netns
Netns LA
MADW ' MADW MADw A VAD MADIA"~
VAD LA
D © ) 17 pA VT W b
b p1 A
Dp< > T w F | 10" A o T
I 1T W Welbkt Ty - VA D< T o>
VA
HE=AN
WES NFFIS, —fT—
2 EliE
D 177 v< 17> 7Ty e 7 A Dp<
>y % r L FA @ b, I’
[ 1 bw* R ) S < > wi < > 7
v 7 v I N A
B TR ¥3IDCHNRECFOMNSEDH

0712020211 8



315 b F
b
G p F H ~ P+ h T EMAL L [ -
L a A
b
" / /I o F A
D< ¥ F[® F ]oF n w a SMTPh

[Tr=tiliRgeE s

e [ BEAEHR

i HaAEAER

B

SMTP F "6 SMTP y ‘ QP 3"y Q
A

+ o' G SMTP F 4 o " 25 o A

F v " b F a SSLv A

012020211 8 yn



H !5 Y
SNMP M ' SMTP F Y ’
M - / 47 A
Y6 F A
/ 6 F - A 0P,
- ~ A
RV SMTP - "0
%o A
3.1.6. /
b
G AD A
b
"I / I T b N A
SEOES I HREE I SSHas 7S I EEE I BEHRERR I EIEE/AriE]
HER/ESE
B | 2021-12-31] ‘E|
NTP Bfal: 17:43:12 TEIPCESE

D< BPC > 6 b L™ A
EEMNEE I WebUIEE I EEE I SMTP I HEA/EHE] r
B RE/aTA
SExFiFENEEE: O B8 =5
B &B/eE
_ AR RS RR: time.nist.gov TEIEE
EHiEEE: ZEIEE
EFEE: 86400 b
. ‘ L~ " b F A
071 20 20241 8 yp



071 2020211 8

H !5 Y
F * QINTERNET F A
F * Q ™ INTERNET F A
< > G b F Y A
' + W A
vy b A
L] 38R
I'T 1 0 O "HI 66d¢. o 9 01 4 /A6 1T
b} I 662 oS 1| s i + 62 08
a 437 H s | +i1¢
3.1.7. HOSTS
b
G AD HOST ° A
b
" / /HOSTS] |7; A
BEEE I HREE I SSHas2 TR S I EREE I ez =] I BEA/ANE I HOSTS I FIEEE
+ =
HOST IPilE
localhost =1, 127.001
D< > G hosts  ~ [HOSTS] o A
HOSTS
EHA=:
TPttt : g A IPva TPVl —fT—~, #il0: 127.0.0.1
h ' G h A



H L!s5 Y ' E
IP ' G Yiit h IPv4 IPv6 A
v
3.1.8. a
G AD a ~ G Ne w a v 0~
w A
| / I & T 7 A
EERE I srE= ISSHﬁ%E!EI EREE I P I SR I HOSTS I RS
e
WANDC hiSEEmssE: BH 25
FIFRBEEEL: [+ J=5] 28
FFpiNgEE: [+ 5] E===]
SeifFtracerouteftracert: =iz =5
FRFIESYNEE ISR [+ 5] 258
EREE
EEE AR O exzimt SEHESTABLISHED AR
TCPEREE
SR B ES
ERFFISEE: [« =] 28
SERarag: e "= O msFm
BEAFISEE: == [+ F-2
SNATR SahiEEErT B/ FF S =28 0o=a
ALGEERE
AMGEEES: VL) Mh22  Meprr  Es Ettp
e
RE: [+ 15)=] 258
WAN ~ 0" w " ADb w 37 ADL WAN
o w 0" w7 WAN o 0
3 F AD Fy vk T A
A
] W ~ I‘ - [_) -
[ F ’ bw 0~ - | -
AD D W wooT F
R No# 2 0 s 0 wb® A
G *47
"H ping ° * WAN 0 h " y ping WAN o N IP

071 2020211 8



’ * WAN 0 h pingb WAN o 1P A
"H traceroutef/tracert B traceroute T’ “
traceroute 1 traceroute " Yy A
"H SYN w ° - TCP “TCP Ty 0’
- TCP * TCP Ty 0 A
"'b b " C Wa’
[ *  ESTABLISHED [ [ 4
b T - close Audpg 1 A
' ' VR 0" " w TCF T
’ T bw A
Lo ' " VR 0" v TCP
T LA
0 - "6 T “ b A
[ 1- " AD [ TCF T ‘ v
P 0A
[ Q]- Q" AD | k 0 A
G bi]- G BT~ AD | © TCFP bk 0°
b A
0° - ' tcp 0 17w G W _snat W
LTy F 0 A
SNAT -~ /A l 3 A 3, SNAT
V7 H T tcp 0 T I v
A SNAT 1t tcp 0~ T A
ALG ' £ N Tk p - A
Neb * Vo " W Neb Y4 o Necpu
z A
3.2.
3.2.1.
b

071 2020211 8 yy



!5 Y

1 / I T n A

C msF + #ri2 X e viEa O=za B kreesn

Bre -k R
admin BERES, RELisaESES admin[ALL]
sangforcpxx guest[ALL]
test test[ALL]
[ T L= i A
< >a< > @ T L= A
<= > 6- T L= A
Dp 6 k v yi A
[ v T: D< > 6 L= A
" A

& admin

X Bl

SRISEE 0/16 £08

=]

' WEB L~ T Ny 7
W % - Ly1~-63 A
. - A

012020211 8 y @



BB

0712020211 8

VAEFREFE. N EFE. §iF. EREFHINTHNEE=EE v

015 Y E
/I G H a A
"6 Y a l Ap I7l "
a L A
"6 " | A
' ) f 0 AD ™ " AD
- N F
R - F A
"6 A
"6 b LT WA
L > ‘G " a l A
L > "G Y i A
n T a a H @ L A
i 'oel v / s { A
UKEY [ ukeyA
7" ukey o T Q- i A
7" W Ty - v ~ i A
MPZ LR
EEs S (o J=1:2 =35
EEEHER 180 x
EEERIENEE Webfssls SSHEs ST
Rt 0 == 25
hEEELENIRER 180 =



H !5 Y 'E
Lk ' b n Ty Web L~ SSH
) L k "~ Web L~ SSH b ’ e~ A
AT ' W D - b
' - @ 4 64A
AT > A" ‘ W o v b
a A
"y y A
"y y A
3.2.2.
b
L” H |F W L a [ 1 e b
L yiir 7 A
b
" / I T 7
A SERAIFE SR
C Bl#r + 3
BEEWR &=ir
admin EESEE, HEREtUR, Aafeisin
guest HERR
[ ¢ ] 6 L™ A
<~ > G- T L™ A
[ v Tz D< > @ L Al ] 7l
A

071 2020211 8

dhm



==l
b
BEA: SSHEES4T WebEsl Web AP
=== == [e 5=
FURFIZE: BEE (0) HE (14) C || EEh
EgEDNSEHESE
« FEEE
HNERESE
» MEREEEE
SRR
EmER
EE=SG
' -7  SSH o Lal Web L™ L I web
APIL A
SSH » ' ¢ L i SSH »o A
Web L+ 6 L Ty web L7 A
Web API 6 L Ty web api A
L' ¢ g L~ L P A
r L~ Lp A
SR BE =H
WEMIEISE:  EEAIP/IPsti B ER 4 &M
IP/IPES =l fois e
rsne
HEIEEE 0/16 Ei5F
" T [ | N ) AP I
P A
] G L" - = , t o , -
) ) ) n n
~ M ~ i ~ ~ ~ ~ ~
T n * NeM A

01202011 8 tH



3.2.3.
b
W G Web L~ ' L’ "y RADIUSa AD & TACASA+
A
b
T / / T n A
SIS I =] I SERAFER _
BZRE: 0= 2=
EAT: O rapIUs ADH TACACS+
AT SERNEESE O FtEE
MAS-IPHE:HE:
ZERE: =El v
BRI A v 0
[=pia 5T
Fiil: 10.1.1.2
B0: 1812
HEZEE: -
&i%lRs5E
B 10.1.13
Eias: 1812
ERaEEE, P
/o A
) : + Y RADIUS/AD

/ITACACS+ A

>

[RADIUS] - a4 radiusY

01202011 8 o



!5 Y 'E
[AD - G AD F A
[TACACS+] - 3 tacacs+V A
RADIUS/TACACS+ > '
[ nwl-noa F / A
[ nel-noa AD A
RADIUS > NAS-IP 0 RADIUS T NAS-IP-Address A
RADIUS/AD /TACACS+ > ' = W
A
[ ]- nao o 0 A
BF 1- n® 3F o0 A
[ 7 1]- W 0 A
RADIUS > ID' RADIUS 56 A3" y y IDA
RADIUS/TACACS+>h / h ' F P A
RADIUS/TACACS+> o / o'k A
RADIUS/TACACS+ > © / F b "A
TACACS+ > ' w i A
TACACS+>Y / ' F a Ty PAP CHAPA
AD >h ° F P A
AD > o F o T A
AD >SSL ssL ” A
AD > SSL > F CA #"' SSL G F i
HA
AD >SSL > " SSL F i "
H* & A
AD > ' *  SSL 0 wo Ty
T A
AD > ‘ Y + W - A"
 \ - - A Y
’ W DN A
AD > > ' y " " @
N @ 4 ${user}@sangfor.com” 1t w

071 2020211 8

¢dn



H “u!5 Y

${user}A

AD > -

o
13

user@domain A

AD > st

3.3. SNMP

b

<1
()

AD

<l
T

B BT
X3 G

g smas

EEHEEE

a

W@ o

~ O LDAP: H A
D ~ LDAP

)

MS Active Directory Yy Q

G SNMPA ]

SNMP(V3)

1 FEMBE

i
Bt

De<Vf MIB >

Dp ;T L~

3.3.1. SNMP(V1,V2C)

b

071 2020211 8

MB 8" G | PCA

hp



071 2020211 8

t ‘E
W G SNMPY Vi Vv2C 0 H a A Y
A
C REF %8 4 TEMBE
BIR =i =EHE
public public
D< > ! A
SNMP(V1,V2C)
z5: o
=l B =
HEE: public
FEiFRERIPETR: ZHEIP v
AIEER B
PG b H >~ H b W A
H P * 6 "H T IP SNMP & [ AD H ~
Y n IPL T IPL A
"6 SNMP AD v wlz LA




3.3.2. SNMP(V3)

b
W Gi T SNMP V3 H a A
b

De< > ! A

SNMP(V3)
EFR: HaEiAER
=3 TE N EAEE
BIERE =iz ZH
HPE: EEAAEPE
SHTEIR: o v
TAIE: Q== =5
WIEEGE: MD3 v
N
B G SRS
il 0O =8 Z=H
mEEE DES v
=L EE FERLMEERS
iz
Bia =T

o6 AD A
o6 SNMP AD -7 [
I QLA
"G A
"6 Ty [ MD5L I SHAL ™ b

071 2020211 8

dT




W A
v ' ¢ v A
v oG ¥ - b W A
' vl g LYt I Iy L b
L A
3.3.3. Traps
b
W G AD h- @ P 0 H A
b
De< > n A
Traps
£ s
53 BEASAEE
R V1
Sl == =3
EEA: GBK
R
ZERH: =3
HAIP: A IPv4/TPveitEHE
=l 162
\ Ty [ VIL~ | V2CL~ I V3L A
Ty GBK UTF8H A
S b H > H b W

0712020211 8

)



L!'s Y
' Traps F W © A
[ ]- 0 Traps F A
BF ]- 3F o Traps F A
[ ~1- ° 0 Traps F A
IP AD h” IPO H A
o' o A
V3 - Y AH A
3IZID S A3IZID
EPE S8 )\ FEPE
INE O =R =
INIEESE MD5 v
R e
BN NS
= O =H E==23]
NEEE DES v
EEIEE ERAEER
nEEE:
B A NEEE:
ID 6 SNMP #3 v A
"6 AD A
"6 A
"6 -7 I MD5L I SHAL~ b
WA
v ' G v A
v o6 v - b WA
' vl g LY 1 I [y L b QO wa
L A
0712020211 8 b



W G AD E-MAIL  SNMP Trap 0 H AP T
HTTP & Syslog A

3.4.1. E-malil

b
E-mail AD * 0 E-mal pH w A
b
- 7 A

SNMPTrapsE%I Syslogia = I HTTPER I DNSE%E I BRSi

E-mailEE=E: O =R 2/
somas EHlEsE EEsEET 20 %
HE HE s 60 BooSE w0 %
sepanE P e 60 BooSE M0 &
e ENRssETEsE 6 oS s &
CRLESRSN CPUmFESE 60 o &3 80 %
S EHEIESE 60 o @d 1000 Mbps
narors zaFEsEss 60 BooSE 000 £
ENRsFESEsE 6 BooSE 000 £
BEsEsIE
SMTPIREEE: v | [fise
HE{AARE -
bTiEA
EA
ST 60 )
E-mailHup ! I L~ E-mailHup ” S0
p w ¥ LY 6 D w A
DHB' G 0 "Hp woO p A
[ F ) W A
[ I « W A

071 20 20211 8 MAnN



!5 Y E
[ I W A
[~ 1 2 f v ® W A
[CRL ] O CRL W A
[ D] © b, http # D v
[ a ]- i w0 A
[ v I AD a o A
[ U ] AD b a o A
[ 0 I AD 0 -
A
[ = I AD F -
A
[CPU T AD CPUg o A
[ ]- VAR 60s( ) t 0 ® SNMP
A
[ 1- VAR 60s( )10 ® SNMP
A
F 1- a v F  60s( )10
p SNMP A
[ 7 Yy ]- AD \ i A
SMTP F ' & 0 P a SMTP + ~ SMTP F a
I SMTPL Y n SMTP F ~ 37y
D< > EF[SMTP F ] o~ @ SMTP + A
P "6 0 ) D A
p. "' G ) A
0P, "' G p 0 W a SMTP
A
PO ' p 0 - ) H w_ W
pT 0 A
Dp< > A
De< ) 0 ) p A
071 20 20241 8 MM



3.4.2. SNMP Traps

b

SNMP Trap 0

W G AD
7 A
E-mail&5Z SNMP TrapsSeE
SNMP Traps==: ==
EEREER: EEEE
TEAE
SEREEE
SRFEE
CRLEFSM
Rl
iy shoet]
SNMP Traps e’ I
[ L~
OHD' G )
[ - 1-
[ - @
[ ]-
[~ ]- 3
[CRL 1-5 CRL
[ Dp] -0 bm
[ # ]- AD
[ VvV ]1- AD
P VvV ]- AD o
[ 6 1- AD

071 2020211 8

Syslogig= I

=5

mEsREEY
REAESE

e
CPUETERS
EAEUELE
g
o
BEaTIE

L™ ¢
SNMP Trapd

http

He wo

A
HTTPE= I DNSE= I B8R

a0 LT

60 Fil: =T 90 %

60 Fil: =g 3440000 =

60 Fil: #id 560000 =

60 Fl: =T B0 %

60 o &= 1000 Mbps

60 o = 100000 =

60 Fil: #=ig 100000 =

SNMP Trapo w A
w A
H A
W A
A
® W A
# Dp W A
A
D A
D A
M H



A
[ F O ]- AD F O -
A
[CPU ]- AD CPUa Ny D A
[ ]1- v of 60s( Y t 0 p SNMP
A
[ 1- VAR 60s( Y10 p SNMP
A
[ F 1- = VAR 60s( Y 10
p SNMP A
[ 7 Yy ]- AD y v A
3.4.3. Syslog
b
Syslog 0 Syslog F A
b
Y A

012020211 8 MO



E-mail&= I SNMP TrapsSZ Syslogig& HTTPE=E I DNSB== I B=iER -
BIER: Oz =5
BEE: N IPV4/ TPVeitatE &0 s v UTF8 v o= v | | [4Em
1P T w0 BEEs BEmEEt ZAME wE s
HESES 0/ £2F
[EEaie-git=1
EERZ: NOME >
=EAE: NONE v
(= NONE v
SSLE=: NONE v
BEHE: NONE v
HTTPEZ: NONE v
DNSHi: NONE v
NATE: NONE w
iProBE: NONE v
/" / 0 Syslog F A
|_ .
IP  ]-syslog F A
[ o ]-syslog F o A
m / 1-0 A
[ASCII/UTF8/GBK/GB2312] - A
[ Br 1" ]- @ o oW A
[H ]- AD T H # - o o<
/ / > A
[ ] - AD T 9 T
/ / > F A
[ ] - AD T T p T
/ / > F A
[SSL  ]- & SSL/HTTPS F H ~ P
o< / / > SSL A

071 20 20211 8 MAan



[ - ¢ b - i P <
/ / > A
HTTP - p o< / HTTP >
[NAT - AD [ A a H -
P T < / / > NAT A
[iPro - F iPro "~ < [iPro>~ < A
[LOCALO-LOCAL7] - Yiit Yy syslog\ 0 facilityy Ab b
facilityv ~ syslog F [ "y vV oo £ A
[NONE] - y:'* 4w NONE bw 0 [syslog F A
H a a ¢ F v -
B A

3.44. HTTP

[HTTP Ty H F [ Syslog F 0 A
C @t + =z
BESHR 1EiE ERIRESER BENYRELRR
test [$itime}][${client_ipk¥iclient_porti][${method}][${uri}][${user_agent}]
Dp< > i A

07120 2041 8 Mp




HTTPRRERRE
itz
2% [wmasts
& =5 ) EAEE
EHES: EEE )
AEHERE
SEVESEE eam
${client_ip}
${client_port}
${vip}
${ur}
${host}
SyslogBl&
EEAT O zsE=
! HTTP
I_ L]
A
U L]
i A
h N -
Hitp Qf
${client_ip} IP
${vip} FIP
${uri} URI
${rs_ip} F P
${rs_val} T
${method}
${cookie. XXX}

071 2020211 8

HTTP

«

»

FIE (16)
dns1
DNs222
abe
vs_ipv6

vs200.1.1.1

=N

[${time}1[${cient_ip}:${client_port}][${method} 1[${ur}1[${user_agent}]

A

EEVEE
HTTPS
(|

—_—Iz

${client_port}
${vport}
${host}
${rs_port} F
${user_agent}

${time}

|_

host

0 XXXcooki€® XXXu cookie

k7



${(xff_ip} U x-forwarded-for  p

Qi
${X509.version} ${X509.serial num} u 1~
${X509.signature_algorithm} i
${X509.issuer} i 0
${X509.not_valid_before} i - | ~
${X509.not_valid_after} 7 - H ~
${X509.subject} n h
${X509.subject_public_key type} # h 'E
${X509.subject_public_key} #n h E
${X509.subject_public_key_bits} i h RSAE
${X509.hash} i MD5 " -
${X509.whole} 7 " PEM ~
${X509.DN_CN} © ${X509.DN_E} P
${X509.DN_O}E™ / ${X509.DN_OU}
${X509.DN_C} ${X509.DN_S} / ™
${X509.DN_L} ${X509.errno} i

SsSL Qi
${SSL.version}SSL ${SSL.cipher_id}¥ P id
${SSL.cipher_namel}v ) ${SSL.session_id}v id
${SSL.tlsext_server name}SNI F

SsSL Qi
${STAT.resp_latency_time} ¢ | [
${STAT.resp_elapsed_time} ¢ | [
${STAT.rs_latency_time} ¢ 0 [ [
${STAT.rs_elapsed_time} ¢ 0 [
${STAT.resp_length}
${status_code} F

iT 6 HTTP ~ i Syslog ~ vy [ L

071 2020211 8

MAT



I L~ s HTTP  wb I syslog LT syslog F
A
I FoL o s Syslog 4"~ HTTP &
F A
SyslogBis
EEAL: B = O =EvEE
Mt EELN P4/ TPyGEHE
=0: 514
2E: NONE v
H=iRistE.: UTF8 v
EERE: =3 v
3.4.5. DNS
b
w H F [ Syslog F 0 A ‘
. 3Fo 0 A
b
D< > N A

07120 2041 8 My



DNSH S0
BiE=
£t B
b4 BENEREE
DNSHRES : ZEE (0) HE (3) ==
tcp_dns_server_update_config
“ udp_dns_server_update_config
» test
HERBERE
EREE: [« J=5:31 S
3 - [dns_queryl[${query_time}][${query_id}][${src_ip_port}][${dst_ip_port}][${protocal}]
HESE [${query_detail}][${query_flag}][${schedInfo}]
$fquery_time}
${query_id}
§4src_ip_port}:
${dst_ip_port}
${protocol}
RrER®= [« J=5:: e
N - [dns_response][${response_time}][${quary_id}][${src_ip_port}][${dst_ip_port}][${protocol}]
EEEE [${response_detail}][${response_flag}]
${response_time}
FER [« =] =/
. - [dns_response][${response_time}][${query_id}1[${src_ip_port}][${dst_ip_port}][${protocol}]
o [${response_detail}][${response_flag}]
${response_time}
${query_id}
${src_ip_port}
${dst_ip_port}
${protocol}
Syslogfi &
EEAR: [« E=t: EEVEE
' DNS A
' DNS N A
F ' DNS F° Wa Fz W A
H ' DNS p Ne "y wp T A

f >DNS |
[${query_time}] -

071 2020211 8



[${query _id}] - ID
[${srt_ip_port}] - IP 0
[${dst_ip_port}] - P o
[${protocol}] -
[${query_detail}] - 0
[${query_flag}] - B
[${ecs}] - ecsp

[${schedInfo}] - H

{ >DNS f

[${response_time}] -

[${query_id}] - ID
[${srt_ip_port}]] - IP 0
[${dst_ip_port}] - P o

[${protocol}] -
[${query_detail}] -

[${response_detail}] -

q"

[${response_flag}] - B
SyslogEi&
EEA: EREE O =xuEsS
st SN TPV IPVG st
&0 514
BE NONE v
HE@iiEs: | UTFS ‘ v|
i T & DNS i Syslog Y g
[ L™ 3 DNS WO I' syslog
A
I F oL e s Syslog
F A

071 2020211 8

LT

F LA
syslog F
DNS 0
MM



3.4.6.

E-mailse ISNMPTraps%%I Syslogizs I HTTPE= I DNSES I =

ti |
i
=

* EEEE

EEas ${username}, ${login_ip},${method}, ${module}, ${description}

$itime)
$fusername}
${URL}
${description}

${method}

* BSHE

EEsE ${module}:${details}

$itime)
$(log_level}
${module}
${log_id}

${details}

¢ NATH®

. e ${action} ${protocol} ${src_ip}:${src_port}-=${dst_ip}:${dst_port}---3{nat_src_ip}:s{nat_src_port}-
ﬁg&g =&lnat det inl-&fnat dst nartl

071 20 20211 8 MMM



E-mailse ISNMPTraps%gl Syslogia= I HTTPE= I DNSHE

* NATH®

eaT o ${action} ${protocol} ${src_ip}:3{src_port}-»${dst_ip}:${dst_port}---3{nat_src_ip}:3{nat_src_port}-
EERE >${nat_dst_ip}:${nat_dst_port}

$itime}
${log_id}
$laction}
$iprotocolt

$isrc_ip}

* SS5LE&

EEaE [5{x509.errno}][${client_ip}:3{client_port}]->
= [${vip}:3{vport}]s{vs_name}:${¥509.subject}/${¥509.issuer}/3{X509.serizl_num}/$[¥509.not_valid_before}-$[X509.not_va
lid_after}

${log_id}
$fproject}
$inetns}
$itime}

${vs_name}

[${time}] -
[${username}] -
[${URL}] - URL
[${description}] -~ b1 « p
[${method}] - D
[${operation_result})]- b
[${module}] -
[${login_ip}] - ip
[${log_id}] - ID
[${command}]- © H
[${project}] -
[${netns}] - (netns)

E '
[${time}] -
[${log_level}] -
[${module}] -

071 20 20211 8 M MH



[${log_id}] - ID
[${details}] - H
[${project}] -

[${netns}] - (netns)
NAT '

[${log_id}] - ID

[${action}]-* b
[${protocol}] -
[${src_ip}]- ig nat|t~

[${src_port}] - o~ nat|~
[${dst_ip}] - ip nat|~
[${dst_port}] - o~ nat|-~
[${nat_src_ip}]- ip nat ~
[${nat_src_port}] - o " nat ~
[${nat_dst_ip}] - ip nat ~
[${nat_dst_port}] - o " nat ~
SSL '

&

SSL > Qi
[${X509.version}] - i

[${X509.serial_ num}]- ¥ L7
[${X509.signature_algorithm}] - i

[${X509.issuer}] - i o W RFC2253 %o”
[${X509.not_valid_before}] - i - H | ~
[${X509.not_valid_after}] - i " H -
[${X509.subject}]- # h ° W RFC2253 %0

[${X509.subject msb}]- #“© h
[${X509.subject_public_key type}]- # h E
[${X509.subject_public key}]- @ h 'E
[${X509.subject_public_key bits}]- # h E

[${X509.hash}] - n MD5 |
[${X509.whole}] - 7 " PEM ~
[${X509.DN_CN}] - i

[${X509.DN_E}] - D

[${X509.DN_O}] - E~ /
[${X509.DN_OU}] -

071 20 20211 8 MM O



3.5.

3.5.

[${X509.DN_C}] -
[${X509.DN_S}] -
[${X509.DN_L}] -

[${X509.erro}]

/

i

SSL >SsL of
ID

[${log_id}] -
[${project}] -
[${netns}] -
[${time}] -
[${vs_name}] -

[${client_ip}] -

[${client_port}] -

[${vip}] -
[${vport}] -
[${rs_ip}]- F
[${rs_port}] -
[${err_info}] -

1. Mb

<1
o)
>
O

REETEE
D rELTER

071 2020211 8

M

(netns)

-
IP

k1P

l_

|_

H

~

MMN



7l k * AD s " bcf zip p" L 4 G
A
7| k > F ¥ > A BCF ™™~ bcf -~
JSON ~zip T A
* AD [ @ A t mT C
pT H A o IP Toow T i
W o IPA
[ wmT - ™ w - M b~y t e ™
pT AD A
Ic pT -~y ::D M B bcfa zip A
Mmoo 5 Moy FT - w37y
] W A v Wy A
o IP - W o IPA
De< ™ / M>  F [ M] o A

01 20 20211 8 MM p



EfEH

Bigars:
A&

T ;

FEREE

LfEiREEEURL:

RPsE:

ZEPEE:

iR

= = = =

>

0712020211 8

sangfor_ad
g5
EEEE 7
o B =5
ESo) Q &
g5 v 0
=3
BCFE{nE ISONEEES
- v b
H ~ A
M A
U ¢ X M A
OA
' g ftpv  ~ ftpy
(U Y a

FHFREEGER



H L!s Y
M > A
M > ' 3k 0 W © A
M > M ' M D " BCF m” "~ Dbcf ~ JSON
~zip T A
M >4 “v M 4 JSON Y A
v w A
M > oA v 4 zip JSON
A A
3.5.2. NoM
b
NeM ™y w L @ “Na H Y £€® "y 4
c A - a0/ . 7 A
NeM wr 0 A
35.21. °E
b
"E: D a, TRy "E SSl ISR
Az D "E b’ W A
E- - b "EA
REER
SN (REEESE: 832 MB/10 GB)
BESH s o (23 it =1E
M5100-AD-7.0.8_... 832 MB 7.0.8 2019/06/11 h 4
3.5.2.2. NeM
b
INM it ] we NM ¢ ~7y N ® a b A
e NM' De< > ~ E - NeM A<~ > I~

071 2020211 8

MMT



“ou!s Y

NeM A
HESX
SEEH : BE sk |
b= BEAEREE
EERRE M5100-AD-7.0.8_2019-06-11_sign(1) v |t Erss
o EEHE ==E (20068 ) v
( E0EZE3.56 GB )
35 B
NM* - NM T~ kT ’ L NeA
BROX
SEERR: add
b=y 22
lEEEE - 7.0.8
S 100 GB
B g
NM*® 4 NM =7 N A
oKX

EESXER , BoBEEREHE , S5
FExHTFESHSED.

EH8=E T Bl

0712020211 8




!5 Y
BESK
SEERR cdd|
i 22
ITEEseRE - M5100-AD-7.0.8_2019-06-11_sign(1) ~
o EHE - =E=E(200GB ) w
( #sRTIFAZ=iE:3.56 GB )
2= BiE
EESK
A EE S cddig ?
FaE |
=ar B
® NoM* a 11 Y NV ® A 7 r
~ LA eNM® ~7 vy [ 7t G A
iEs X
RIS Xcdd , EEERIRE , 25%E:?
S EEEE:  O=H =
BPrES :
= Bk
- NM' b @ NV H Ty NaM - " NeM b -
b A
0120 20211 8 MM d



L !5 Y

pRS X

A EMEEcdd S X ?

BrEE: |

3.5.3. 1

€1

@
2
>

I 1T A

Eﬁéﬁlﬂml I e I EEs I wmaE I

AR AR

EEARE

B RS AD7.0.21
Q
FrRarE: 2021-12-07 21:54:37

HEFRE

DgzD 4 7~ 5 ssu b

0712020211 8

[ e | o



H !5 Y ! 'E
===k EEFARE AR ZEFR
IFE H{5AD7.0.7 (20190326) .ssu
6%
v
EGELERE
D< 1 A7 5Ty T AT A
FERAR
T FEE FHRETiE] e FHER
U [ b R WL Y I R U A LU NG-U3-LF U3Esunsa AL ]
7.0.4 M5100-AD-7.0.... 2018-03-27 04:20:29 FET EFE
7.0.4 M5100-AD-7.0.... 2018-03-31 06:51:37 RETD EFE
7.0.5 M5100-AD-7.0.... 2018-10-22 07:14:13 R EFE
7.0.5 M5100-AD-7.0.... 2018-10-22 10:12:59 FET EFE
7.0.5_B AD7.0.5 (2018.. 2018-11-19 09:11:27 fzrity| EFE
7.0.5 AD7.0.5 (2019..  2019-01-22 02:07:02 R EFE
7.07 B AD7.0.7 (2019.. 2019-03-12 02:36:18 FET EFE
7.07 AD7.0.7 (2019..  2019-03-28 11:35:14 R EFE
BN
w e web L7 "H " SSH "H A

071 2020211 8

M H




15

BEEH SRS I ET BTN SEIEE I rEas |
TRER O M LanisE WANIATE 24/at v
SSHER: EEOAE LANCIAIE] WANCIsEEE] (8/haT)
SSHEfRIR: 22345
SSHERER: g8
"6 AD Y [ WANb L I LAN
0 L WAN/LAN 0 1T WAN L~
v 24 A
SSH ' & AD SSH ~ - oo 0 La
I LAN Lalr WAN x - o /LAN/WAN 0 SSH
"1 T WAN X Ll 8e "8 w © 7 A
SSH o ) a o A
355 -~
b
W G - Yi t A Y i ISP A
b
"I / /- T ! A
EEsphSrE I P I SR I EEs I pmes I /=R I =
i BA o -
A 28 o=
EEEHE: =] 0 =3
ISPIEHEES: 28 o=
) r L s v "N t SANGFOR : E C’
I L 3 by "I CA

071 2020211 8



s - | - ! A
Ty Lal Lo LA3" y Dp<
>A
" t A
H ' ¢ ? H “w t R T A
" - | - A
Ty | Lal L LA3" vy De< o
> WY A
" A
H ' o gy H A
ISP I - I L ISP A
Ty | LAl - | LA3" vy Dp<
>A
"y ISP A
H ' @ “ H A
G 0 A
T / M I 7 A

il

fia

EEEhSRE I SR I Eop I SRIEE I R

HIEREE: 0=5 =3
IPit: 8\ IPv4/ TPVt

wll: 0

BirRF: BA =3
ArE:

=

071 20 20211 8 MH O



9 F ' a 9 oo i HTTP HTTPS ’ Ly
v L9 F C A
P ' 9 P A
o' o o 1~65535~ A
' g F Mmoo Ty A
"9 F A
"9 F A

EESnSEE I FHAR I Roep I EmEsT I RERE

O

AL ERRE EERE

EEShSinE I AR I REUER I EmEaT I RS I HHER

FEFARER
BR (RrEEmG 31 (XSRS
AFREEAEERSERERNERAERAT, SHRIREADER, BRSTSHRSENNEMER

ATHETmUAREE, RS RNSTSEERERR TR, B s R A e
R, ETIEE, MENEATE HRRHEINAFSSHNAFRE. Tutl, RilAuFEis
HREETRt, RERAR AR

071 20 20211 8 MH N



D15 v
-~ Y D H . ‘Ex A
3.5.9. ®
~ [ / / ® T m A
ngﬂ:ﬁ;l - I o I == I RERE I SVER I BRER
D e y b o MI n L h
. Gl a 3 F ~ b C -
€ W 7 v N
G € 7 Y - . L
DK 5 A X A
| b T w A
3.6.
A

01202021 8

MHDP



iEIP: EEAIPVE/IPY A
G mARE

Ba71p: EENIPVA/ TPV BagE0:
@ spanw

=8 (BAEERIFIG0R)

§ 2pnn
& mpel C R
© AEss 1 EP Netns piiiin]

B=es
TR
ER=DE
3.6.1. (1)
[ w [ 3 H ~ f

EEE: 2%
E8
2l EESn| REEP

.

i

A

&
BE0:
=] (BAEPE60%Y)
C B
MK RIP Fi%. BrP HEad  RERIP FERiE...
tep(6) 102.200.244.170 60262 192.200.244.157 161 192.200.244.157 161
IPA o H Dp< >AN

’ v “w A [

071 2020211 8

EHES: B

ESicH A
RREHIP EAA.. EHEE  TIL
192.200.244170 60262 - 598

Ve
Y

>

BE

MHC



mans: Massr

E= e BiEgN 18
220 KB 2018-12-25 023119 1 x
248 2018-12-25 02:32:14 + x
Dp< = [ - ] o A
MeE=E
2EEE
e [ 4098
=i (TCPDUMP)
FlsEEL: CEE (0/8) FHE (5) (&) ==
MANAGE(eth0)
« MNET1 (eth1)
MNET2 (eth2)
» NET2 (eth3)
NET4 (ethd)
TPttt : N IPv4/ TPv6itsiH
Pl o =
6 Vi A
o ' - Y D ’ o A 0 U
A
P v 0 ’ P p A
o' w 0§ ’ o DA
. " a H P A v host200.200.0.1 and port
50A w b 808 830 1360 o A
Dp< T ) “A <t 31 b s “H A
A T D <A = Dot 47 A ~ A
ol Ty 6 “ A
b
G 7 “YBe | H |F 0
A " by w A

071 2020211 8

MHT



H !5 Y 'E
b
| / " I 7 A
EeEEy | M= | TEZs | EEE
FEAEATE: 2021-12-25 %) 2021-12-31 [
FE=2A%
' 7l v 30 HP" F
b 7 A Ty % 30 TEW F7
A
7| " b A
7! I W "G p~ 4 [ A
3.6.4.
b
FT @ URL AD :
b
| / / T " A
EEeEs I et I TaEa I gy I st I TRy I WebConsole _
ERES  dnst v URLEEE =g & EriEE
URL R vl =S pracsil) REHRN HBedEdE
R FA © o7 n HTTP
w  HTTP/HTTPS F A
URLY * - URL ~ A
D< > A
Dp< > A

071 2020211 8

MHY



EfES dnsl

URL

|_ T
W HTTPHTTPS

IP - \
URLY ~ URL
Dp< > 1
>

v G ] &
b

| / v G
EEeEEE I imeHE I TEEs
@ B\ sEREET ENEET:
T 25 v EEIP:
C B
BIEEEF Netns R
p T ~ ”

w G H ° cookie

071 2020211 8

p  URL b~ 1A

SEREFER I WebConsole

URLIE * =i
FREEREL
F~ C 7 n HTTP
F A
A
v A
URL T - D<A

] I ErnsEy I sEEE= I WebConsole _
BEAP/L SnEERT EeED
8 A IPv4/TPveiBiE AEEn:
SEERE AR B0 EEEP AR
) De< > w )
" acookie Qw G b A

MH



3.6.7. WebConsole

b

[WebConsole] 6 web D b W H
b
" / /WebConsole] ! A
EESEEE MeH= T&Ez £FER EFEEER SEEEEE WebConsole

[ © "1 11 % webconsole 5Yi © b -~ !
[Sangfor Technologies Inc Webconsole#] “  Dhelp . I Enterl
f HoA
" A
EEaES i (1713 TEER £EFEE EFEEER SIEFEFER WebConsole

BiE
name
sn

session [netns_id vsname virtual_service namelBRS3358Y] [NATEERY [HRY] [kt
netns_id: NetnsiJid{E

wvsname virtual_service name: EElIRE SR

RESER: 14, U7, L0 (LAEEENRE, L7 CEEHRE, L0JFEERE)
NATZEEE nat44, natdb, natb4, natb6

##¥: top, udp, icmp, icmpvb, other

Jisiak:

071 20 20211 8 MO N



H !5 Y ) 'E

4,
4.1.

[ /I ] 6 AD A n A"y

[ la [ la n ] ® A

4.1.1.

[/ ] Y1 T AT 3+

- AN Noew @ 3F° SSIM " 3FAzYid
n A

WESET

WERH

071 2020211 8

MO M



Y 1] va F v~ A
Esnp=t]
== BEN v
REEHE | =i EREEE
(i bps B R
1 1
0.8
0.6
04
0.2

0 0
14:26 14:32 14:38 14:43 14:49 14:55 15:01 15:07 15:13 1518 15:24 14:26 14:32 14:38 14:43 14:49 14:55 15:01 15:07 15:13 15:18 15:24

(Frmemn | nmswn [ =rumsrsmes | Bewmes
oA 24
1 1

AR

EHSSLFEEREN ==

SESSLREREEL

o
14:29 14:33 14:36 14:40 14:43 14:47 14:50 14:54 14:57 1501 15:04 15:08 15:11 1515 15:18 15:22 15:25 15:29

SsLEsEL W t5Re
{7 bps

TIEE

>
c
—<
o

[ ] G F @

F " Nezu' a Ai T a i A D

—_I3

C
—<
—_—2
T
>
=
13
>

i AR LR

0+ 0 04 /0

i . LU -

== adsadfa [ e ] fafaf = 1231 [ ]
s 0 FREm: 0 L R 0 Fae o
T o KR b TR b TH e TE o thes

'OEW wroo om0 WAoo TEm DM sro @0 WA Fem:z [Nz WEL0 om0 EE 0

0712020211 8




H !5 E
L] wiems
a D a [/ ] Hi¢Mm T n D
¢
4.1.2.
[/ / Ne T vy Ne ~ Ne y 1
Hup A
G - Y [ / ] a
A W W W : A
a # az¥ a i A
4.1.3. n
[ ] a a 4 DNS Y
071 2020211 8 MO O


























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































